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constructing differentially 4-uniform
piecewise-linear substitutions,
orthomorphisms, involutions over the field Fo»
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Abstract

The substitution block (s-box) is one of the basic cryptographic components
which plays an important role in fulfilling the Shannon’s property of confusion in
modern block ciphers. We introduce a new method for generating s-boxes with low
differential uniformity and present our research findings in this report organized as
follows.

Well-known approaches to constructing differentially 4-uniform s-boxes over the
field Fon are discussed in the introduction.

The first part of the report is devoted to the problem of efficient computation of
the linear and differential spectra of piecewise linear substitutions.

In the second part, we combine an algebraic and heuristic approaches to the con-
struction of block cipher confusion components and present a new tool for construct-
ing s-boxes with low differential uniformity. This tool is called adapted spectral-
differential method.

The third part examines the linear equivalence problem for partially given
piecewise-linear permutations.

In the fourth part of the report, we give lower and upper bounds on the differential
characteristic of piecewise-linear permutations over the field Fon.

Finally, we present a large number of pairwise CCZ-inequivalent differentially
4-uniform s-boxes over the field Fys. We also present the first known example of a
differentially 4-uniform orthomorphism over Fys.

Keywords: substitution block, 4-uniform s-box.

CTCrypt 2023



12" Workshop on Current Trends in Cryptology

Contents

PROTOCOLS

Blind signature as a shield against backdoors in smart-cards 10
Liliya Akhmetzyanova, Fvgeny Alekseev, Alexandra Babueva, Andrey
Bozhko, and Stanislav Smyshlyaev

Two-party GOST in two parts: fruitless search and fruitful syn-
thesis 29
Liliya Akhmetzyanova, Fvgeny Alekseev, Alexandra Babueva, Lidiia

Nikiforova, and Stanislav Smyshlyaev

Probing the security landscape for authenticated key
establishment protocols 67
Fuvgeny Alekseev and Sergey Kyazhin

On the confidentiality and integrity of ECIES scheme 83
Kirill Tsaregorodtsev

On security aspects of CRISP 110
Vitaly Kivryukhin

On the security of one RFID authentication protocol 134
Anastasita Chichaeva, Stepan Davydov, Ekaterina Griboedova, and
Kirill T'saregorodtsev

SYMMETRIC CRYPTOGRAPHY
LINEAR TRANSFORMATIONS

Circulant matrices over Fy, and their use for construction effi-
cient linear transformations with high branch number 178
Stepan Davydov and Yuri Shkuratov

Matrix-vector product of a new class of quasi-involutory MDS
matrices 193
Pablo Freyre Arrozarena, Ernesto Dominguez Fiallo, and Ramsés

Rodriguez Aulet

CTCrypt 2023 6



12" Workshop on Current Trends in Cryptology

Construction of linear involutory transformations over finite

fields through the multiplication of polynomials modulus a

polynomial 204
Ramsés Rodriguez Aulet, Alejandro Freyre Echevarria, and Pablo
Freyre Arrozarena

PERMUTATIONS

Class of piecewise-monomial mappings: differentially 4-uniform
permutations of Fys with graph algebraic immunity 3 exist 219
Dmitry Burov, Sergey Kostarev, and Andrey Menyachikhin

On the Bit-Slice representations of some nonlinear bijective
transformations 236
Oliver Coy Puente, Rene Ferndndez Leal, and Reynier Antonio de la

Cruz Jiménez

Computational work for some TU-based permutations 263
Denis Fomin and Dmatry Trifonov

On one way of constructing unbalanced TU-based
permutations 284
Denis Fomin

ANALYSIS

Fast correlation attack for GRAIN-128 AEAD with fault 301
Sergei Katishev and Maxime Malov

Distinguishing attacks on Feistel ciphers based on linear and
differential attacks 313
Denis Fomin

The PRF pCollapserARX optimal cryptographic characteristic
automated search by CASCADA 330
Sergey Polikarpov, Vadim Prudnikov, and Konstantin Rumyantsev

About “k-bit security” of MACs based on hash function
Streebog 344
Vitaly Kiryukhin

CTCrypt 2023 7



12" Workshop on Current Trends in Cryptology

Streebog as a Random Oracle 368
Liliya Akhmetzyanova, Alexandra Babueva, and Andrey Bozhko

Alternative security models for pseudorandom functions 389
Kirill Tsaregorodtsev

QUANTUM AND POSTQUANTUM

A simple quantum circuit for the attack which shows vulnera-
bility of quantum cryptography with phase-time coding 405
Dmitry Kronberg

The McEliece—type Cryptosystem based on D—codes 412
Yurii Kosolapov and Evgeny Lelyuk

MATHEMATICAL ASPECTS

Properties of generalized bent functions and decomposition of

Boolean bent functions 429
Aleksandr Kutsenko

Reliability of two-level testing approach of the NIST SP800-22

test suite and two-sided estimates for quantile of binomial dis-

tribution 457
Aleksandr Serov

CTCrypt 2023 8



PROTOCOLS



12" Workshop on Current Trends in Cryptology

Blind signature as a shield
against backdoors in smart-cards

Liliya Akhmetzyanova, Evgeny Alekseev, Alexandra Babueva,
Andrey Bozhko, and Stanislav Smyshlyaev

CryptoPro LLC, Moscow, Russia
{1ah, alekseev, babueva, bozhko, svs}@cryptopro.ru

Abstract

The paper considers the problem of signature forgery (including signature key recov-
ery) in case of presence backdoors in the hardware or software of functional key carriers
(smart-cards). A new approach to solving the problem based on using blind signature
schemes is proposed. It is shown that weak blindness and weak unforgeability of the blind
signature schemes imply security against backdoors in smart-cards. As a concrete exam-
ple, we consider blind version of the GOST signature scheme (the blind signature scheme
proposed by Camenisch) and show that this scheme is resistant to backdoors under one
single assumption that GOST is secure in the standard sense.

Keywords: Blind signature scheme, GOST R 34.10-2012, untrusted smart-cards, backdoors.

1 Introduction

Consider an information system consisting of two components: a smart-card
(or token) used as a functional key storage and an application installed on a user
device (desktop or handheld). The applied function of a system is to compute a
signature of any document transmitting via the application with a key uploaded
and stored on a smart-card. The components usually interact in the following
way:

1. The user opens the application, chooses the document to be signed and
pushes the button «Sign».

2. The application connects with the smart-card (usually by establishing a pass-
word protected secure channel, for detail see [8]) and sends to it the chosen
document or the document hash value.

3. The smart-card computes the signature value of the document on its own
under a stored private key and returns the computed value to the application.
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4. The application verifies the received signature value and returns the signed
document to the user.

Using smart-cards with unrecoverable private key cryptography «on board»
is considered one of the most secure key management approach that allows to
protect against adversaries which can get physical access to key storage devices.
However, it has its own disadvantages. Unlike software applications which can
be open-sourced and, therefore, fully verified, self-reliantly compiled and trustly
installed by anyone, developing of smart-cards is much more technically difficult
process that is usually implemented by specific companies specializing in this area.
Indeed, the signing code is often hardwired directly into smart-card microchips to
improve performance and, consequently, cannot be openly verified by outsiders:
the users are given a ready-to-use «black-box» device. This makes it possible for
unscrupulous developers to implement a malicious code.

In the current paper we address the security issues that arise when the smart
card being used is seen as an untrusted component and is believed to contain
backdoors. In the context of systems based on ElGamal-like or Schnorr-like sig-
nature schemes these issues are highly crucial, since this type of signatures use
one-time random values which are generated with the smart-card and which com-
promise immediately leads to a user private key recovery. For instance, malicious
smart-card can use low-entropy one-time values allowing an adversary (e.g. com-
pany implementing this backdoor) to carry out the brute force attack and recover
the user key from one correct signature.

Related work. The paper [2] is devoted to these issues. Firstly, the paper intro-
duces two types of adversary to be considered:

External adversary: it models an honest-but-curious adversary acting on
the application side; the adversary’s goal is to make a new correct pair (mes-
sage, signature) without interacting with a smart-card or, in other words, to
make a forgery. Note that this threat includes the stronger one — key recovery.
Considering of such adversaries covers the scenario where only honest user
interacts with smart-card through verified and trusted application, but this
application is less protected against memory leaking compared to the smart-
card. To formalise the security against such adversaries, a security notion we
called «robustness» is introduced.

Remark 1. Note that this type does not cover the capabilities of active ad-
versaries that can directly interact (e.g. using its own malicious application)
with the smart-card. In practice it means that the adversary that steals the
smart-card cannot get access to its API. Considering of passive adversaries
only is justified by the fact, that smart-cards are usually also protected with
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a memorable password that should be entered by the human to get access to
its API (see [3]).

Adversary with agent: this adversary is supposed to consist of two parts.
The first part is a fully active adversary on the smart-card side but it can
interacts only with the trusted application, i.e. there is no other channel
for data transmition from smart-card. The second part collects the pairs
(message, signature) computed by application and malicious smart-card -
it’s agent. Similar to the first type of adversary, the goal is to make a forgery.
To formalise the security against such adversaries, a security notion we called
«backdoor resilience» is introduced.

In order to deal with these adversaries the paper |2]| proposed a solution for
the GOST signature scheme [9] based on the usage of the interactive Schnorr
zero-knowledge proof. This protocol is executed with the main signing algorithm,
its aim is to prove to the application that smart-card uses the «correct» one-
time value (for details see the original paper). This solution has the following two
significant drawbacks:

1. it allows to protect against the semi-trusted smart-card only: the crucial
assumption for security is that low-level (short) arithmetic operations are
implemented correctly in the smart-cards. Although it is realistic assumption,
there are no convenient ways to validate this on practice.

2. it is not secure if the smart-card can terminate the signing process with the
error on the application side. The paper [2] describes the concrete attack
where the malicious smart-card successfully completes the signing protocol
only if certain bits of resulting signature are equal to certain bits of the sign-
ing key. One approach to protect against this attack is to delete the private
signing key immediately after such errors occur. However, in practice, errors
can occur not only due to the adversary’s actions, but also due to technical
failures, so deleting the key after each error is not a practical solution.

Our contribution. In order to negate the disadvantages mentioned above we pro-
pose a new approach which main idea is to use the «blind versions» of the signature
schemes. The blind signature schemes firstly introduced by Chaum [5] allow one
party called User to obtain a signature for an arbitrary message after interacting
with another party called Signer holding a signing key in such a way that the
Signer does not receive any information about either the message or the signature
value (blindness property) and the User can compute only one single signature
per interaction with the Signer (unforgeability property).

In the context of considered signing system the smart-card executes the Signer
side and the application executes the User side. Due to the blindness property,
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the malicious smart-card learns no information about the signature during the
protocol execution and, therefore, cannot «control» the signature values, e.g. by
covertly transmiting bits of private key through the signature values. In particular,
protection is achieved even if the smart-card performs any arbitrary algorithm, i.e.
maliciously implements low-level arithmetic operations or generates low-entropy
one-time random values.

In the current paper we give the formal definitions of security notions — robust-
ness and backdoor resilience corresponding to external adversary and adversary
with agent. After that we perform a formal analysis of the proposed solution
regarding introduced security notions: we show that weak blindness (where an
adversary cannot affect the key generation algorithm) and weak unforgeability
(in non-concurrent setting against honest-but-curious adversaries) of the blind
signature schemes imply both robustness and backdoor resilience. Moreover, for
the GOST signature scheme we propose the concrete blind signature scheme for
usage — the Camenisch’s scheme [4] that provides perfect (strong) blindness and
weak unforgeability that implied only by the unforgeability of GOST. It means
that the Camenisch’s blind signature scheme provides robustness and backdoor
resilience under one single assumption that the GOST signature scheme provides
standard security, i.e. is unforgeable under chosen message attack.

The rest of the paper is organised as follows. In Section 2 we remind the def-
initions of conventional and blind signature schemes, the accompanying security
notions are given. In Section 3 the formal definitions of robustness and backdoor
resilience are introduced. Section 4 is devoted to the formal analysis and Section 5
considers the Camenish’s blind signature scheme in details.

2 Basic definitions

(Conventional) signature schemes. The conventional signature scheme Sig is de-
termined by three algorithms:

— (sk, pk) < Sig.KGen( ): a key generation algorithm that outputs a secret key
sk and a public key pk;

— 0 < Sig.Sign(sk,m): a signature generation algorithm that takes a secret
key sk, and a message m and returns a signature o.

— b < Sig.Vf(pk,m,o0): a (deterministic) verification algorithm that takes a
public key pk, a message m, and a signature o, and returns 1 if ¢ is valid on
m under pk and 0 otherwise.

Correctness. We say that Sig is correct if for every message m, with proba-
bility one over the sampling of parameters and the key pair (sk, pk) the equality
Sig.Vf(pk, m, Sig.Sign(sk,m)) = 1 holds.
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Blind signature schemes. The blind signature scheme BS is defined in the same
way as the conventional signature scheme except for the signature generation
algorithm which is replaced by the following protocol:

— (b,0) < (BS.Signer(sk), BS.User(pk,m)): an interactive signing protocol
that is run between a Signer with a secret key sk and a User with a public key
pk and a message m; the Signer outputs b = 1 if the interaction completes
successfully and b = 0 otherwise, while the User outputs ¢ that is either the
resulting signature or an error message.

Correctness. We say that BS is correct if for every message m, with proba-
bility one over the sampling of parameters and the key pair (sk, pk), the signing
protocol (BS.Signer(sk), BS.User(pk,m)) completes with (1,0), 0 #L, such that
BS.Vf(pk, m,o) = 1.

In the current paper we are interested in the blind signature schemes that are
built basing on some conventional signature schemes. We will say that the BS
scheme is a blind version of the Sig scheme, if the KGen and Vf algorithms of
these schemes coincides and for any (sk, pk), any message m and any signature o

Pr[(1,0) < (BS.Signer(sk), BS.User(pk,m))]| = Pr|o < Sig.Sign(sk, m)],

where the corresponding probability spaces are determined by the randomness
used in the signing protocol and signing algorithm.

Three-move blind signature schemes. For simplicity this paper focuses on
three-move blind signature schemes. For such schemes the signing protocol can
be described as follows:

(msgs 1, stateg) < BS.Signer, (sk)

(msgu, statey) < BS.User; ((pk,m), msgs 1)
(msgs.2,b) < BS.Signery(stateg, msgu 1)

o < BS.Usery(stater, msgs,2)

where msgyore.i, role € {U, S}, is the i-th message sent by the side with role role
during the protocol execution. The variable state, . is aimed to keep the internal
state for using on the next protocol stage. Here the User performs the BS.User;
and BS.Usery functions, and the Signer performs the BS.Signer; and BS.Signer,
functions during the protocol execution.

Security notions. Hereinafter we describe the security notions using a game-based
approach (for detail, see [10]). This approach uses the notion of «experiment»
played between a challenger and an adversary. The adversary and challenger are
modelled using consistent interactive probabilistic algorithms. The challenger sim-
ulates the functioning of the analysed cryptographic scheme for the adversary and
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may provide him access to one or more oracles. The parameters of an adversary A
are its computational resources (for a fixed model of computation and a method
of encoding) and oracles query complexity. The query complexity usually includes
the number of queries. Denote by Advy(A) the measure of the success of the
adversary A in realizing a certain threat, defined by the security notion M for the
cryptographic scheme S.

The standard security notion for (probabilistic) signature schemes is strong
unforgeability under chosen message attack (SUF-CMA). The formal definition is
given below.

Definition 1. For an adversary A and a signature scheme Sig:

Adv%EJgF'CMA(A) = Pr [ExpE%F'CMA(A) — 1} ,

where the EXpEEJgF'CMA(A) experiment 1s defined in the following way:
Exp%ling'CMA(A) Oracle Sign(m)
1:  (sk, pk) < Sig.KGen() 1: o < Sig.Sign(sk,m)
2: L+ O 2: L+ LU{(m,0)}
3: (m,o) « AS9"(pk) 3: return o

4 if (m,0) € L :return 0
5: return Sig.Vf(pk,m, o)

Remark 2. The same security notion can be applied to the blind version BS of
the signature scheme Sig. In this case the line 1 in the Sign oracle is replaced
with the line (1,0) < (BS.Signer(sk), BS.User(pk,m)). It is easy to see that for
such schemes sSUF-CMA -security of the Sig scheme implies sSUF-CMA -security of
the BS scheme and vice versa.

The standard notions for blind signature schemes are one-more unforgeability
and blindness, their formal definitions can be found in [11]. In the current paper
we consider only weak versions of these notions: weak unforgeability wUNF and
weak blindness wBL.

Weak unforgeability. The weak unforgeability considers only an honest-but-
curious adversary acting on the User side. This adversary can adaptively choose
messages to be signed by making a query m to the oracle and obtain in return a
signature o and a specific value view. Thy latter consits of all incoming messages
and values of all random parameters that are processing and sampling on the
User side during the signing protocol execution. It is easy to see that for any
blind signature scheme wUNF-security implies sUF-CMA-security. The formal
definition of wUNF is given below.

Definition 2. For an adversary A and a blind signature scheme BS:

AdVESNF(A) = Pr[Expie™F(A4) — 1],
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where the EXpVBvéI NF(.A) experiment 1s defined in the following way:
Expye " (A) Oracle Sign(m)
1:  (sk, pk) < BS.KGen() 1: (1, (o;view)) < (BS.Signer(sk), BS.User(pk, m))
2: L+ O 2: L+ LU{(m,o0)}
5. (m,o) ASig”(pk) 5: return o,view

4: if (m,0) € L : return 0
5: return BS.Vf(pk,m,o)

Weak blindness. Informally, the blind signature scheme provides blindness if
there is no way to link a (message, signature) pair to the certain execution of the
signing protocol. In the context of strong notion the adversary can fully control
the Signer side. Further we consider a weaker notion where the adversary cannot
affect key generation algorithm. The formal definition is given below.

Definition 3. For an adversary A and three-move blind scheme BS

AdvEBL(A) = Pr | Expit! (A) — 1} Py [ExngL»O(A) = 1} ,

where the ExpggL’b(.A), b € {0, 1}, experiments are defined in the following way:
wBL,b
Expgg "(A)
1: (sk,pk) < BS.KGen() Oracle Usery (Za msg)
2: by« b 1: if 1 ¢ {0,1} V sess; # init : return L
3: by« 1-0 2: sess; < open
4 b AfnitUseryUsers gy pl) 3: (msg;, state;) <— BS.Userq ((pk, my, ), msg)
5: return bt 4: return msg;
Oracle Init(mg, my) Oracle Users(i,msg)
1: sessp < init 1: if sess; # open : return |

2: sessy + init sess; + closed
op, < BS.Usery(state;, msg)
if sessgp = sessy = closed :
if o, =L Vop, =L :return (L, 1)

return (o9, 01)

S v N L

7. return e

3 Security notions

In the current section we give the formal game-based definitions of two security
notions: backdoor resilience and robustness.
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Backdoor resilience/Security against adversary with agent. Consider an adver-
sary A = (A, Ay) consisting of two algorithms. An algorithm As denotes the
part of the adversary A collecting signature values for adaptively chosen mes-
sages. An algorithm A; denotes the agent acting on the backdoored smart-card
side.

The formal definition of BDres (BackDoor resilience) for blind signature
schemes is given below (see Definition 4). We parametrize this security model
by value k£ determining the number of challenger’s attempts to produce correct
signature for one message (details are described below).

Definition 4. For any adversary A = (A1, As) and blind signature scheme BS:

AdVED™(A) = Pr [Expl™(4) - 1].

where the Exppe ™ (A), k € N, experiment is defined in the following way:
Expge (A = (A1, As)) Oracle Sign(m)
1: (sk,pk) < BS.KGen() 1c <0
2: L+ O 2. do
3: lost + false 3: (st,o) « (Ai(st),BS.User(pk,m))
41 st Aq(sk, pk) e ii+1
50 (m,o) & Agign(Pk) 5: until (i > k) V (0 #1)
6: if ((m,o0) € L)V (lost = true): 6: ifo=L1:
7o return 0 7 lost < true
8: return BS.Vf(pk,m, o) 8: return L
9: L+ LU{(m,0)}
10: return o

At the experiment initialisation stage (line 1) the challenger modeling an hon-
est application generates a key pair (sk, pk) according to the key generation algo-
rithm and sends to 4; a pair (sk, pk) (line 4), while to Ay it sends a verification
key pk only (line 5). This stage models the trusted process of generating keys,
issuing corresponding certificate and uploading key material on the smart-card.

The As algorithm can make queries to the challenger signing oracle Sign that
returns signature values o for messages m arbitrarily chosen by the adversary.
Every signature value is computed during the execution of blind signing protocol
between oracle that models the honest User side and the A; algorithm modeling
the malicious Signer side (line 3 in the oracle). Here the variable st denotes the
internal state of A; that is kept from call to call.

The A; algorithm is allowed to terminate the protocol execution with error
L on the User side (see line 5 in the oracle). For this reason for any requested
message m the oracle makes k attempts to compute a correct signature, and in the
case when all k attempts fail, challenger returns 0 as a game result (meaning that
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the adversary loses, see line 7 in the oracle). This simulates the scenario where
the smart-card has failed and is no longer being used.

Remark 3. Note that if the algorithm Ay can obtain errors from the signing
oracle then there is always a trivial attack. Consider the agent Ay that successfully
completes the signing protocol execution iff i-th bit of sk is equal to 1, where i is a
sequence number of query to oracle. Having such an agent on the smart-card side
the Ay algorithm can recover all bits of signing key and trivially make a forgery.

To break a backdoor resilience the algorithm As is needed to make a forgery
(m, o) containing a signature o that was not previously returned by the oracle
Sign in response to a query m.

Robustness/Security against external adversary. The formal definition of robust-
ness is totally coincides with definition of weak unforgeability for blind signature
scheme (see Definition 2). Note that according to this notion the adversary

1. can obtain signatures o and all values processing on the User side for arbi-
trarily chosen messages m, this simulates the scenario where the adversary
gets an access to the memory of trusted application;

2. cannot open many parallel executions of signing protocol, this also fits prac-
tice since the smart-cards are usually low resource devices and can execute
only one session.

4 Security analysis

4.1 Backdoor resilience/Security against adversary with agent

In this section we prove that weak blindness and standard unforgeability
(sUF-CMA) imply backdoor resilience.

Theorem 1. Fiz k € N. For any adversary A = (Ay, As) in the BDresy, model
with summary time complexity at most t making at most q queries to the signing
oracle, there exist an adversary B in the sUF-CMA model making at most q
queries to the signing oracle and an adversary C in the wBL model such that

Advpe " (A) < Advgdm MA(B) + ¢ - k- AdvEeh(C).
Time complexities of B and C are at most t and tkq correspondingly.

Remark 4. If the blind signature scheme provides perfect blindness (i.e.
AdvESH(C) = 0 for any C with any time complexity), then the bound is trans-

formed as follows
Advps ™ (A) < Advge “MA(B).
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From the perspective of using conventional signature scheme Sig, this inequality
means that in order to provide backdoor resilience it is enough for this signature
scheme to have its blind version BS (with Advie “M*(B) = Adv%IiJgF'CMA(B)) and
to be unforgable in the standard model. Note, that the bound does not depend on
k, so this value can be chosen arbitrarily by the application developers.

Remark 5. For clarity, the proof is carried out for three-move blind signatures,
but the proof does not base on any specific features of such scheme type and can
be easily adapted for any-move blind signatures.

Proof. The proof consits of two parts.

Part 1. Consider the consequence of several experiments where each next
experiment slightly differs from the previous one.

Game 0. Let Exps(A) = Exppe ™ (A).

Game 1. Consider the following modified experiment Expgs(.A):

Expgs(A = (A1, A2)) Oracle Sign(m)
1:  (sk, pk) < BS.KGen() 1: i+0
2: L+ O 2: do
3: lost « false 3: (st,o) < (Ai(st),BS.User(pk,m))
4: st <+ Aj(sk,pk) 4: if o #£1:
5: (m,o) S Agign(pk) 5: (1,0) < (BS.Signer(sk), BS.User(pk, m))
6: if (m,o0) € L)V (lost = true): 6: i+l
- return 0 7: until (i > k) V (0 #1)
8: return BS.Vf(pk, m,o) 8: ifo=L:
9: lost < true
10 : return L

—y
[

L LU{(m,o)}

12: return o

Expgs(A) differs from Expc(A) in additional lines 4 and 5 of the Sign
oracle code. If the oracle, interacting with the agent A; as a user, completes
the signing protocol with a correct signature, then the oracle recomputes a new
signature honestly executing the signing protocol on its own (without interaction
with the agent). The second part of the proof is devoted to estimation of winning
probability difference for Expgs(A) and Expgs(A) .

Game 2. Consider the next modification: the experiment Expas(.A). Here
the oracle always responses to requests of Ay with a correct honestly generated
signature even in the case when A; provokes errors k times in a row that sets the
flag lost in Expgg(A).
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Expgs(A = (A1, 43))  Oracle Sign(m)
1: (sk,pk) < BS.KGen()
2: L+ O

st < Aj(sk, pk)

1

2

3

(m, o) & A" (pk) '
if ((m,a) c ,C) 5: until (Z > k‘) V (O' #J_)

6

7

8

140
do
(st,o) + (A;(st),BS.User(pk,m))

w

14— 1+1

(1,0) < (BS.Signer(sk), BS.User(pk, m))
L+ LU{(m,o)}

return o

return 0

ST NS TS

return BS.Vf(pk,m, o)

For this experiment:

Pr [Expgs(A) — 1] = Pr [Expgs(A) — 1 A (lost = false) | +
+ Pr[Expgs(A) — 1 A (lost = true)| < Pr[Expgs(A) — 1].

7

-~

= 0 due to line 6 of Expgg(A)

Game 3. Note that in the Expgs(.A) experiment the agent A; can be thrown
away since it cannot influence on the signature value anymore (see the Expps(As)
experiment below). Note that Pr [Expgs(A1, As) — 1] = Pr[Expgs(A2) — 1].

Expg(As) Oracle Sign(m)
1: (sk,pk) < BS.KGen() 1: (1,0) < (BS.Signer(sk), BS.User(pk, m))
2: L+ O 2: L+ LU{(m,0)}
30 (m,0) « Agign(pk) 3: return o
4: if (m,0) € L:
5 return 0
6 : return BS.Vf(pk,m,o)
Note that Exppgs is exactly the experiment Expie M2  therefore

Pr [Expgg(A) = 1] < Advid-CMA(B) for B = As,.
Part 2. To finalize the proof construct an adversary C breaking the blindness
property. Introduce the following auxiliary experiment:
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Expgs (C)
1+ (sk, pk) « BS.KGen() Oracle User(msg)

$ .
9 b/ & CInzt,Userl,Userg (Sk, pk)

3: return b’

1: if sess # init : return |

2: Sess < open

3: (msg, state) < BS.User;((pk,m), msg)
4

return msg

Oracle Init(m)

1: sess < init
Oracle Users(msg)

if sess # open : return |
o < BS.Usera(state, msg)
if (c#L)A(b=0):
(1,0) < (BS.Signer(sk), BS.User(pk, m))

return o

Tt W N

Here an adversary can make only one query to each oracle (execute only
one session). The adversary obtains a signature value generated by the oracles
intacting with adversary, if b = 1, and a signature computed according to the
protocol, otherwise. Note, that if the adversary provokes error in the session, then
it always gets 1 from the Users oracle regardless of bit b.

Using a standard technique called «hybrid argument» (see, e.g. [12]) it can be
trivially shown, that there exists an adversary C’ such that

Pr[Exps(A) — 1] — Pr[Expss(A) — 1] =
—qk- (pr [Exp‘g;(c') N 1} —Pr [Exp‘gg’(c’) = 1D |

Now let construct an adversary C using C’ as a black box. The adversary C
acts in the following way:

1. The adversary C obtains (sk, pk) and transmits this value to C’.

2. When C’' makes a query m to the Init oracle, C makes a query (m,m) to its
own Init oracle.

3. After starting sessions, the adversary C firstly executes sessy according to
the protocols:

(a) Tt computes (msgy,,states) < BS.Signer;(sk) and makes a query
(0,msgg,) to its own User; oracle.

(b) Upon receiving msgp;,, the adversary C computes (msgg,, 1) <
BS.Signer,(states, msgy1) and makes a query (0,msg2,) to its own
Users oracle, receiving the ¢ value.

Note that o4, #.L due to correctness property of the blind signature scheme.
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4. Then the adversary C intercepts all queries of C' and simply passes their in
sessy:

(a) Intercepting from C’ a query msg; to the Usery oracle, C makes a query
(1,msgg,), where msgg, = msg, to its own User; oracle and directly
transmits the response msgg;, to C'.

(b) Intercepting from C" a query msgs to the Usery oracle, C makes a query
(l,msgég), where msga2 = msgs, to its own Usersy oracle. C receives

(00,01) and returns to C' the fist component (. Note that (og, 01) can
be (L, L1).

5. C returns the same bit as C’ returns.

If the C interacts with the experimentator Exp‘é’?L’1 (ExpVBV?L’O), then

oy = oy, (09 = 0p,). Moreover, C returns L at stage 4 iff C' provokes error in
sessy that perfectly coincides with Expés. Thus,

Pr {Expé’sl(C') e 1} = Pr {ExpoV]SBL’l(C) — 1} :

Pr {Expé’g((}’) — 1} = Pr {Expg]SSL’O(C) — 1} :
Summing up,

Pr [Expgs(A) — 1] — Pr [Expgg(A) — 1] =
— - k- (Pr[Expga(C)) > 1] - Pr[Expgl(c)) — 1] ) =
= gk (Pr [Bxpie™!(C) = 1| = Pr[Exppt™“(C) = 1] ) = ¢-k-AdvEE“(©).

]

4.2 Robustness/Security against external adversary

The security of the considered signing system against external adversary di-
rectly follows from the weak unforgeability of the used blind signature scheme.
Weak unforgeability, in its turn, is implied by the strong unforgeability against
active adversary. However, there are blind signature schemes that do not provide
strong unforgeability but potentially provide the weak one and thus are potentially
suitable for providing robustness.

In the current paper we define the particular class of blind signature schemes
based on ElGamal signature equation which provide the weak unforgeability.
Namely, for such schemes we construct the security reduction to the unforgeabil-
ity of the base ElGamal signature scheme. Note that all known ElGamal blind
signature schemes do not provide strong unforgeability [1].
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At first, let us introduce the required notations. We denote the group of points
of elliptic curve over the prime field as G, the order of the prime subgroup of G
as ¢, an elliptic curve point of order g as P and zero point as @. We denote by H
the hash function that maps binary strings to elements from Z, and assume that
all field operations are performed modulo gq.

ElGamal blind signature scheme. The generalised ElGamal signature scheme was
introduced in |7] and further extended in [6], we denote it by GenEG scheme. A key
generation algorithm in this scheme involves picking random d uniformly from Z;
(secret signing key) and defining Q = dP (public verifying key). A signature for
message m is a pair (r, s), where r = (kP).x mod ¢ for some k picked uniformly
at random from Z; and s is computed from the ElGamal signature equation FG:

EG(d, k,r e, s) =0,

where e = H(m). All possible EG equations are listed in [7]. To ensure function-
ality and security, certain r, e, s values need to be excluded.

ElGamal blind signature scheme, denoted by GenEG-BS, was introduced in [1].
A key generation and verification algorithms in GenEG-BS scheme are the same
as in the base GenEG scheme. An interactive signing protocol assumes that the
Signer performs ElGamal signature generating algorithm for the e value received
from the User, the User algorithm is not determined and can be arbitrary. The
parameters of the signing protocol are the base point P, public key ) and the
message m, we denote them by par.

In the current paper we impose the additional requirements on the algorithm
performed by the User:

— all blinding factors (we denote them by rnd) used by the User are selected
according to some distribution D that is independent on the values received
from the Signer;

— the first component of the signature ' is the x-coordinate of the R’ point,
which is computed as a result of applying the function parameterized by
the par value (we denote it by £]"") that takes as arguments the R point
received from the Signer and rnd values. This function is linear by R for all
rnd values generated according to the protocol;

— the second component of the signature s’ is computed as a result of applying
the function parameterized by the par value (we denote it by £5") that takes
as arguments the s value received from the Signer, rnd values and point R.
This function is linear by s for all rnd and R values generated according to
the protocol.
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The signing protocol

Signer(d) User(Q, m)
K&z
R+ kP R rnd &

R+ L7 (R,rnd)
r’ + R'.x mod q

r < R.x mod ¢ € compute e

if 3's: EG(d, k,r,e,s) =0
find s

else : return 0

s+ L5 (s,rnd, R)

AN
return 1 return (r',s')

Figure 1: The signing protocol in GenEG-BS, scheme

We denote such scheme by GenEG-BS, scheme. The corresponding signing pro-
tocol is illustrated in Figure 1.

Let us show that the GenEG-BS, scheme is indeed the blind version of the
GenEG scheme, i.e. provides the same distribution on the signature values. The
distribution on GenEG signatures is defined by the uniform distribution on &
values. The distribution on GenEG-BS, signatures is defined by the distribution
on k' values, where k" is such that (k'P).x mod ¢ = 7’. The k' value is linear by
k since R’ value is linear by R and rnd values are chosen independently on R.
Thus, the distribution on k" values is also uniform.

Note that the User view in the GenEG-BS, scheme consists of the incoming
messages R, s and the blinding factors rnd sampled by the User.

Now we are ready to construct the security reduction to the unforgeability of
the conventional ElGamal signature scheme.

Theorem 2. For any adversary A for GenEG-BS, scheme in the wUNF model
with time complexity at most t making at most q queries to the signing oracle,
there exist an adversary B for the conventional GenEG scheme in the sUF-CMA
model with the same time complexity at most t making at most q queries to the
signing oracle such that

Advgenic s, (A) < Advgenee  (B).

Proof. Let construct the adversary B for the conventional GenEG scheme. The
adversary B uses the adversary A as a black box. It intercepts the queries of the
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adversary A to the signing oracle and process them by itself using its own signing
oracle in the following way.

Receiving the query m, adversary B forwards m to its own oracle and receives
the signature (r’, s’). Then it reconstructs R’ point from the verification algorithm
and selects rnd value according to the distribution D. After that it calculates the
R value using £; ! function and s value using £5 ! function. It returns as an answer
the signature (17, s') and the view = (R, s,rnd).

Note that B generates exactly the same distribution on signature values since
GenEG-BS, scheme is the blind version of the GenEG scheme. The rnd value is
chosen as in the honest execution of blind signature protocol, R and s values are
also computed as in the honest execution since £; and L9 functions are unam-
biguously invertible.

When A returns a forgery, B translates it to its own challenger and stops.
Obviously, if A wins, then B wins, whence follows the statement of the theorem.

O

Remark 6. The same result may be formulated for the Schnorr signature scheme
and its blind version defined in [5]. The proof of the theorem is conducted in the
same way.

5 GOST-based blind signature scheme

We propose to use the concrete blind signature scheme in case of building
the protection for GOST signature scheme [9]. This scheme was proposed in [4]
in 1994 and is commonly refered to as the Camenisch scheme. We provide the
definition of this scheme in terms of elliptic group notation.

The key generation algorithm is the same as in the general ElGamal signature
scheme and assumes picking secret key d uniformly from Z; and defining public
key ) as dP. The signing protocol is defined in Figure 2. The verify procedure for
the message m and the signature (7', s’) assumes checking " # 0 and verifying
the equality ' = R'.2z mod ¢, where R’ = (¢/) 7' (s'P — 1'Q), €’ is equal to H(m),
if H(m) # 0, and to 1 otherwise. Note that the signing protocol in Figure 2 is
defined for the case of using the elliptic curves of the prime order. Nevertheless, it
can be slightly modified by adding the additional checks for use with non-prime
order curves, e.g. with Edwards curves.

This scheme provides perfect blindness (see Theorem 2 [4]), but does not pro-
vide unforgeability in the strong sense. In [1] it was shown that it is vulnerable
to the ROS-style attack, which is possible if the adversary, acting as a User, is
given the opportunity to open ¢ > [log ¢q| parallel sessions of signing protocol. At
the same time, this scheme is potentially secure against active adversary that is
allowed to open only sequential sessions of the signing protocol. But even so, pro-
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Signer(d) User(Q, m)
randl: k & Z,

R+ kP

r < R.x mod ¢

if r =0 : goto randl R if R=0 :return L

r < R.x mod ¢

if r=0:return L
rand2 : o, 8 “ Z,

R + aR+ P

if R = O : goto rand?2
7"+ R'.x mod q

if 7/ = 0 : goto rand2
e < H(m)

ife =0:¢ 1

if e=0: return 0 e < ae'r(r’)™!

s <« ke +dr

return 1 s if sP#eR+rQ: return |

s srlr Tl 4+ Be’
o+ (1,8

return o

Figure 2: The signing protocol in Camenisch scheme

viding such strong unforgeability is not required for our application, our purpose
is the weak unforgeability.

Camenisch scheme is the particular case of the GenEG-BS, scheme defined in
Section 4.2. Indeed, the distribution D in this scheme is a uniform distribution on
Z, x Z, that is independent on R, /Lgp’Q’m) and EéP’Q’m) are defined as follows:

LgP,Q,m)(R’ (Oé, /8)) _ CYR + /BP, EéP,Q,Tn)(S7 (&’ 6)7 R) = S’]"/T’_l + /66,7

where ¢ = H(m), r = Rz mod ¢, v’ = (aR + BP).x mod q. These functions
are linear by R and s values respectively for all possible rnd values. Moreover,
zero r and e values are excluded by the corresponding checks on the Signer side as
in the GOST signature scheme. Therefore, the result of Theorem 2 is applied to
the Camenisch scheme, which means that it provides weak unforgeability under
the assumption that GOST scheme provides unforgeability. The security in the
sUF-CMA model, in its turn, directly follows from the weak unforgeability.
Thus, the Camenisch scheme is a blind version of the GOST scheme and can
be applied in the systems realizing the GOST signature as the protection against
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backdoors in smart-cards. It provides the security against external adversary and
adversary with agent only by the security of the GOST signature scheme. Note
that such solution in contrast to the solution from [2] does not need any addi-
tional assumptions about the smart-card such as correct implementation of low-
level arithmetic operations and the absence of failures. Moreover, it requires less
computations on the smart-card side.

6 Conclusion

The paper addressed the security issues that arise in signing systems when the
smart-card being used for key storage and signing is believed to contain backdoors.
A novel approach based on blind signature schemes to protect against backdoors
has been proposed. It has been proven that weak versions of standard security
properties (blindness and unforgeability) of blind signature scheme imply security
against backdoors in smart-cards.

Moreover, the concrete solution in case of using the GOST signature scheme
has been proposed. This solution is the well known Camenisch’s blind signature
scheme that provides perfect blindness. It was shown that the target security is
held under the sole assumption that the GOST signature scheme provides stan-
dard security, i.e. is unforgeable under chosen message attack.
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Abstract

In the current paper we investigate the possibility of designing secure two-party
signature scheme with the same verification algorithm as in the Russian standardized
scheme (GOST scheme). We solve this problem in two parts. The first part is a
(fruitless) search for an appropriate scheme in the literature. It turned out that all
existing schemes are insecure in the strong security models. The second part is a
synthesis of new signature scheme and ends fruitfully. We synthesize a new two-
party GOST signature scheme, additionally using the commitment scheme, guided
by the features of the GOST signature scheme, as well as the known attacks on
existing schemes. We prove that this scheme is secure in a bijective random oracle
model in the case when one of the parties is malicious under the assumption that
the classical GOST scheme is unforgeable in a bijective random oracle model and
the commitment scheme is modelled as a random oracle.

Keywords: two-party signature, GOST signature.

1 Introduction

Electronic document management systems become a common daily oc-
currence in the modern world. Signature scheme is a fundamental component
of these systems. The systems involve the client, who owns a private sign-
ing key, and the server, who manages the documents. The server sends the
document to the client, who checks it and signs. It is highly desirable to
implement the client side at the user mobile device to make the information
system as user-friendly as possible. There is a problem of secure storage of
the private key on a mobile device, since it is easy to gain physical access to
the device, for example, as a result of theft. If the adversary gets access to
the private key, it will be able to sign documents on behalf of the user. So,
we need a way to protect the private key stored on the mobile device.
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One method of protection is to use the so-called two-party signature
scheme instead of the classical signature scheme. This method involves the
private key sharing between the client and the server and generating the sig-
nature as a result of an interactive protocol run between them. We assume
that no trusted party is involved in this process. Such protocol should not
allow either party to create a signature without interacting with the other
party. In particular, the server can not sign any document without the owner
of the signing key. At the same time in case of theft of the user’s device,
the adversary gets access to only one part of the key and needs to interact
with the server to create a signature. Note that the server can notify the user
about each execution of the protocol via an outside channel, for example, by
e-mail. The user whose mobile device has been stolen can report this to the
server and forbid the possibility of creating a signature.

This method of protection should remain completely transparent to all
external systems that can potentially use the generated signature. That is,
it should not differ from the classic signature generated when the key is
fully stored on the user’s device. This means that the verification algorithm
should be the same as in the classical scheme. We use the Russian signature
scheme defined in |7, 8, 9, 10| (hereinafter — GOST scheme) as a classical
signature scheme. Thus, to implement the described method of protecting the
private key, we need a two-party signature scheme with the same verification
algorithm as in the GOST scheme.

In literature there are a number of schemes [15, 13, 12, 1, 19] based on
GOST signature equation, in which the signature is generated by several
signers. It is not only two-party schemes, but also schemes for more partic-
ipants: collective signature schemes (for n parties) and threshold signature
schemes where any subset of at least ¢ out of the n parties can produce a valid
signature. Note that such schemes are the extensions of two-party schemes,
therefore they can also be used for private key protection.

However, it turned out that all existing schemes are not suitable for solv-
ing our problem. Some of them are proven secure in the weak security models
while others are vulnerable to the attacks. Let’s consider these schemes. The
threshold signature scheme proposed in [1] uses a third trusted party to form
the signature. The signature scheme proposed in [12] uses a new secret shar-
ing algorithm for key generation and signing protocols and is proven secure
only against passive adversary. The scheme proposed in [19] appeared to be
insecure if the adversary is given the opportunity to open parallel sessions of
the signing protocol. In this paper, we build a ROS-style attack [2| on this
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scheme (see Appendix A.1). In [15, 13| there is no description of the dis-
tributed key generation protocol for the proposed scheme. It is not clear how
to implement it if no third trusted party is involved. Moreover, the signing
protocol of this scheme is vulnerable to a ROS attack.

We synthesize a new two-party GOST signature scheme, additionally us-
ing the commitment scheme, guided by the features of the GOST signature
scheme, as well as the known attacks on existing schemes. Our scheme does
not use any non-standard cryptographic mechanisms such as homomorphic
encryption. Section 3 presents the design rationale of this scheme. A formal
description of the scheme is provided in the Section 4. We prove that this
scheme is secure in a bijective random oracle model in the case when one
of the parties is malicious under the assumption that the classical GOST
scheme is unforgeable in a bijective random oracle model and the commit-
ment scheme is modelled as a random oracle. Our proof is based on the
security proof of the GOST signature scheme presented in [4] and the secu-
rity proof for the two-party Schnorr signature scheme [16]. A description of
the security model and the main result are presented in the Section 5.

2 Basic notations and definitions

By {0,1}* we denote the set of all bit strings of finite length including
the empty string. If p is a prime number then the set Z,, is a finite field of size
p. We assume the canonic representation of the elements in Z, as integers in
the interval [0...p — 1]. Each non-zero element x in Z, has an inverse 1/z.
We define Z;, as the set Z;, without zero element.

We denote the group of points of elliptic curve over the field Z, as G, the
order of the prime subgroup of G as ¢ and elliptic curve point of order ¢ as
P. We denote the x-coordinate of the point R € G as R.x. We denote by H
the hash function that maps binary strings of arbitrary length to the binary
string of length h.

If the value s is chosen from a set S uniformly at random, then we denote

s & S If the variable x gets the value val then we denote x <— wval. Similarly,
if the variable x gets the value of the variable y then we denote xz + y. If
the variable x gets the result of an algorithm A we denote x < A.

The signature scheme SS is determined by three algorithms:

— (d,Q) < KGen(): a probabilistic key generation algorithm that returns
the signature key pair (d, @), where d is a private signing key, @ is a
public verifying key.
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— 0 < Sign(d, m): a probabilistic signing algorithm that takes a signing
key d and a message m as an input and outputs a signature o for the
message m.

— b < Verify(Q, m,0): a (deterministic) verification algorithm that takes
a public verifying key (), a message m and a signature ¢ as an input
and outputs 1 if ¢ is valid and 0 otherwise.

The two-party signature scheme 2p-SS is determined by three algorithms:

— ((d1,Q), (da, Q)) + KGen(P1(),P3()): an interactive key generation
protocol that is run between a party Py and a party Pa; for i € {1,2}
P; outputs it’s private key d; and a public verifying key Q).

— (0,0) « Sign(P1(dy,Q,m),Pa(ds, Q,m)): an interactive signing pro-
tocol that is run between a party P; and a party Py; for i € {1,2} P;
takes it’s private key d;, a public verifying key () and a message m as
an input and outputs a signature o for the message m if the interaction
completes successfully and L otherwise.

— b < Verify(Q, m, 0): a (deterministic) verification algorithm that takes
a public verifying key (), a message m and a signature o as an input
and outputs 1 if o is valid and 0 otherwise.

The commitment scheme is determined by two algorithms:

— (op,comm) < Cmt(m): a commitment algorithm that takes message
m € {0,1}* as an input and outputs a commitment comm € {0,1}"
and an opening value op € {0, 1}".

— b < Open(comm,m, op): a (deterministic) opening algorithm that takes
a commitment comm € {0,1}", a message m € {0, 1}* and an opening
value op € {0,1}" and outputs 1 if (op,comm) is valid on m and 0
otherwise.

3 Design rationale

The GOST signature is a pair (7, s):

s =ke+dr, r = R.x mod ¢ = (kP).x mod g,

where k is selected uniformly from Z7, d € Z; is a private key, e is the hash
of the message m. The secret parameters are the long-term signing key d and
the ephemeral value k.
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Two-party signature scheme implies that both parties contribute to the
generation of all secret parameters. Note that the signature equation is linear
with respect to secret parameters d and k. Thus, the straightforward way is
to use additive secret sharing of these parameters: k = ki + ko, d = dy + ds.
Then the signature (7, s) is formed as:

S = (]{31 + kg)e + (dl + dg)?‘ = (kle + dﬂ’) + (]4326 + dQT’),

r=(Ry+ Ry).x mod q= (k1P + koP).z mod q.

Consider the naive version of the two-party GOST signature scheme be-
tween participants Py and Ps. The key generation protocol KGen and the
signing protocol Sign are shown at Figure 1 and Figure 2 respectively.

Key generation protocol. At first, let’s consider the KGen protocol. We claim
that this key generation algorithm is not secure. Indeed, the party Ps can
choose ()9 depending on () in such a way that it will know the discrete
logarithm of the final public key @), i.e. the private key d. For example, the
party Po can set Qo = P — ()1. Then, Q = Q1+ Q2 =P, d=1.

One way to protect against this attack is to use a commitment scheme
just like in the two-party Schnorr signature scheme [16]. Instead of sending
(1, the party Py can send the commitment to the value )1. Then party P2
does not know any information about )1 due to the «hiding» property of the
commitment scheme and generates ()9 independently of (1. The party Py
cannot change () after it receives ()9 from the party Py due to the «binding»
property of the commitment scheme.

Another way of protection is to use the multiplicative method of the
private key d sharing as in the scheme proposed in [19]. The simple version
of the algorithm is shown at Figure 3. The party Ps can also set the Q)
value depending on ()1. However in such case it only knows how d depends
on dy, but does not know the d value itself because of unpredictability of d;.
For example, the party Py can set (o = (J1. Then, the party P calculates
Q=d Q1 =di P.

Note that in case of the multiplicative key sharing there is no obvious
way how to further use the key shares to create a signature. Specifically,
participants must calculate the value d; - dy - without revealing the secret to
the other party. The authors of the paper [19] use the additively homomorphic
encryption scheme based on factoring problem for such calculation.
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KGen

P1 ()
4 &z
Q1<—d1'P

Q<+ Q1+ Q2
return (d;, Q)

o)

dy & 77
Q2<—d2-P
Q<+ Q1+Q2

return (dg, Q)

Figure 1: The key generation protocol of the naive version of the two-party GOST

Sign
Py (di,Q,m) P2 (d2,Q,m)
e < H(m) e + H(m)
k&7
R1 — k‘l - P
Ry
ke &7}
R2 %kQ‘P
r < (R1 + R2).z mod ¢
$2<—k2‘6+d2'7"
Ry, s9
r < (R1 + R2).z mod q
81<—k1-6+d1'7”
S < 81+ 89
S1

return (r,s)

S < 81+ 89

return (r,s)

Figure 2: The signing protocol of the naive version of the two-party GOST
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Since we strive not to use non-standard cryptographic mechanisms, we
decide to use the additive secret sharing with the commitment scheme.

KGen
Py () Py ()
4 &z
Ql < d1 - P
Q1
dy & 7}
QQ < d2 - P
Q<+ dz- Q1
Q2
Q <+ di- Q2
return (d;, Q) return (ds, Q)

Figure 3: The KGen protocol of the scheme from [19]

Signing protocol. Let’s consider the Sign protocol from Figure 2 which is the
same as in the schemes proposed in [15, 13]. We claim that it is not secure,
since it is vulnerable to the ROS-style attack.

The original ROS attack was proposed in [2|, the authors show that it is
applicable to some threshold signature schemes [6, 11]. The attack works if
the one party is given the opportunity to open [ > [logq] parallel sessions
of signing protocol with the other party. Let’s discuss the features of signing
protocol from Figure 2 that make the attack applicable. The main observation
is that one party can select its parameters when it knows the parameters
selected by the other party. Indeed, the party Py can open [ parallel sessions
with Py, receive | points R},..., R} and construct the corresponding R
points in some specific way dependent on R; values. Note that in the scheme
from [19] the party Py also can vary Ry after receiving R; from the party
P,. We provide an explicit description of ROS-style attack on this scheme
in Appendix A.1 and some modification of this attack for scheme defined at
Figure 2 in Appendix A.2.

We use the commitment scheme to protect against this attack. Instead
of sending R, the party P; can send the commitment to the value Rj.
Then party Py does not know any information about Ry due to the «hiding»
property of the commitment scheme and generates Ry independently of Ry.
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The party Py cannot change R; after it receives Ry from the party Py due
to the «binding» property of the commitment scheme. Consequently, each
party cannot vary any parameters after receiving the parameters selected by
the other party:.

Note that up to this point we have assumed that the message initially
exists on both sides, i.e. given them as an input. In practice, one of the
parties usually forwards the message to the other. It is important that each
party captures the message before it learns the parameters of the other party
to protect against the ROS-style attack. We provide the description of the
attack on the modification of discussed signing protocol in which the party
P, selects message m and sends it to the party Po after receiving Ry in
Appendix A.3.

4 Two-party GOST

In this section we describe the two-party signature scheme 2p-GOST. It
is based on the GOST signature scheme.

The key generation protocol KGen and the signing protocol Sign use a
commitment scheme. The party Py computes the Cmt function for commit-
ment generation, the party Py computes the Open function for commitment
verification during the protocols execution.

Note that the HMAC [18] can be used as a commitment. Then for m €
{0,1}* the commitment scheme is defined at Figure 4.

Cmt(m) Open(comm, m, op)

1: op & {0,1}" 1: comm’ < HMAC(op,m)

2: comm < HMAC(op, m) 2: if (comm' # comm) : return 0
3: return (op, comm) 3: return 1

Figure 4: HMAC as a commitment.

Key generation protocol. The party P; and party Py execute the KGen
protocol. As a result of executing, a new key pair (d, @) for the GOST scheme
is implicitly formed. But the signing key d does not appear on either side.
The output of the party P is a private key share d; and signature verification
key (). The output of the party Py is a private key share ds and signature
verification key (). Note that d = d; + d».

A detailed description of the protocol is presented at Figure 5.
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KGen
P1 () P2 ()
4 &z}
Ql < dl - P
(opg, commg) < Cmt(Q1)
commg
d & 7
QQ < Clg - P
Q2
if (Q2 = —Q1) : return L
Q<+ Q1+Q2
OpQ7 Ql
if (Open(commg, Q1,0pg) =0) : return L
if (Q1 = —Q2) : return L
Q< Q1+ Q2
return (di, Q) return (dz, Q)

Figure 5: Key generation protocol of the 2p-GOST signature scheme.

Verification algorithm. This algorithm can be executed by anyone with the
use of verification key () and is the same as in the GOST signature scheme.
A detailed description of the algorithm is presented at Figure 6.

Verify(Q, m, (r, s))

1: if (s=0Vr=0):return0
2: e+ H(m)

3: ife=0:e+1
4: R+ e 'sP—erQ
5: if (R.x mod g # r) : return 0

6: return 1

Figure 6: Verification algorithm of the 2p-GOST signature scheme.

Signing protocol. The party P; and party Py execute this protocol. Party
P, takes di, () generated as a result of KGen and the message m as an input.
Party P4 takes do, () generated as a result of KGen and the message m as an
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input. As a result of executing, each of the parties receives a signature o for
the message m corresponding to the signature verification key ().
A detailed description of the protocol is presented at Figure 7.

Sign

Py (d1,Q,m) P2 (d2,Q,m)
k& 7z

R1 — kl - P

(opr,commp) < Cmt(R;)

commp
ke & 7
R2 — kz - P
Ry
if (Re = —R;) : return L
r < (R1 + Rz).x mod ¢
if (r=0) : return L
e < H(m)
if (e=0):e«1
s ki-e+dy-r
opRr, Ry, 51
if (Open(commpg, R1,0pr) =0) : return L
if (R = —R2) : return L
e < H(m)
if (e=0):e«1
7 < (R1 + R2).z mod ¢
S9g<ko-e+dy-r
S <81+ 89
o+ (r,s)
if (Verify(Q,m,0) =0) : return L
52
S+ 51+ 59
o<« (r,s)
if (Verify(Q,m,0) =0) : return L
return o return o

Figure 7: Signing protocol of the 2p-GOST signature scheme.
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Note that GOST signature algorithm checks non-equality of r and s values
to zero. The Sign protocol does not contain an explicit check of s value being
zero, since parties execute the Verify algorithm at the same round at which
they calculate s, and the Verify algorithm contains this check. By the same
reason, the party Ps does not check equality of r to the zero.

5 Security notions and bounds

We introduce sOMUF-PCA notion (strong One More Unforgeability under
Party Compromised Attack) to analyze the security of the 2p-GOST scheme.
It is a natural commonly used model [16], [14] implying that the adversary
acts as one of the parties.

We prove the security under some idealized assumptions:

— we model commitment scheme as a random oracle; the commitment
for KGen protocol is modeled as oracle ¢ RO; the commitment for Sign
protocol is modeled as oracle rRO. The random oracle [3] is an ideal
primitive which models a random function via oracle. It provides a ran-
dom output for each new query, identical input queries are given the
same answer;

— we model conversion function r = f(R) in the GOST signature scheme
using the bijective random oracle (see detailes below). The bijective
random oracle [5] is an idealized public bijection that is accessible, in
both directions, via oracles.

The security is reduced to the security of the GOST scheme regarding
the sUF-KO (strong Unforgeability under Key Only attack) notion and the
signum-relative collision resistant property of the used hash function family.

Before proceeding to the formulation of the result, let’s define the consid-
ered target security model, the signum-relative collision resistant property,
the sUF-KO notion and the bijective random oracle.

sOMUF-PCA notion. Let’s describe the sSOMUF-PCA notion informally. The
adversary A compromises one of the parties and communicates with the
other party in the 2p-SS signature scheme. At the beginning, it can execute
the KGen protocol once by querying a KGen oracle. This oracle models
the actions of the honest (uncompromised) party. After executing the KGen
protocol adversary can execute the Sign protocol. Meanwhile, the adversary
can open the parallel sessions of this protocol. For these, the adversary can
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make queries to the NewSign oracle for opening the session and then to
the Sign oracle for execution the signing protocol. Sign oracle models the
actions of the honest party. The adversary has the capability not to finish the
sessions and provoke the failures on the honest party side. The adversary’s
goal is to make [ + 1 correct (message, signature) pairs after | successful
interactions with the honest party. The probability of achieving the goal by
the adversary A is denoted by Ad@‘@_“é%@f“(A).

Note that such way to formulate the threat via one-more forgery captures
the intuition that it is impossible to create a forgery without interacting
with an honest party. It was introduced for defining unforgeability of blind
signature schemes [17]. The classical way to define unforgeability for standard
signature scheme is to make only one forgery that is correct and non-trivial,
i.e. was not obtained as a result of honest execution of the protocol. However,
in case of two-party schemes some problems may occur while defining non-
triviality. Indeed, as soon as the proposed model allows the adversary not to
finish the sessions, the following situation is possible. The adversary acting
as P2 computes the signature value and does not send it to the honest party
at the last flow of the signing protocol. In this case the honest party could
not determine whether the signature, returned as a forgery, is indeed fresh
or was generated in the unfinished session. To address this problem we use
one-more setting and consider the interaction successful if the honest party
completes the computation of it’s part of the signature and sends it to the
adversary.

The formal description of the sSOMUF-PCA notion is given in Appendix B.

Signum-relative collision resistant property. This property for a hash func-
tion family means that it is difficult to find two different messages mi, mo
such that the hash function values from these messages match up to the sign.

Throughout the paper we consider implicitly keyed hash functions H:
{0,1}* + {0,1}" with initialization vector assumed to be an implicit key.
The experiments of the up-coming security definitions should be understood
as implicitly first picking a random initialization vector IV € ZV and giving
it to the adversary.

Definition 1 (SCR property). For the family of hash functions H

AdviR(A) = Pr | (m1, mo) EA H(my) = £H(ms) A my # mg}

sUF-KO notion. Consider the sUF-KO (strong Unforgeability under Key Only
attack) notion for the signature scheme SS. The adversary A receives signa-
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ture verification key @). It’s goal is to make a forgery.

Definition 2. For a signature scheme SS
AdvEd O (A) = Pr[Expid *°(U4) — 1],
where the experiment EXp%LSJF‘KO(A) 15 defined in the following way:

Expll(4)
1: (d,Q) < SS.KGen( )

2: (m,o) & A(Q)
3: res < SS.Verify(Q, m, o)

4: return res

Bijective random oracle. Bijective random oracle model (BRO model) was
proposed in [5] to achieve provable security for signature schemes based on
the ElGamal signature equation. In particular, GOST scheme is proven secure
in the BRO model [4] (under some assumptions on the used primitives).

Bijective random oracle is used to model the mapping from group ele-
ments to the space Z, used in GOST signature: r = f(R) = R.x mod ¢q. We
decompose the conversion function f as follows:

f=1wollog,

where II is a bijection. The idea is to reflect in ¢ the structure of f that
involves only its domain and to reflect in ) the structure that involves only
its range; the component that is responsible for disrupting any algebraic link
between the domain and the range is modeled by II. In security proofs we

will replace II by a bijective random oracle.
For the 2p-GOST and GOST signature schemes:

—¢:G — {0,1}", N = [log, p], is deterministic encoding function that
is implemented as the mapping the point with coordinates (z,y) to the
bit representation of the x-coordinate. This is semi-injection function,
i.e. it is injective except for the mutually inverse elements A, B for which

the equality ¢(A) = ¢(B) holds;

— 4 :{0,1,...,2Y¥ —1} — Z, is a function that maps integer to elements
of Z, that is implemented as the reduction of an integer modulo q;

—1I:{0,1}¥ —{0,1,...,2¥ — 1} is the link in the middle, bridging the
range of ¢ with the domain of .
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Finally, we are ready to formulate the security bound for the 2p-GOST
scheme.

Theorem 1. Let A be an adversary with time complexity T in the
sOMUF-PCA model for the 2p-GOST scheme, making at most qr and qq
queries to the random oracles rRO and qRO respectively, at most qgro and
qpro-1 queries to the bijective random oracles BRO and BRO™ respectively
and at most qsgn queries to the oracle NewSign. Then, there exist an ad-
versary B in the sUF-KO model for the GOST scheme and an adversary C
that breaks the signum-relative collision resistant property of H, such that:

AdVZUET A () < AdVASSEO(B) + AdviR(C) +

qQ + Qsign - (QR + QSign> 2(QBRO + dqBRO-! + 3QSign + 1)2
omin{rx,n} + q ’

_|_

where k,n are the parameters of the underlying commitment scheme.

An adversary B makes at most (qpro + 2¢sign + 1) and qpro-1 queries
to the bijective random oracles BRO and BRO™! respectively. The time
complexities of B and C are at most 3T

The proof of the theorem is provided in Appendix C.

The interpretation of the random oracle model and bijective random or-
acle model in our case is as follows. We do not cover the methods of crypto-
analysis that use the features of structure of the concrete commitment scheme
to link its domain and range or exploit the connection between two algebraic
structures: bit strings encoding the coordinates of elliptic curve points and
the corresponding integers (see [3], [5]).

Let discuss the obtained security bound. Each term of the bound corre-
sponds to the specific directions of cryptoanalysis that are meaningful for the
proposed scheme. The first two terms reflect methods targeted at breaking
the security of the underlying cryptographic mechanisms — the GOST sig-
nature scheme (in the no-message setting) and the hash function. Obviously,
breaking each of these mechanisms allows to obtain a forgery for 2p-GOST.

The third term reflects methods of cryptoanalysis targeted at the com-
mitment scheme (as a black box) and assuming the dishonest computation
of commitment values by one of the parties. Indeed, this term is equal to
the probability of guessing the input (output) of the commitment function,
modelled as a random oracle, by its output (input) without querying it. Note
that if the adversary is able to do so, the attacks described in Section 3 for
the naive version of 2p-GOST become possible.
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The last term in the bound reflects methods of cryptoanalysis assuming
gathering the large number of (message, signature) pairs and exploiting some
collisions or other connections of their values. A prime example of such attack
is to find two signatures generated with the same k = ki + ko \;alue and

stgn

recovering the signing key. The success of such attack is of order

Note that the obtained security bound demonstrates that our rr?ethod of
constructing two-party scheme based on the GOST scheme does not add any
additional security assumptions except for the assumption that commitment
is modelled as random oracle. Indeed, other two assumptions, bijective ran-
dom oracle and signum-relative collision resistance of the used hash function
family, are also the underlying assumptions for the security of the GOST
scheme in the chosen-message setting (for details see [4]).

6 Conclusion

The first result of this paper is devoted to the analysis of existing signa-
ture schemes based on GOST signature equation, in which the signature is
generated by several signers. We show that all these schemes are not suitable
for providing signing key protection on the user mobile device. Some of these
schemes use a trusted third party, others are proven secure in the weak se-
curity models. Moreover, we provide the attacks breaking unforgeability for
some of these schemes.

The second result of this paper is devoted to the synthesis of the secure
two-party signature scheme with the same verification algorithm as in the
GOST signature scheme. We propose the 2p-GOST scheme which uses the
commitment scheme. We prove that this scheme is secure in the case when
one of the parties is malicious under the assumption that the classical GOST
scheme is unforgeable and commitment scheme is modelled as a random
oracle. This scheme can be used for providing signing key protection on the
user mobile device.
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A ROS-style attacks

A.1 Scheme Zhang-Luo-Choo-Li-He

The scheme proposed in [19] uses the additively homomorphic encryption
scheme (Encp(-), Decs(+)), where keys (sk, pk) are known to Py, and ¢; =
Encp(dy) is known to Pa. In the attack, we use encryption scheme honestly,
so details related to its correct using are omitted.

The signing protocol of this scheme is presented at Figure 8.

Sign
Pl (d17Q7m7 (Sk7 pk)) P2 (dQ,Q,m,Cd)
e < H(m) e < H(m)
&z
Rl — k:l - P
cx < Encp(kr)
Rlv Ck
ke & 7
RQ — k‘g - P
R+ ]{72 . R1
r < R.x mod g
cs < rdscg + ekacy,
RQa Cs
r < R.x mod q
s < Decg(cs)
s
return (r,s) return (r,s)

Figure 8: Signing protocol of the signature scheme [19].

The attack, presented below, allows an adversary acting as P to con-
struct (I + 1) correct (message, signature) pairs after [ > [log¢q] successful
interactions with Py. The adversary acts as follows:

1. Selects message m; € {0,1}* for which a signature will be forged, let
€ — H(ml)

2. Opens [ parallel sessions for some messages my, ..., m;_1, querying Py,
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10.
11.

12.

13.

14.

let ¢, = H(m;),0 < i < [ — 1, and receives corresponding points
RY ... RN

- Selects k;‘,o) k;’l €2,0<i<1—1, then R0 = k;’OR’i, R = k;;vl 0

0<i<l—1,r0= R"Y.2 mod g, Til = Rl modq, 0<i<l—1,
such that kb’ 7y # k5 10, 0<i <1 — 1.

. Defines (po, p1, - - -, p1) as the vector of coefficients placed before z; in the
-1 i0—1
_ X —ky 1
function f : Z! — Zg; f(xo,...,111) = ZZZ “_i 2 z'ol—l =
i—0 kg rii— kg Tip
b

-1
R | c1—1
Zpixi + p;. Note that if z; = k;’o i then b = 0, if x; = k;’l Ti1

i=0
then b, =1 .

-1
. Defines R' = el_l (Z pieiRi — plQ) .
i=0

. Defines r; = R'.z mod q.

-1
. Defines by, ..., b—1 from the following equation: r; = > 2°b;.
i=0

Defines kb = ké’bi, ri = Tip, 0 <17 < [ —1; therefore, according to step 4,

-1 -1 4
= 2228)1 = szké Tr; +pl
i=0 i=0

. Defines Ry = kiP, 0 <i <[ — 1.

Calculates 2, ..., !, according to the protocol.

Sends RY, ..., Ré‘l and ¢, ..., ¢! values to Py in the corresponding
sessions;

Obtains responses s°, ..., s'~ such that:

Ki's' = Kl + didoriki ', 0< i <1 — 1.

S o -1 o
Defines st = > pikh lsi = pikie; + > pididar;kh '
i=0 i=0 i=0

Outputs {my, (r;, s") }._y.
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Indeed, for 0 < 4 < [ — 1 signature (r;,s%) is valid for m; by attack
construction. Consider the case ¢ = I.
We show that the following signature verification equation holds:

eg_lslP = R + 61_177@.
The left side:

-1 -1
—1.1 ~1 i -1 i—1
e s P =g E piei R + Qe E piriks .
=0 i=0

The right side:
-1 -1 )
R+ ¢, 'r0Q = el_1 (Z pie; Ry — plQ> +e,71Q (Z piky i+ pl) —
1=0 1=0

-1 -1
_ -1 o R -1 it
=€ piei R + Qe piriky .
i=0 1=0

A condition [ > [logq] is is necessary in order to be able to carry out the
step 7.

A.2 ROS attack on the straightforward scheme

This section contains some modification of the attack, described in Ap-
pendix A.1, for scheme defined at Figure 2.
We describe only the different steps:

3. Selects k3", ky' € Z:,0 < i < 1—1, then R = kP + Ri, R"! =
ES'P+RLO<i<I—1, rio = R%.2 mod ¢, r;; = R*.z mod ¢,
0 <i<I—1,such that r;ie(e;) ™t #riper(e)™, 0<i <l — 1.

4. Defines  (po, p1,-..,p) as the vector of coefficients placed be-
fore z; in the function f Zé —  Zg f(zoy...,x1-1) =
L x; — rioer(e;) ! -

ZZZ ’ 12’0 AN T = Zpixi + p;. Note that if z; =
i—0 7“@,161(61‘)_ —T’i,oel(ez‘)_ i—0

~"

v,
m”oel(ei)*l then b, = 0, if z; = ri’lel(ei)*l then b, = 1.

-1
5. Defines R = ZpiRi —e; ' Q.
i=0
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6. Selects kb € Z, and defines Rl = K\P. Defines R' = R! + R} and
= R'.z mod q.

, . -1 -1
8. Defines kb = k;’bl,ri =7ip, 0<i<I—=1;m=>2b;=¢ ), piejlrl- +
i=0 i=0

Pr-
10. Calculates s9,. .., 552_1, according to the protocol.
11. Sends RY, ..., Rl{1 and s, ..., 3%’1 values to P71 in the corresponding
sessions.
12. Obtains responses s?, ..., s™! such that:
st =kie;+dir; 0<i<Il—1.

13 Defines s} = e; Y pie;1si, sb = kle; + rido, ' = st + 55,0 < i < 1.
i=0

Indeed, for 0 < 4 < [ — 1 signature (ry,s") is valid for m; by attack
construction. C0n81der the case 1 = [.
We show that the following signature verification equation holds:

R =¢ 71 (s'P - 1Q).

e, M(s'P — TZQ) = ¢, s\ P+ 4P — riQ, — Q) =
= Z:,olez szl /{:ZP +e Yyrdo P — e, rng —e frlQl =
-1
Z e 's|P — e 'rQ1+ Ry =
i=0

-1
— Zple’ 31P Q1 (Z pi€; Ly, +e pl> + Rl

= Pz’\ei_l(SZiP — Tinz—Pz€f1Q1 + R, =

— Ry + Ry = R'.
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A.3 ROS attack on the scheme with sent message

Let’s describe a ROS attack on the following modification of the singing
protocol at Figure 2: the message m is argument only for Py, the party P,
receives m from the party Py in the third transmission.

This attack uses an opportunity to open several parallel sessions. The
attack allows an adversary acting as Py to construct ({4 1) correct (message,
signature) pairs after [ > [log ¢| successful interactions with Pa.

The adversary acts as follows:

1. Selects message m; € {0,1}* for which a signature will be forged, let
€ —= H(ml)

2. Opens [ parallel sessions, selects Rt = kP, 0 < i < [ —1, and

sends corresponding commOR, cee commlR’1 to the second user. Receives

RY,... RS
3. Defines r; = (R} + Ré)x mod ¢,0 <<l — 1.
4. Selects m{, m},0 < i <1 —1, such that rj, # r{,, where:

¢; = H(m7), e = H(m;),

1 1
rio=ele)) i, riy = ele]) i

Z,

5. Defines (po, p1, - - -, p1) as the vector of eoefﬁeients placed before x; in the

. ; 0
function f : Zé — Zg; f(o, ..., T1-1) 22 Z. = szxz—l—pl

b
Note that if €T, = T;,O then b; = O7 if T; = 7”271 then b; =1.

-1
6. Defines Ré = ZpiRg — el_lpng.
7. Selects k! from Z, and defines R =FKP.
8. Defines r; = (R + R}).z mod q.

9. Defines by, ..., b;_1 from the following equation: r; = i 2'b;

10. Defines r; = 1, . ¢; = e?i,mi = m?i,() < ¢ < I — 1; therefore r, =

-1 -1
Z Pﬂ’é +p =€ Z pieflm + pr.
i=0 i=0

L. Akhmetzyanova, E. Alekseev, A. Babueva, L. Nikiforova, and S. Smyshlyaev 49



Two-party GOST in two parts: fruitless search and fruitful synthesis

11. Calculates s}, according to the protocol: si = ki - e; +r; - dy.

12. Sends op%, RY,si, 0 < i < I — 1, values to Pa in the corresponding
opened sessions.

13. Obtains responses s9,. .., sé_lsuch that:
séP:eiRé—krng, 0<i<(—1.
-1
14. Defines s, = ¢; 3 pie; 'sb. Calculates s} = kle; + 1 - dj.
i=0
15. Defines s' = sﬁ + 33,0 <71 <.
16. Outputs {mi, (i, sH M,

Indeed, for 0 < ¢ <1 — 1 signature (r;, s*) is valid for m; by attack construc-
tion. Consider the case ¢ = [.
We show that the following signature verification equation holds:

R =¢ Y (s'P — Q).

RZI = 61_1 (SZP — TZQ) = 65_1 ((Sll + SZQ)P — TZ(QI + QQ)) —

=e €] Z ,016 52 <el sze ri + pl) : Q2 +\(SZ1P - 7alQl)J =

iR,

-1 -1

= Zpiei_lséP — Zpiei_lrng — 61_1MQ2 + Rll =
i=0 i=0

~1 _
Z & P —1iQ2) —e;” ' Qo+ Ry = > piRy — e ' pQy+ R} = Ry+RY.
i=0 v 1=0

iRZ ~ /

~"

=R,

and R'.x = r; mod ¢ from the step 8.
A condition [ > [logq] is is necessary in order to be able to carry out
the step 9.

B Security notions

In this section we formally define the security model used for two-party
signature schemes.
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Definition 3. For a two-party signature scheme 2p-SS
OMUF-PCA sOMUF-PCA
Adv3,'ss (A) = Pr[Expj;'ss (A) —1],

where the experiment Exp;gl\é'g FPCA(A) is defined in the following way:

EXng_'\é'gF‘PCA(A) Oracle BRO(«) NewSign(m)
& Perm ({o, 1V = qo,...,2Y - 1}) return II(a) if (Q=¢ecVd,=c¢):return L
g “® Func({0,1}" x G — {0,1}") round < 0, ctx < {round}, flag <+ 0
-1 stat ,ctx, fl
Mo & Func({0,1}" x G — {0,1}") Oracle BRO™(P) S'Z i‘__fl"jr i @, flag)
si si
10, SESS <+ 0 return Hfl(ﬂ) ;
) SESS «+ SESS U{(sid, state)}
sid < —1 .
return sid
roundyg < 0, ctapg < 0 TRO(OpR, R)
p e A return IIz(opg, R) KY) id
if (p#1Ap+#2):return L R\PR Zgn(‘% 7m59)
(Q,dp) = (g,€) if ((sid,-) ¢ SESS) : return L
{(my, (ry, s3)) Yt 8 gKGen,NewSign,Sign,BRO,BRO~,rRO,¢RO (p) qRO(OpQ? Q) state < SESS|[sid]
return (Vi #je{1,...,1+1}: return Ilg(opg, Q) (state’,msg’) < ExecSignP(state, msg)
. r_ .
(nlia <7'i~, 91>) # (mja <Tj7 sj)))/\ if (msg '7 J‘) : ret:n‘n €L
A (Vi€ {1,...,1+ 1} : Verify(Q, my, (4, 5:)))) KGen(msg) SESS|sid] « state

(m, ctz, flag) + state
if (flag) :l+1+1

return msg’

if (Q #¢):return L

return ExecKGen”(msg)

where ExecKGen? and ExecSign? are functions that define the execution of the
KGen and Sign protocols of the 2p-SS scheme by an uncompromised party,
1.€. Pg_p.

Let’s define the functions ExecKGen?” and ExecSign”, where p = 1,2, for
the 2p-GOST scheme.
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ExecKGen' (msg)

ExecSign' (state, msg)

ExecSign®(state, msg)

1: if (roundygy =0) :
20 &z
3: Q1 1P
4: opQ an {0,1}"
commq + qRO(opg, Q1)

6: msg’ + {commq}

7: else if (roundy, =1):

8 Qo < msg

9 if (Q2=—-Q1) :return L

0: Qe @Qr1+Q2

11: msg « {opg.Q1}
12: else :

13 : msg' ¢

141 roundygy < roundgg + 1
15: // Update the ctay, value

16: return msg’

round < state.ctx.round

e « H(state.m)

1:
2: if (round =0):

3

4 if (e=0):e«1

50 &z,

6: Ry < kP

7: opr & {0,1}"

8: commp < rRO(opg, R1)
9: msg' <+ {commp}

10: else if (round =1):

11 Ry < msg
12 if (Ro=—Ry):
13 return (state, L)

14 : R+ R+ Ry
15: 1 Y(I(H(R)))

16 : if (r =0) : return (state, L)
17: sy« ki-e+di-r

18 state. flag < 1

19 : msg’' < {opr, R1, 51}

20: else if (round =2):

21 : S <— msg
22 S < 81+ 82
231 msg < ¢

24 : if (Verify(Q, state.m, (r,s)) =

25 return (state, 1)
26: else

27 msg' ¢

28 : ’/ Update the state.ctx value

29: return (state, msg’)

ExecKGen?(msg)

1: if (roundpg =0) :

2:  commg + msyg
d &z

3

4 Qz — daP

5 msg «— {Q2}

6: elseif (roundyy =1):
7

8

9

op, Q1 < msg

if (commg # qRO(opq, Q1)) :

: return L
10: if (Q1 = —Q2) : return L
n: Qe Q1+Q2

12: msg €
13: else :
14: msg e

151 roundyy < roundyg + 1
16 : // Update the ctayy value

17: return msg

C Security proof of the scheme

1: round < state.ctz.round
2: if (round =0):

3 e < H(state.m)

4 if (e=0):e«+1

5: commpg <+ msg

6 ko i Zq

7: Ry < koP

81 msg «+ {Ra}

9: elseif (round =1):

10 (opr, R1, 1) ¢ msg

11 if (commp # rRO(opr, R1)) :
12: return (state, L)

13 if (R =—-Ro):

14: return (state, L)

15 : R+ R1 + Ry
16 : r <« (II(¢(R)))

17 Sy ko-et+day-m

18 : 54— 851+ 82

19: state. flag <+ 1

20 : msg <+ {s2}

21: if (Verify(Q, state.m, (r,s)) =0) :
22 return (state, 1)

23: else :

24 : msg' ¢

25: // Update the state.ctz value

26: return (state,msg’)

Proof. Let’s Exp’(A) denote the original security experiment as defined in
the SOMUF-PCA security model definition (see Definition 3). We fix A — the
adversary that makes forgery for the 2p-GOST scheme in the sOMUF-PCA
model. The adversary has the access to the random oracles rRO, qRO, the
bijective random oracles BRO and BRO™!, the key generation oracle KGen,
the NewSign oracle, initiating a new signing session, and the signing oracle
Sign. We assume that adversary can make at most gp and gg queries to
the oracles rRO and qRO respectively, at most ggro and qgro-1 queries to
the oracles BRO and BRO™! respectively and at most sign queries to the
oracle NewSign. Our goal is to upper-bound Pr [Exng_'\égngA(A) — 1] =
Pr[Exp”(A) — 1].

Construction of adversary C. EXp1 (A) is the modification of the Exp0 (A)
obtained by implementing II, ITg, I using «lazy samplings (see Figure 9).
Here and after we denote the difference between experiments by color in
pseudocode. We write abort in the experiment pseudocode as a shortcut
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for return 0 and in the oracle pseudocode to denote that experiment should
stop and return 0.
The idea is to «open» mnew pairs («,II(z)) and triples

(opr, R,I1g(opr, R)) or (opg,Q,lg(opg,@Q)) as soon as the adver-
sary asks for it. From now onward we denote by II the subset of

({0,1}7,{0,...,2Y¥ — 1}), which is defined by the union of two sets
I1° and TI°. We store the pairs obtained from queries to the BRO and
BRO™ oracles in 119 set and the pairs obtained from queries to the Sign
oracle in II° set. If (o, ) € II, we denote 3 as II(a) and « as II71(3). We
write (a,-) € II shorthand for the condition that there exists § such that
(cr, B) € II. We write (-, a) € II shorthand for the condition that there exists
3 such that (a, 8) € II. Analogically, we denote by Il and Il the subsets
of ({0,1}", G, {0,1}"), that store the triples obtained from queries to the
rRO and qRO oracle respectively. The shorthands for the conditions that
there exist the triples belonging to the corresponding sets are defined in the
same way as for II set.

These modifications do not affect the distribution on ¢ RO and r RO out-
puts. There are the following differences between Exp’(A) and Exp'(A) in
implementing permutation II:

1. at the BRO oracle: abort if (-, 3) € II (line 3);
2. at the BRO™! oracle: abort if («, ) € II (line 3);

3. at the Sign oracle in the function ExecSign' or the function ExecSign*:
abort if (-, 5) € II (line 19 or 24).

To estimate the difference between Exp”(A) and Exp'(A), we should
estimate the probability that Exp'(A) aborts in these ways.

Let’s consider the BRO oracle. Note that is executed not only when ad-
versary makes direct query to it but also during the Verify procedure (in
signing oracle and finalization of the experiment). Since the number of forg-
eries does not exceed (gsign + 1), the number of BRO executions does not
exceed (¢pro + 2¢sign + 1). The value (8 is uniformly distributed on a set
{0,...,2Y — 1} of cardinality 2%V. In the worst case the adversary A has
already made all queries to the BRO, BRO™!, Sign oracles and thus II
contains at least (¢gpro + gpro-1 + 3¢sign + 1) elements. The abort condi-
tion is met if the value [ hits one of elements in II. We can estimate this

1+ 3q.; 1
dBRO T CIBR02 ]\1]‘1' Qsign + . As oracle BRO is executed at

most (¢pro + 2¢sign + 1) times, the overall probability can be bounded by

4BRrRO + qBRO-1 + 3qsign + 1
(QBRO =+ QQSign + 1) : bR ON Z9n .

probability as
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Similarly, consider the BRO™! and Sign oracles. We get the following:

Pr [abort in line 3 at the BRO™! oracle] <

o 48RO + qBRO-1 * 3GQsign + 1
X 4BRO-' * oN )

Pr [abort in line 19 in ExecSign' at the Sign oracle] =
= Pr [abort in line 24 in ExecSign® at the Sign oracle] <

<. 4ROt gBRO' t 3Gsign + 1
X QSzgn ’ 2N .

Thus,

(gBrO + qBRO-' + 3qsign + 1)

Pr[Exp’(A) — 1] — Pr[Exp'(A) — 1] < N

2
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Exp'(A)

Lo - N

(9, 115) « (9,0),10 « 1° U TS
HR — (Z)

HQ — 0

1+ 0, SESS «+ 0

sid +— —1

roundyg 0, ctagg < 1]

P A()

: if (p#1Ap#2):return L

(@, dp) = (2:¢)

{(”’fi: <r111>)}i:i ﬁ AKGun.;"\“'chign,Sign,BRO,BRO’I,TRO‘qRO(p)

: return (Vi#je{l,...,l+1}:

(mi, (riy si)) # (Mg, (1, 85)))A
A (Vi e{1,....1+ 1} : Verify(Q,my, (r;, si))))

Oracle BRO(«)

1:

o N U

if (a,-) € IL : return II(a)

c B& 0, 2V 1}

if ((-,8) € II) : abort
I° « 1° U {(a, B)}
I« meutms

: return 8

Oracle BRO(B)

1:

if (-,8) € I1 : return II~%(B)

2 a & {01}V

3: if ((o,-) € I0) : abort

4: M9 « 19U {(a, B)}

5: M« TOums

6: return
rRO(opg, R)

1: if ((opgr, R,-) € IIR) : return I1z(opg, R)
20 commp & {0,1}"

3: IIp < Iz U {(opR, R,commpg)}

4: return commp
qRO<0pQ7 Q)

1: if ((opg, @, -) € lg) : return Tlg(opg, Q)
2: commgq & {0,1}

3: Mg <« IIg U{(opg, Q, commg)}

4: return commg

ExecSign' (state, msg) (Exp')

ExecSign?(state, msg) (Exp')

1
2
3
4

5

10 :

27 :

. round < state.ctx.round

if (round =0) :
e < H(state.m)
if (e=0):e«+1
&z,
R+ k1P
OpR “ {0,1}"
commp < rRO(opr, R1)
msg’ < {commp}
else if (round =1):
Ry <+ msg
if (Ro=—R)):
return (state, 1)
R+ R+ Ry
if ((6(R),) €T0):
r < P(I((R)))
else
B&q0,...,2N —1}
if ((-,8) € II) : abort
%  T1° U {(¢(R), B)}
II « IS um®
T < ¥(B)
if (r =0) : return (state, L)
sy ki-e+di-r
state. flag < 1
msg’ < {opr, R1,51}
else if (round = 2) :
S9 < msg
S$<4 81+ 82

msg' e

if (Verify(Q, state.m, (r, s)) = 0) :

return (state, L)

. else

msg’ < ¢

// Update the state.ctz value

: return (state,msg’)

1 T S

1 round < state.ctx.round

if (round =0) :
e < H(state.m)
if (e=0):e+1
commp < msg
ke &z,
Ry + ko P
msg' + {Ra}

. else if (round =1):

(opr, R1, s1)  msg
if (commpg # rRO(opg, R1)) :
return (state, 1)
if (Ri= —Ry):
return (state, 1)
R+ R+ Ry
if ((¢(R),-) € 10) :
r <+ Y(I(¢(R)))
else
& {0,... 2N —1}
if ((+,8) € II) : abort
115 15 U {(¢(R), B)}
I « 115 U T1°
r e 6(8)
So ¢ ko-e+dy-r
54 81+ 82
state. flag + 1
msg' « {s2}
if (Verify(Q, state.m, (r, s)) = 0) :

return (state, 1)

. else :

msg' < ¢
’,/’/ Update the state.ctz value

return (state, msg’)

Figure 9: Exp'(A) for the 2p-GOST scheme in the SOMUF-PCA model.

Exp” is the modification of the Exp' in which forgeries obtained by
finding a signum-relative collision are not counted (see Figure 10).

To estimate the difference between the Exp' and Exp?, we should esti-
mate the probability that the Exp? aborts in line 12.
Let construct an adversary C that breaks the signum-relative collision
resistant property of H. The adversary C implements the Exp? for A. Note
that he is able to do this as soon as we replace II, 1Ig, IIp implementations
with lazy sampling. A delivers (I + 1) forgeries to C, and C finds the signum-
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relative collision iff the condition in lines 11-12 is met.
Thus, we obtain the following bound:

Pr[Exp'(A) = 1] — Pr[Exp*(A) = 1] < AdvyR(C).

The adversary C implements Exp?® and thus processes at most gp queries
to the oracle rRO, at most qg queries to the oracle ¢RO, at most gpro +
2¢sign + 1 queries to the oracle BRO, at most gpro-1 queries to the oracle
BRO™! and at most sign queries to the oracles NewSign, at most 1 query
to the oracle K Gen, checks the collision condition and verifies the forgeries
obtained from A. Adversary C uses at most 37" computational resources since
it needs to simulate signing oracle (at most gs;z, < 71" queries) and check the
forgeries ((¢sign + 1) pairs).

Exp’(A)

(T, 11%) < (0, 0),11 + 11° U 1%
Ig + 0

g« 0

1+ 0, SESS « @

sid + —1

B~ W N

roundyg <= 0, ctxgg < 0

p+ A()

if (p#1Ap#2):return L
(Qa dp) — (67 5)

>)}ii% ﬁAKGen,NewSign,Sign,BRO,BRO_1,rRO,qRO(p)

© o0 N O Ot

10: {(mi, (rs,si
1n: Vi#je{l,...,l+1},mi #m;:

12 if (H(m;) = £H(m;)) : abort

13: return ((Vi#je{l,...,1+1}:

W (e (e si)) # (mg, (g, )

15 : A(Vie{l,...,1+ 1} : Verify(Q, my, (ri, si))))

Figure 10: Exp?(A) for the 2p-GOST scheme in the SOMUF-PCA model.

There are two cases in experiment Exp?(A), depending on which p value
the adversary A chooses:

1. the party Pg is compromised, i.e. p = 1;

2. the party Py is compromised, i.e. p = 2.
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Thus,

Pr[Exp’(A) — 1] = Pr[Exp*(A) = l[p=1] Prjp=1]+
+ Pr[Exp*(A) — 1|p = 2] Pr[p=2] <
< max {Pr [Exp®(A4) — 1|p = 1] ,Pr[Exp°(A4) — 1jp =2]}.

Let’s consider both of these cases separately.

The party P, is compromised. Consider the EXpZ(A) under the assump-
tion that p = 1. In the further experiments we change the ExecKGen' and
ExecSign® functions behaviour only (see Figure 11).

The ExecKGen! function in Exp?® is the modification of the ExecKGen?
function in Exp? (same as in Exp') by adding the abort condition in case of
choosing opg that already belongs to set Il (line 9). Note that on round 0
we only select commg uniformly without querying random oracle ¢RO. We
fix the values ()1 and opg on the round 1 and verify if opg belongs to set Ilg
or not. Thus, we preserve the ability of the adversary to receive commg and
conduct an exhaustive search using the random oracle ¢RO.

We should estimate the probability of this event to estimate the difference
between the Exp? and Exp?. The value opg is uniformly distributed in a set
{0, 1}* of cardinality 2”. In the worst case the adversary A has already made
all queries to the ¢ RO oracle and thus Il contains at least qg elements. The

abort condition is met if the value opg hits one of elements in IIg. We can

estimate this probability as d9 As oracle KGen is executed once, the overall

2
probability can be bounded by g—g

Similarly, the ExecSign' function in Exp?® is the modification of the
ExecSign® function in Exp? (same as in Exp') by adding the abort con-
dition in case of choosing opg that already belongs to set I1g (line 12). Note
that on round 0 we only select commpg uniformly without using random or-
acle rRO. We fix the values Ry and opg on the round 1 and verify if opg
belongs to set IIg or not. Thus, we preserve the ability of the adversary to
receive commp and conduct an exhaustive search using the random oracle
rRO.

We should estimate the probability of this event to estimate the difference
between the Exp? and Exp®. The value opp is uniformly distributed in a
set {0, 1}" of cardinality 2”. In the worst case the adversary A has already
made all queries to the 7RO and Sign oracles and thus Il contains at least
qr + @sign clements. The abort condition is met if the value opp hits one of
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elements in IIz. We can estimate this probability as

+ sign
w. As oracle

Sign is executed at most gy;g, times, the overall probability can be bounded

by Asign *

qr + Qsign

Thus,

Pr[Exp’(A) — 1] — Pr[Exp’(A4) — 1] <

ExecKGen'(msg) (Exp?)

ExecSign' (state, msg) (Exp®)

aQ
2/-6

2" '

sign *

ExecSign' (state, msg) (Exp*)

1:
2
3
4:
5

6:
7:
8:
9:
10 :
11:
12
13
14 :
15
16 :
172
18

if (roundyy =0) :

commg & {0,1}"

msg’ < {commg}
else if (roundyy =1) :

Q2 < msg

4 &z

Q1 di P

opg £ {0,1}"
if ((opg,-,-) € lIg) : abort
IIg + TIg U {opq, Q1, commq}
if (Q2 =—Q1) :return L
Q<+ Q1+Q2
msg' < {opq, Q1}

else :
msg < ¢

roundyg < roundyg + 1

// Update the ctzy, value

return msg’

20 :
21
22
23 :
24 :
25
26
27

29 @

35
36
37 :
38 :

round < state.ctz.round
if (round =0):
e < H(state.m)
if (e=0):e«1
commp & {0,1}!
msg < {commpg}
else if (round =1):
Ry <+ msg
&z,
Ry < k1P
OpR & {0,1}"
if ((opr,-,-) € lIg) : abort
IIp < g U {opr, R1,commpg}
if (Ro=—R1):
return (state, 1)
R+ R+ Ry
if (4(R),) €T0):
r e W(TI(6(R)))
else :
g q0,..., 2N —1}
if ((-,8) € II) : abort
¥« II° U {(¢(R), B)}
I+ ¥y e
r e p()
if (r =0) : return (state, 1)
s1 < ki-e+dy-r
state. flag 1
msg’ < {opgr, R1,s1}
else if (round =2):
S9 < msg
84 81+ S92
msg ¢
if (Verify(Q, state.m, (r,s)) =0) :
return (state, L)
else
msg’ ¢
// Update the state.ctz value

return (state, msg')

round < state.ctz.round
if (round =0) :
e < H(state.m)
if (e=0):e«+1
commp el {0,1}
msg’ + {commp}
else if (round =1):
Ry < msg
B {0,000, 2N = 1}
< %(B)
S1 & Zq
Ry < e 's1P — e lr@
OpR H {0,1}"
if ((opr,-,-) € llg) : abort
I < U U{opr, R1,commp}
if (Ro=—Ry):
return (state, L)
R+ Ri+ Ry
if (r =0) : return (state, 1)
if ((¢(R),-) € II) : abort
if ((-,8) €II) : abort
%« ¥ U {(&(R), B)}
I+ ¥ uIe
state. flag < 1
msg’ <+ {opgr, R1,51}
else if (round =2):
S < msg
$ < 81+ 89
msg ¢
if (Verify(Q, state.m, (r,
return (state, 1)

s))=0):

else
msg e
/,7 Update the state.ctz value

return (state’, msg’)

Figure 11: The ExecKGen' and ExecSign' functions in Exp®(A), Exp*(A)

The signing oracle in the Exp? gets along with only public information.
Values 8 and s; are randomly chosen from the relevant sets and then point
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Ry is constructed. We define the corresponding pair in II implementation by
saving this pair in the IT% set. Note that if we couldn’t do so (i.e., 8 already
belongs to the II), the abort condition is met like in the Exp?.

Consider the distribution on R; and s;, that are returned by the Sign
oracle on the round 1. In the Exp?® value k; is distributed uniformly on Ly,
thus Ry is uniformly distributed. The value 7 is independent on ky (due to
bijective random oracle) and thus s; value is also uniformly distributed on
Zy.

In the Exp? values R; and s; are also distributed uniformly on the cor-
responding sets except of the values that lead to ¢(R) that already belongs
to II. Let’s estimate the probability of these «bad» event. The values s; and
r are uniformly distributed on a set Z, and are chosen independently. Then
the value Ry (and thus R) is uniformly distributed on a set of cardinality g.
In the worst case the adversary A has already made all queries to the BRO,
BRO™!, Sign oracles and thus II contains at least (qgro + gpro-1 + 24sign)
elements. Note that here we do not take into account the queries to the BRO
oracle made during finalizing the experiment (verifying the forgeries), since
they are made after all queries to the Sign oracle. The abort condition is met
if the value ¢(R) hits one of elements in II. We can estimate this probability
o 1BRO T dBRO- + 2qsign

q

the overall probability can be bounded by ggig, -

. As oracle Sign is executed at most ggjg, times,

4BRO + 4BRO-! + 2Gsign

q
Thus, we conclude that

4BRO + 4BRO-! + 2sign
q

Let construct the adversary B for the GOST scheme in the sSUF-KO model
that uses A as the black box (see Figure 12).

Pr[Exp*(A) — 1] — Pr[Exp*(A) = 1] < gsign -
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BBRO*,BRO*’I (Q, A)

Oracle SimBRO(«)

1 (19, 11%) « (0,0),11 « 11° U ¥

2: Mr+0 1: if (a,-) € II: return II(«a)
3: T« 0 2: B < BRO*(a)

4: 1+ 0, SESS « 0 30 if ((-8) € II) : abort

5: sid<+ —1 4: T9 « 19U {(a, B)}

6: roundyg < 0, ctayg < 0 5: M«nun’®

70 p+ A() 6: return 3

g: if (p#1Ap#2):return L

00 (i, (rey si))} & pKGen.Newsign,Sign 5RO, BRO™rRO.qRO (1) Oracle SimBRO™'(f3)

0: Vi#je{l,....,l+1},m; #m;: 1: if (-, 8) € I1: return 1T 1()
1: if (H(m;) = £H(m;)) : abort 2: a+ BRO*7(p)

120 if ((Fi#7e{l,....,0+1}: (my, (rs,8)) = (my, (rj,85))) 3: if ((o,-) €10) : abort

13: abort 1: 19 «1° U {(a, B)}

14: forie{l,...,l+1}: s MeTCurns

15 ei < H(m) 6: return 8

16 : if (e, =0):e;¢1

17 R; « e (siP — Q) ExecKGen'(msg)

18 if ¥(SimBRO(¢(R;))) # r; : abort

19 : if (p(R;),-) € 1O : return (my, (r;, s;))

20: Findi,j: ((6(Ri).") € I°) A ((R;) = $(R;))
21: Compute d

22:  (m,(r,s)) & GOST.Sign(d, m)

23: return (m,(r,s))

1: if (roundgy =0) :

commp & {0,1}"

msg' < {commg}
else if (roundpy, = 1) :

Q2 < msg

Q1+ Q—Q

opQ & {0,1}"
8: if ((opq,-,-) € g) : abort
9: IIg + Ilg U {opg, @1, commg}
10 : if (Q2=-Q1):return L
n:  QeQi+Q

S Ot s W N

-

12 msg' + {opg, Q1}
13: else :
14 msg' < €

15: roundyg < roundg + 1
16 : // Update the ctzy, value

17: return msg’

Figure 12: The adversary B for the GOST scheme in the sUF-KO model that uses A as
the black box

Adversary B simulates the rRO, qRO, NewSign and Sign oracles to
answer the A queries as the corresponding oracles in the Exp?. Adversary
B simulates the BRO, BRO~! oracles by translating the queries to its own
oracle (see SimBRO and SimBRO™!). Adversary B simulates KGen or-
acle similar to the oracle KGen in the Exp* with the modification of the
ExecKGen' function. Adversary B sets @ value (after receiving Q) in such
a way that the resulting public key iis equal to the public key @), provided
by its challenger.
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After receiving [ + 1 forgeries from A, B finds the suitable forgery relative
to its own challenger. Assume that A delivers valid pairs {(m;, (rs, s;)) Y21
This means that the set Il contains all corresponding pairs (¢(R;), 5),i =
1,...,l1+4 1: either these pairs were already in the II before verification check
in line 18 or were saved after Sim B RO call during this check. There are two
possible cases. If there exists at least one pair (¢(R;),8) € 119, then it is
already a valid forgery with respect to the oracles BRO*, BRO*™! and B
can simply forward it to its own challenger. If all pairs (¢(R;), ) € I1°,i =
1,...,l+1, B can recover the signing key d as described below and construct
the new forgery for an arbitrary message.

Note that there are at least [ pairs in II°, because adding a pair to the set
I1° is performed only during the Sign oracle execution simultaneously with
incrementing the counter [ of successful sessions. Thus, if pairs (¢(R;), 5) €
I1°7 = 1,...,0l + 1, then there are two of them with indexes 7, j such as
¢(R;) = ¢(R;). This means that r; = r; = ¢(8) = r in the corresponding
forgeries. The adversary B knows the corresponding e; = H(m;), e; = H(m;).

The equations ¢(R;) = ¢(R,) implies R; = £R; and thus k; = £k; = k.
So the following linear equation system holds:

si = ke; +dr;
s; = Lkej +dr;

There are two unknown variables k£ and d in the system above. This
system has a unique solution whenever e; # =£e;. Observe that case e; =
+e; and thus H(m;) = £H(m;) is excluded by lines 10, 11, if m; # m;.
The m; = m; condition (together with r; = r; condition) implies either
(mi, (ri, si)) = (my,(rj, s;j)), that is excluded by lines 12, 13, or k; = —k;j,
that still allows to compute d from the system equation. Summing all, we
can always compute d if all pairs (¢(R;),3),i =1,...,1+ 1, belongs to I1°.

We conclude that if A delivers valid [ + 1 forgeries, B delivers a valid
forgery to its own challenger and

Pr[Exp’(A) — 1] = Pr [ExpggsiO(B) — 1] .

Note that the number of queries made by B to the BRO* and BRO*™!
oracles is at most gero + 2¢sign + 1 and gpro-1 respectively. The adversary
B needs the same amount of computational resources as C.

Thus, we summarize the obtained bounds in case the party P is compro-
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mised:

Pr[Exp®(A) — 1] = (Pr[Exp°(A) — 1| — Pr[Exp’(A) — 1]) +
+ (Pr[Exp®(A) — 1] — Pr[Exp'(A4) — 1]) + Pr[Exp’(A) — 1] <

qr + Gsi qBRO + qBRO-1 T 2Gsi
-t qsign : Tﬂgn + QSign : q 329”"‘

S q qr + Gsi
b [EXPE%FS-}FO(B) — 1} - 2_2 + Gsign - Tszgn—l-
qBro + qBrRO- + 2qs;i ]
e L HAdveosT(B)

The party P; is compromised. Consider the Exp® under the assumption
that p = 2. In the further experiments we change the ExecKGen? and
ExecSign? functions behaviour only (see Figure 13).

The ExecKGen? function in Exp® is the modification of the ExecKGen?
function in Exp? (same as in Exp') by adding the abort condition in case of
receiving commyg that does not belong to set Il (lines 4, 5, 12). Note that
on round 0 we only set flagg and abort on the round 1. Thus, we preserve
the ability of the adversary to receive (Qs.

We should estimate the probability of this event to estimate the difference
between the Exp? and Exp®. The value commg belongs to the set {0, 1}"
of cardinality 2". In the worst case the adversary A has already made all
queries to the ¢RRO oracle and thus Ilg contains at least qg elements. The
abort condition is met if the value commg hits one of elements in IIg. We

can estimate this probability as Z—g As oracle KGen is executed only once,

the overall probability can be bounded by g—g

Similarly, the ExecSign® function in Exp?® is the modification of the
ExecSign? function in Exp? (same as in Exp') by adding the abort con-
dition in case of receiving commp that does not belong to set Iy (lines 7,
8, 16). Note that on round 0 we only set flagr and abort on the round 1.
Thus, we preserve the ability of the adversary to receive Rs.

We should estimate the probability of this event to estimate the difference
between the Exp? and Exp®. The value commp belongs to the set {0,1}" of
cardinality 2". In the worst case the adversary A has already made all queries
to the r RO and Sign oracles and thus IIz contains at least gr+¢sign elements.
The abort condition is met if the value commp hits one of elements in IIg.

qr + Qsign

We can estimate this probability as . As oracle Sign is executed at
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most ggign times, the overall probability can be bounded by ggign -

Thus,

Pr [EXP2(A) — 1] —Pr [EXpS(.A) — 1] < 90

ExecKGen?(msg) (Exp®
g

2n

ExecSign®(state, msg) (Exp®)

sign *

R+ dsign
o

R+ Gsign

2n

ExecSign®(state, msg) (Exp*)

1: if (roundgy = 0):
2: flagg <0

3: commg < msg

4: if ((-, -, commgq) ¢ 1) :
5: flagg <1

6: do A ZZ;

7: Q2 < doP

8: msg’ + {Q2}

9: elseif (roundyy =1):

10 : opg, Q1 < msg

11: if (commg # qRO(opg, Q1)) : return L
12 if flagg : abort

13 if (Q2 =—Q1) : return L

14: Q<+ Q1+ Q2

15 : msg' < e
16: else :
17:  msg ¢

181 roundgg < roundyy + 1
19 : 4/ Update the ctxy, value

20: return msg’

¥

=W

15 :
16 :
17 :
18 :
19 :
20 :
21:
22
23 :
24
25
26 :
27
28 :
29
30 :
31:
32

round < state.ctx.round
if (round =0) :
flagr <0
e < H(state.m)
if (e=0):e+1
commpg < msg
if ((,-,commp) ¢ IIR) :
flagr < 1
ky & 7,
Ry < koP
msg + {Ry}
else if (round =1):

(opr, R1,81) < msg

if (commp # rRO(opg, R1)) :

return (state, 1)

if flagg : abort

if (R1 =—Ry):
return (state, 1)

R+ Ri+ Ry

if ((6(R),-) € 1) :
r < $(Il(¢(R)))

else
g0, 2N —1}
if ((-,8) € II) : abort
I T8 U{(¢(R), B)}
I+ ¥ u e
T P(B)

saé—ko-e+dy-r

§ 4= s1+ S2

state. flag < 1

msg’ + {sa}

if (Verify(Q, state.m, (r,s)) =0):  32:

return (state, 1)
else :
msg' e
/7 Update the state.ctx value

return (state,msg’)

1:

10 :
11
12 :
13 :
14 :
15
16 :
17 :
18 :
19 :
20 :
21 :
22
23 :
24 1
25
26
27
28 :
29 @

round < state.ctx.round
if (round =0) :
flagr <0
e « H(state.m)
if (e=0):e+1
commpg < msg
if ((,-,commp) ¢ IIR) :
flagr <1
& ,....2" 13
r 4 ¥(B)
S9 g Zq
Ry« e 's5P — e 7@y
msq  {Ro}
else if (round =1):
(op1, Ry, 51) < msg
if (commp # rRO(opr, R1)) :
return (state, 1)
if flagg : abort
if (R1=—-Ry):
return (state, 1)
R+ R+ Ry
if ((¢(R),-) €II) : abort
if ((-,0) €1I) : abort
% « % U {(¢(R), B)}
I+ 1% y ¢
54— 851+ S2
state.flag + 1
msg « {5}

if (Verify(Q, state.m, (r,s)) = 0) :

return (state, 1)
else :
msg ¢
// Update the state.ctz value

return (state, msg’)

Figure 13: The ExecKGen® and ExecSign® functions in Exp®(A), Exp*(A)

The signature oracle in the Exp* gets along with only public information.

Values 8 and sy are randomly chosen from the relevant sets and then point
Ry is constructed. We define the corresponding pair in II implementation by
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saving this pair in the II° set. Note that if we couldn’t do so (i.e., 3 already
belongs to the II), the abort condition is met like in the Exp®.

Consider the distribution on Ry and so, that are returned by the Sign
oracle on the rounds 1 and 2 respectively. In the Exp® value ks is distributed
uniformly on Z,, thus Rs is uniformly distributed. The value 7 is independent
on ky (due to bijective random oracle) and thus so value is also uniformly
distributed on Z,.

In the Exp4 values Ry and s are also distributed uniformly on the cor-
responding sets except of the values that lead to ¢(R) that already belongs
to II. Let’s estimate the probability of these «bad» event. The values s and
r are uniformly distributed on a set Z, and are chosen independently. Then
the value Ry (and thus R) is uniformly distributed on a set of cardinality g¢.
In the worst case the adversary A has already made all queries to the BRO,
BRO™!, Sign oracles and thus II contains at least (¢ggro + gpro-1 + 24sign)
elements. Note that here we do not take into account the queries to the BRO
oracle made during finalizing the experiment (verifying the forgeries), since
they are made after all queries to the Sign oracle. The abort condition is met
if the value ¢(R) hits one of elements in II. We can estimate this probability
o 1BRO F dBRO + 2sign

q

the overall probability can be bounded by gs;gn -

. As oracle Sign is executed at most ggg, times,

4BRO + 4BRO-' + 2Gsign
q

Thus, we conclude that
4BRO * qBRO-1 t 2Gsign
q

Let construct the adversary B for the GOST scheme in the sUF-KO model
that uses A as the black box (see Figure 14).

Pr [Exp?’(A) — 1] — Pr [Exp4(A) — 1} < Gsign -
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BBRO*A,BRO*’I (Q, A)

Oracle SimBRO(«)

1 (09,11 « (0,0), 0 « 11° uIr®

2: Mg+ 0 1: if (o,) € II: return II(«)
3: Tg 0 2: B« BRO*(a)

1: 1«0, SESS 0 30 if ((-8) € 1I) : abort

5: sid+ —1 4: 9«1 U{(o, B)}

6: roundyg < 0, ctagy < 0 5: M« n°ut’

7: p+ A() 6: return 8

g8: if (p#1Ap#2):return L

0 {(my, (ri, si)) )L & AKGenNewSignSign BRO,BRO~,rRO.GRO (1) Oracle SimBRO™'(5)

0: Vi#gje{l,....,l4+1},my #my: 1: if (-,8) € IL : return II7(B)
11 if (H(m;) = £H(m;)) : abort 2: a+ BRO*}(B)

120 if ((Fi#je{L,..., 1+ 1} (my, (s, 80)) = (my, (rj,85))) : 3: if ((a,-) € II) : abort

13 : abort 1: 19 «1°U{(a,B)}

u: forie{l,....I1+1}: 5. Ternluns

15 e; = H(m) 6: return j

16 : if (,=0):¢; 1

17 R; ei_l(siP —riQ) ExecKGen2(msg)

18 : if ¥(SimBRO(¢(R;))) # r; : abort 1 if (roundy, = 0) :
19: if (¢(Ry), ) € 1O : return (my, (ry, s;)) 9t flagg <_ 0

20: Find 4,7 : (3(Ri),-) € TI%) A (6(R;) = d(R;)) 3 commg < msg
21:  Compute d 4 if ((-,-,commq) ¢ Ig) :
5

2:  (m,(r,s)) & GOST.Sign(d, m) flagg <1
23: return (m,(r,s)) 6 ds “® Z,
7 Qs doP
8: else
9: Q1 + Hg[commg)]
10 Qe Q-
1n:  msg + {Q2}
12 else if (roundyy =1) :
13 : opQ, Q1 <+ msg

14: if (commgq # qRO(opq, Q1)) : return L
15 if flagg : abort

16 : if (Q2=—Q1):return L

17: Q<+ Q1+ Q2

18 msg' < ¢
19: else :
20 : msg e

211 roundyg < roundyg + 1
22 /7/ Update the ctxy, value

23: return msg’

Figure 14: The adversary B for the GOST scheme in the sUF-KO model that uses A as
the black box

Adversary B simulates the rRO, qRO, NewSign and Sign oracles to
answer the A queries as the corresponding oracles in the Exp®*. Adversary
B simulates the BRO, BRO™! oracles by translating the queries to its own
oracle (see SimBRO and SimBRO™1). Adversary B simulates KGen or-
acle similar to the oracle KGen in the Exp* with the modification of the
ExecKGen! function. It uses the IIg set to know the @; value from the re-
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ceived commitment commg and then sets ()2 in such a way that the resulting
public key is equal to the public key @, provided by its challenger.

Receiving the forgeries from A, the adversary B constructs the forgery
for its own challenger in the same way as defined in case when party Ps is
compromised. So, if A delivers a valid [ + 1 pairs, B delivers a valid forgery
to its own challenger and

Pr[Exp*(A) — 1] = Pr[Expggsro(B) — 1].

The number of queries made by B to the BRO* and BRO* ™! oracles is
at most gero + 2¢sign + 1 and gpro-1 respectively. The adversary B needs
the same amount of computational resources as C.

Thus, we summarize the obtained bounds in case the party P, is compro-
mised:

Pr[Exp’(A) — 1] = (Pr[Exp*(A) — 1] — Pr[Exp®(A4) — 1]) +
+ (Pr[Exp®(A) — 1] — Pr[Exp'(A4) — 1]) + Pr[Exp*(A) — 1] <
qR + Qsign 4RO + 4BRO + 24sign

_ q 4R + Qs
+ Pr [Expg‘G%FS$O(B) — 1} = 2—2 + Gsign - ~on i
L+ 2.
4BRO + QBRqO 1+ Qsign 4 AstGUOFS—_KI_O (B)

q
< _Q + dsign *

_|_

+ Qsign °
All in all we prove:

AdvieosT H(A) = Pr[Exp’(A) — 1] =
= (Pr[Exp’(A) - 1] — Pr[Exp'(A4) —» 1]) +
+ (Pr[Exp'(A) — 1] — Pr[Exp°(A4) — 1]) + Pr[Exp*(A) — 1] <
(¢8RO + aBRO-1 + 3sign +1)°
oN
+ Qsign + -1 42 sign sUF-
qgmin{fqi,ng} + QSign : 45RO QB};O d J + AdVG%FS'IKO(B) <

qQ + Qsign - (QR + QSign)
omin{x,n}

+ AdER(EC) + o2y

<
= omin{rx,n}

+ Qsign *

< AdvitR(C) + AdvEERO(B) + -

2(¢Bro + qBRO-! + 3qsign + 1)?
q

_|_

]
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Abstract

The paper takes another step towards improving the systematization of the po-
tential adversary capabilities and threats relevant for authenticated key establish-
ment protocols. To do this, we use a new informal concept of the security landscape
and begin to probe the security landscape for two party authenticated key establish-
ment protocols. The results obtained do not describe all possible threats to authen-
ticated key establishment protocols; on the contrary, they «highlight» some cases
and problems that need to be investigated in further work. The results obtained are
another attempt to understand the concept of cryptographic system strength.

Keywords: authenticated key establishment, security landscape, security model.

There are a lot of similarities between cryptology and physics.
Both use a lot of mathematics, but neither is part of mathematics.
Phong Q. Nguyen [27]

1 Introduction

The task of cryptanalysis is to evaluate the security of cryptosystems. Not
so long ago, most cryptosystems were aimed at ensuring only confidential-
ity. Now, with the significant complication of information systems and the
improvement of cryptography, the tasks of cryptography have significantly
expanded. In the words of Wenbo Mao, «nowadays, however, cryptography
has a modernized role in addition to keeping secrecy of information: ensuring
fair play of ‘games’ by a much enlarged population of ‘game players’s [24]. At
the same time, the accuracy of the formulation of security properties, which
must be evaluated for this cryptosystem, has become critical.
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1.1 What is a secure cryptosystem?

The statement that some cryptosystem is secure is meaningless if no se-
curity model is specified. A classic example of the fact that conclusions about
the cryptosystem security depends on the security model is the Diffie-Hellman
protocol, secure relative to a passive adversary and not secure relative to an
active adversary. The security model consists of the following three compo-
nents: the adversary model, the threat model, and the adversary resources.
The most interesting and difficult to define are the first two components,
which are discussed in this paper. At the same time, without determining
the quantitative adversary capabilities, that is, its resources (both compu-
tational and informational), it is impossible to draw a conclusion about the
cryptosystem security. Thus, both for the analysis and for the synthesis of
any cryptosystem, it is necessary to define the security model.

1.2 How to make a security model for a cryptosystem?

The definition of a security model can be divided into two stages. At the
first stage, the existing or proposed conditions for the use of the cryptosystem
are analyzed to identify factors important from the point of view of its target
properties. This analysis is mostly informal. The second stage consists in the
formalization of the identified factors and their mathematical description.
The second stage is of particular interest, various approaches to formalization
are discussed in a number of papers (see, for example, [3, 5, 8, 9]), but in this
paper we focus exclusively on the first stage.

1.2.1 Adversary model

The adversary model determines the principal capabilities of the adver-
sary to interact with the analyzed cryptosystem. Note that the quantitative
parameters of the adversary are not determined here. The adversary model
determines exactly the characteristics whose values will need to be set when
determining its resources. For example, if the adversary can passively read
messages in the channel, then there is such a parameter as the number of
intercepted messages, and if the adversary can control the user acting, then it
will be necessary to determine the parameter «number of users whose acting
can be controlleds.

When listing the adversary capabilities, first of all, the practical aspects
of its use should be taken into account. For example, if the cryptosystem is
implemented by weakly secured devices, then in some cases it is necessary to
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consider the adversary capability to receive part of the intermediate protocol
parameters (due to the lack of their secure storage). At the same time, even
those capabilities that seem very insignificant should be taken into account:
this will avoid situations, an example of which is described in the paper [10].
Note that the justification of the relevance of certain capabilities is not always
trivial and is sometimes of particular interest (see, for example, |1, 28]).
However, there is another non-obvious source of the adversary capabili-
ties, which can be called the maximization principle: the adversary’s influence
on some aspects of the system operation, which in practice he cannot influ-
ence. This is usually due to the need to evaluate the cryptosystem security
in various scenarios of its use. For example, if the encryption mode requires
uniqueness of the initialization value (IV), then there are the following ques-
tions: how is this value selected? is the cryptosystem secure for any method
of choosing the value? Traditionally, to answer such questions, the adversary
is given the capability to set an IV, preserving only its uniqueness [30]. A
number of examples of the application of this principle to authenticated key
establishment (AKE) protocols will be discussed in this paper.

1.2.2 Threat model

The threat model lists the results of the cryptosystem operation, which
lead to damage to the applied information system. At the same time, similarly
to the adversary model, a separate value in cryptography is the justification
that certain situations can lead to damage (see, for example, [4, 18]).

It should be especially noted that the threat model depends on the adver-
sary model. This is due to the fact that some capabilities allow the adversary
to trivially implement some of the threats. For example, having received the
long-term key of one of the AKE protocol participants, the adversary can,
regardless of the protocol design, impersonate this compromised party. In
this situation, it only makes sense to minimize the damage that such a capa-
bility will cause. In the considered example, for the compromised party, the
threat of impersonation is modified by excluding the trivially implemented
part of it (sometimes it is said that «trivial attacks» are excluded), namely,
only impersonation «on it» should be as a threat to this party.

1.3 How to make sure that all necessary security models are taken
into consideration when analyzing the cryptosystem?

It seems impossible to build an absolutely complete security model that
takes into account all aspects of the cryptosystem operation (as for any sim-
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ulation of real objects). This fact is noted by many, for example, in the
work [27]|. However, the following two principles can, from our point of view,
help to take into account more aspects. The first principle is atomization, i.e.
splitting the adversary capability or threat into as small parts as possible.

The second principle is the search for dependencies between the adversary
capabilities and threats. Note that there are dependencies between adversary
models and threat models. For example, the more capabilities or threats are
specified in the model, the more aspects of the cryptosystem operation it
allows you to take into account. At the same time, there may be less obvious,
but more practical dependencies. An example of such a relationship between
the adversary capabilities for AKE protocols is discussed in Section 5. Also,
the dependence of the adversary model and the threat model has already
been discussed above. However, the main interest from the point of view
of cryptosystem security is the dependence between security models, not
their components. It is said that one security model is stronger than another
if, for an arbitrary cryptosystem (naturally, we are talking about models
relevant to the corresponding class of cryptosystems), its security in the first
model implies security in the second one. However, such relations can be
established exclusively for formally described models (see, for example, [13]).
The remarks given in this paper relate to the informal stage and are intended
to help better understand the object that will be formalized later.

1.4 Related work

This paper is not the first in the field of systematization of the potential
adversary capabilities and threats for cryptographic systems. Here are some
examples of recent papers containing the results of research in this direction
for authenticated key establishment protocols.

In 2022, a report [2] on an attempt to systematize the adversary capabili-
ties for two party AKE protocols was presented at the RusCrypto conference.
For each of the capabilities, relevance was justified and examples of applica-
tion were given.

Also in 2022, a paper [26] containing a list of security properties for cryp-
tographic protocols was published. Among them, according to the authors,
the AKE protocols include the following:

— Peer entity authentication (confirmation by one participant of the au-
thenticity of the other, as well as obtaining a guarantee that the partici-
pant whose authenticity is confirmed really participates in the protocol);

E. Alekseev and S. Kyazhin 70



Probing the security landscape for authenticated key establishment protocols

— Message authentication (confirmation of the authenticity of the message
source and the integrity of the transmitted message);

— Replay protection (once correctly accepted by the participant, the mes-
sage should not be accepted again);

— Key secrecy (during the interaction, the key cannot become known to
the adversary, as well as to users for whom this key is not intended);

— Key authentication (the participant receives confirmation that no other
participant, except the second one, can know the secret key generated
during the protocol execution);

— Key confirmation (the participant receives confirmation that the second
participant really knows the secret key);

— Derived key compromise security (compromise of derived keys does not
lead to disruption of other security properties both within the current
and in other sessions of the protocol);

— Key compromise impersonation resilience (it is impossible for the ad-
versary who has compromised a participant’s long-term secret key to
impersonate any other participant in front of him);

— Uknown key share resilience (the impossibility of a situation in which
participants establish the key, but one of the participants believes that
he has established the key with an another participant).

In our opinion, the use of this list in the analysis of protocols is difficult
due to, for example, the following circumstances:

— ‘Message authentication’ and ‘Replay protection’ properties are not the
final security properties of the AKE protocol, since their disruption does
not directly lead to damage to the applied information system, i.e. these
properties contradict the definition of the threat discussed above;

— it is not clear how one of the participants can get confirmation that
no other participant, except the second one, can know the private key,
since this confirmation can only be obtained by cryptographic analysis
of the protocol; thus, ‘Key secrecy’ and ‘Key authentication’ properties
appear to be the same;

— the ‘Derived key compromise security’ property is not atomic, since it
means «disruption of other properties».

E. Alekseev and S. Kyazhin 71



Probing the security landscape for authenticated key establishment protocols

In addition, the authors included the following properties in the list, but
did not refer them to the security properties of AKE protocols:

— Long-term key compromise security (compromise of long-term keys does
not lead to disruption of the confidentiality of information transmitted
before the key was compromised) — this property, despite the similarity,
differs from the ‘Derived key compromise security’ property, since, in
relation to AKE protocols, it means that it is impossible to implement
a specific threat of disruption of the established key secrecy if there is
a capability of compromising the authentication key, i.e. the so-called
perfect forward secrecy property;

— Forcing the established key resilience;
— Peer entity anonymity.

It can also be noted that there are still papers describing new (previously
undescribed) threats to AKE protocols. For example, the paper [4] presents
a previously undescribed threat of forcing the identical roles.

Thus, the problem of forming a list of security properties, even for two
party AKE protocols, can hardly be considered solved.

1.5 Our contribution

In this paper, we do not propose new attacks and do not systematize
known attacks on AKE protocols. This work is about improving the system-
atization of the potential adversary capabilities and threats relevant to AKE
protocols. In this paper, based on the principles described above, we started
probing the security landscape for two party AKE protocols, formed by the
following steps.

Remark 1. Note that all the steps are supposed to be done informally. We
sometimes use mathematical notation, but we do it not for formalization, but
in order to increase the convenience of perception of the results. Mathematical
statements should also be interpreted as informal.

1. Define the interface, i.e. define the set of inputs (Z) and outputs (R) of
the protocol.

2. Determine a subset of outputs that are considered correct from the point
of view of its use in an applied information system (N C R).

3. Systematize a subset of outputs that are not considered cor-

rect (S =R\N).
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4. Form and systematize a set of potential adversary capabilities (\A).

5. Systematize information about inputs and outputs, the knowledge of
which by the adversary may be undesirable from the point of view of
using the protocol in the applied information system (M).

6. Form a set of threats (7 C S x M) by analyzing the potential damage
to the applied information system that may be caused by abnormal
outputs or knowledge of information about outputs.

7. Analyze all pairs of (a,t) € 2% x 27, where 2™ is the set of all subsets
of the set M: if, with the a adversary capabilities, the t threat is imple-
mented in a trivial way, then, in order to minimize potential damage,
define a modified threat that is not implemented trivially.

2 Step 1. Interface of the protocol (sets Z, R)

A two party authenticated key establishment (AKE) protocol (between
parties A and B) is a cryptographic protocol for establishing a common secret
key for these parties by exchange of messages using unprotected communi-
cation channel. Also A (B) gets confidence that an established common key
is unknown for anyone except B (A).

Consider one of the approaches to defining an AKE protocol. Let E be
the set of identifiers that participants received during registration (together
with public keys), let R be the set of roles of the protocol participants (“Ini-
tiator” or “Responder”). The input of the protocol is a pair of the participants
identifiers and long-term keys. The output of the protocol is a tuple of values
calculated by the parties, which were given as input:

— the output of A: (Sa, Ka, Ra), where Sa = {A, Pa} is the set of inter-
acting parties from the A’s point of view (Pa € E is a partner of A), Ka
is the common key calculated by A, Ra € R is the role of A;

— the output of B: (Sg, Kg, Rg), where Sg = {B, Pg} is the set of inter-
acting parties from the B’s point of view (Pg € E is a partner of B), Kg
is the common key calculated by B, Rg € R is the role of B.

3 Step 2. ‘Normal’ outputs (a set N)

It is assumed that after successful execution of the protocol, the following
statements are fulfill: Sa = Sg, Ko = Kg, Ra # Rg. Any output for which
at least one equation is not fulfilled is not considered ‘normal’.
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Recall Remark 1: despite the fact that the description of the input and
output of the protocol, as well as these properties look like formal, they
should be interpreted as informal.

To more correctly define ‘abnormal’ outputs, let’s assume that each pro-
tocol session has some ID that is not part of the protocol. We will assume that
the outputs of the participants are associated with this ID. If, according to
the participant view, the protocol was not successfully completed (including
it was not started), then the output of this participant is an empty string. If
both participants have an empty string as an output, then this output is also
normal, if only one, then it is not. Then, for example, the situation ‘Sa # Sg’
includes the situation ‘Sa is undefined, Sg is defined’.

Remark 2. Note that all the components of the participant’s output
(Sa, Ka, Ra) are simultaneously defined or undefined.

4 Step 3. ‘Abnormal’ outputs (a set S)

Let’s systematize abnormal outputs by defining the following properties
of outputs for specifying the set S:

Sl S/_\ 7’é SB (i.e. P/_\ 7§ B or PB 75 A),
S2 Ka # Kg;
S3  Ra = Rg.

5 Step 4. Adversary capabilities (a set A)

Let’s systematize the adversary capabilities for two party AKE protocols.
We propose to define the following four classes of the adversary capabili-
ties, determined by the object of his influence: channel (C), registration of
the adversary (AR), registration of users (UR), user acting after registra-
tion (UA).

Registration refers to the inclusion of a user or adversary among the
legitimate users of the system. So, we assume that after registration in case
of using protocols with authentication based on key pairs, the public key of
the registered participant is delivered in a trusted manner to all participants
with which it interacts (using a PKI or any other mechanism).

In Tables 1, 2, 3, we have listed the adversary capabilities from the cor-
responding classes. For some capabilities, we have given examples of papers
containing attacks using these capabilities.
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No Name Description Attacks
to receive information transmitted
. through the channel and determine
Cl Passive network adversary the place of the transmitted message 7, 14]
in the protocol
C2 Interaction with users to send messages to users [7, 33]
to delay, modify, replace, delete
C3 Active network adversary and generate messages transmitted | [18, 25]
through the channel
Table 1: Adversary capabilities from the class C
No Name Description Attacks
ARO Adversary registration to register the adversary [7, 25]
ARI/ | Registration during opera- to register the adversary/user after
) the start of at least one protocol ses- | [6, 25]
UR1 | tion (for adversary/user) siomn
o to use the same authentication in-
One key for initiator and : .
AR2/ formation (key pair) for the adver-
responder  (for  adver- . : [18]
UR2 sary /user to participate in the proto-
sary/user) .
col as an initiator and as a responder
AR3/ . . to select a key pair when registering
UR3 Choosing/forcing a key the adversary,/user [6, 25]
AR4/ . . to select an ID when registering the
URA Choosing/forcing an 1D adversary,/user [25]
. : to register the adversary without ver-
AR5 eNdO Zerlﬁcatlon of sk knowl- ification of knowledge of the private | [25]
& key corresponding to the public key
No verification of | to register the adversary without ver-
ARG . . i . . [25]
pk uniqueness ification of key pair uniqueness
to register the user with a key pair
URS Forcing an inconsistent key | where the private key does not match
the public key
to register the user with a key pair
. equal to the key pair of an already
URG Repeating a key registered user (without knowing the
private key)
to register the user with a key pair
) . hat differs f he k ir of l-
Repeating a key with mod- that di ers from the oy paitoran a
URT ification (related key) ready registered user in a known way
Y (to use ‘related keys’ without know-
ing the private keys)
Table 2: Adversary capabilities from the classes AR, UR
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No Name Description Attacks
UAL Paralle]l sessions tf) estgbhsh multiple protocol ses- 18]
sions simultaneously for the user
UA2 Forcing user interaction to force the interaction of two users | [29, 33|
UA3 Session key compromise to compromise the established key [7]
UA4/ | Long-term key compromise | to compromise the private key of the (14, 33]
UA5 (before/after the session) user before/after the session '
. . to compromise intermediate secret
Intermediate private value
UAG/ . values generated or calculated by a
compromise  (before/after . . [21, 33|
UA7 : participant during protocol execu-
the session) : :
tion, before/after their use
to compromise intermediate public
Intermediate public value | values generated or calculated by a
UAS/ A . .
compromise  (before/after | participant during protocol execu- | [32]
UA9 . . .
the session) tion, before/after using these values
or corresponding secret values
to  choose  intermediate  pri-
UA10/| Forcing an intermediate pri- | vate/public values generated or
UA11 | vate/public value calculated by the participant during
protocol execution
to use for the user intermediate pri-
UA12/| Repeating an intermediate vate/public N alues generated or 'cal—
UAI3 | private/public value culated during protocol execution,
which are equal to previously used
(without knowing these values)
to use for the user intermediate pri-
. ) . | vate/public values generated or cal-
Repeating an intermedi- . .
UA14/ . ) culated during protocol execution,
ate secret/public value with ) : : :
UA15 : . which differ from previously used in
modification . .
a known way (without knowing these
values)
Table 3: Adversary capabilities from the class UA
The tables 4, 5 show the results of additional systematization of the ad-
versary capabilities for compromising, forcing and repeating keys and inter-

mediate values. For some cells, the adversary capabilities are not defined for

the appropriate reasons:

* there is no session key before the session;

*x the session key has no «public part»;

* % % knowledge of the public long-term key is included in the minimum ad-

versary capabilities.
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Session key Long-term key | Intermediate value
before | after | before | after | before after
session | session | session | session | session | session
Secret * UA3 UA4 UA5 UAG6 UAT
Public Fok * % % UAS UA9

Table 4: Systematized adversary capabilities of key compromise

Long-term key Intermediate value

Forcing | Repeating | Forcing | Repeating
Secret | UR3 UR6 UA10 UA12
Public * % % UA11l UA13

Table 5: Systematized adversary capabilities of forcing and repeating the key

The figure 1 shows the result of additional systematization of capabilities
from the classes C, AR, UR using a directed graph. The black dot is the so-
called minimum adversary capabilities, including knowledge of user IDs and
public keys, as well as a full description of the protocol. The dots of green (red,
yellow) are the adversary capabilities from class C (AR, UR). The presence
of the (z,y) edge means that if the adversary has the ability , then he also
has the ability y. The presence of a set of dashed edges {(z, 2), (y, 2) } means
that if the intruder has both the x possibility and the y possibility, then he
also has the z possibility.

UR7

AR5 ARG6

Figure 1: Adversary capabilities subgraph (for the classes C, AR, UR)
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The list of the adversary capabilities is informal and is the result of finding
a tradeoff between practice and usability. Therefore, this list may contain
inaccuracies or seem insufficiently «atomic». For example, the list contains
the ‘Forcing a key’ capability, implying the forcing any key pair chosen by
the adversary. However, sometimes in practice, the adversary can only force
a key pair with some property. In this case, for completeness, it is necessary
to consider another capability (in the Figure 1 it is depicted as a yellow dot
with a dotted contour) between the ‘Forcing a key’ capability and minimal
capabilities.

6 Step 5. Information that cannot be known (a set M)

It is undesirable for the adversay to know non-trivial information about
any of the elements of the protocol output. In order to systematize this infor-
mation, let’s define the appropriate properties M1 (M2, M3) for specifying
the set M: Sa or Sg (Ka or Kg, Ra or Rp) is distinguishable from random
for anyone other than A, B.

7 Step 6. Threats (a set T)

First of all, it should be noted that there are security properties (threats)
that cannot be described using the properties listed in step 3. An example
of such a security property is deniability [15]. The threat corresponding to
this property is that the output of the protocol (together with its transcript)
allows the user to prove participation in the protocol session. The existence of
such a property once again underlines the complexity of taking into account
all threats when analyzing the strength of a cryptographic protocol.

However, most of the threats to two party AKE protocols can be described
using the properties defined above. Some of the properties (for example, S3
or M2) directly describe subsets of outputs that are threats, that is, they
can directly lead to damage to the applied information system. However,
more often threats are described by special cases of these properties or their
combinations. Here are examples of possible special cases of these properties:

(a) Pa# Band Ps #A;
(b) Pa=B, but Pg #A;
S2(a) both keys are calculated, but not equal;
(b) one of the keys is not calculated;
K and Kpg are distinguishable from random:;

(a)
M2(b) Ka and Kg are known.
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The table 6 provides examples of known authentication disruption threats

and their corresponding protocol output properties.

Threat name

Threat description

Output proper-
ties

Impersonation

A believes that the key with B is established,
but B believes that the key with A is not
established

S1(b)

Unknown key
share (UKS),
version 1 [12]

A and B have established the key, but A or
B believes that the key is established with
another participant

S1 and not S2

UKS, version 2 6]

A and B have established the key, A believes
that the key with B is established, but B be-
lieves that the key is established with another
participant

S1(b) and not S2

Bilateral un-
known key share
(BUKS) [11]

A and B have established the key, but A and
B believe that the key is established with an-
other participant (not A, B)

S1(a) and not S2

Table 6: Examples of authentication disruption threats

We can also consider a special case of the property Sl(a): Pa = Pg =
C ¢ {A,B}. This property may be a separate threat. For example, there is
an attack [18] that implements this threat for A = B,

8 Step 7. Pairs (a,t) € 24 x 27

If the adversary has a certain set of capabilities, the implementation of the
threat may become trivial. For example, if the adversary has the C1 capabil-
ity, then the threat of roles anonymity disruption, described by the M3 prop-
erty, is realized. In general, quoting the title of the paper [23|, «defining trivial

attacks for security protocols is not trivials.

The table 7 provides examples of known security properties corresponding
to threats modified due to trivial attacks:

— if the adversary has the UA3 capability, then the key secrecy disruption
threat, described by the M2 property, is implemented in a trivial way
(modified threat: the key Ka or Kg established in a session in which the
session key was not compromised is distinguishable from random);

— if the adversary has the UA5 capability and some others capabilities (for

example, C3), then the key secrecy disruption threat is implemented in a
trivial way for most existing two party AKE protocols (modified threat:
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the key Ka established before compromising the long-term key of the
party A is distinguishable from random);

— if the adversary has the UA4 capability, then in case of compromise of
the key of the participant A, the threat of impersonation of the par-
ticipant A, described by the S1(b) property, is implemented in a trivial
way; however, the threat of impersonation of another participant for the
participant A remains relevant.

Securitv property name Base threat (prop- | Critical adver-
Y property erty of output) sary capability

Key Freshness [31] M2 UA3

Perfect Forward Secrecy (PFS) [16, 19] | M2 UA5

Key Compromise Impersonation (KCI)

Resilience [20] S1(b) UA4

Table 7: Examples of known security properties corresponding to threats modified due to
trivial attacks

9 Additional remark on interdependence of threats

Consider the M2 property. It assumes that at least one of the keys (for
example, Ka) is distinguishable from a random one. Recall that a necessary
condition for assigning the subset to ‘abnormal’ is that at least one of the
parties believes that the protocol has been completed successfully. Therefore,
the M2 property also makes sense in the case when the key K is defined, and
the key Kp is not defined (i.e. the S2(b) property is fulfilled). According to
the remark 2, this means that Sa is defined, and Sg is not defined. Therefore,
the S1(b) property is fulfilled.

Thus, the implementation of the authentication disruption threat may be
a necessary condition for the implementation of the key secrecy disruption
threat. As an example demonstrating such a dependency, we can give an
example of an attack from the paper [17], which leads to the PFS property
disruption using the implementation of the KCI threat. Note that this attack
uses the same special case of a threat to disrupt the PF'S property: as a result
of an attack implementing the KCI threat, one of the keys is not defined.

10 Conclusion

In this paper, we started probing the security landscape for two party
AKE protocols in order to improve the systematization of the potential adver-
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sary capabilities and threats relevant to AKE protocols. The results obtained
do not describe all possible threats to AKE protocols; on the contrary, they
«highlight» some cases and problems that need to be investigated in further
work. Among them:

— the usual systematization of threats described in this paper is not com-

plete (there are such security properties as deniability);

— there are subsets of AKE protocol outputs that can be considered as

separate threats, but they were not previously classified as such.

— seemingly independent threats can be interdependent (for example, a

KCI threat may follow from a PFS disruption).
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Abstract

In the paper we analyze ECIES scheme in the provable security framework. We
show that if ECIES scheme is instantiated with the key exchange scheme K& and
authenticated encryption scheme AE, then the insecurity of ECIES scheme in the
(standard) LOR-CCA and INT-CTXT models can be upper bounded by the inse-
curities of IE (in the MODH model, Oracle Diffie-Hellman Model with multiple
queries) and A€ (in the LOR-CCA and INT-CTXT models respectively).

Keywords: ECIES, provable security

Introduction

ECIES is widely standardized (|1, 2, 3|) hybrid encryption scheme that
provides confidentiality and integrity of messages. The security of ECIES
was analyzed in the “provable security” framework in [4, 5|. However, the
treatment in [3, 4, 5] has some drawbacks:

— only the confidentiality of the ECIES scheme is analyzed; integrity of
the scheme (either in the INT-CTXT model, see Section 2.2, or in the
INT-PTXT model, see |6, Section 2|) is not reviewed; in general, it is
known that LOR-CCA security does not imply integrity (see, e.g.,|6,
Section 3|, |7, Section 5.2.2]);

— the confidentiality model in these articles (LOR-CCA-fg/IND-CCA2)

allows only one encryption challenge query to the O . oracle (see Sec-
tion 2.1 for more details); generalization to the case of ¢, queries to the
encryption oracle seems not to be the immediate consequence (cf. |7,
Theorem 12.6], where each pair of messages is processed under the same
private/public key pair); however, the possibility to ask a number of

queries instead of a single one can make a difference in practice (see [8]);
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— the analysis could be slightly more general: it allows any AE(AD)-
scheme (see Definition 1) to be used instead of concrete Encrypt-then-
MAC approach (for instance, MGM mode [9, 10] can be used).

In this work we give a formal analysis of ECIES in the “usual” LOR-CCA
and INT-CTXT models (with multiple queries). The security in these models
implies the following informal properties:

— the adversary is unable to extract any useful information about plaintext
from the given ciphertext (except for its length);

— if the adversary is given some ephemeral public key (chosen by the
honest party), it is unable to form the ciphertext that correctly decrypts
under this key (for instance, it cannot modify messages formed by honest
senders).

We stress out that these properties does not imply the authenticity of the
sender (i.e., the receiver cannot securely identify the origin of the received
message, only the message content), which means that additional mechanisms
are needed to ensure it. However, the scheme can be used as a building block
of more involved protocols (e.g., as a part of user anonymous authentication
in 5G-AKA protocol [11]).

The paper is structured as follows. In Section 1 we introduce necessary
definitions and notation to be used in the paper; Section 2 is devoted to
the formal definitions of security models for the algorihms of interest. In
Section 3 we show how to reduce multi-user models to the standard single-
user case. Section 4 deals with the security reduction of ECIES scheme.
Finally, Section 5 shortly lists the results of the paper.

1 Preliminaries

1.1 Notations

The length of the message m (in blocks) is denoted as |m|. By z < y

we denote assigning value y to a variable z; x & O denotes the process
of running the probabilistic algorithm O and assigning the resulting value
to x. Uninitialized associative array (dictionary) is denoted as []. Symbol
1 denotes either an error message (e.g. decryption failure), or an empty
(unitialized) element of associative array.
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1.2 Authenticated encryption scheme

Definition 1. Authenticated encryption (AE) scheme is the following triplet
AE = (KeyGen, Enc,Dec) of (probabilistic) algorithms:
— key generation algorithm KeyGen; it takes no input and returns a ran-

domly chosen key k from the key space (from now on we will assume
that the key is uniformly random over the set {0, 1}*en);

— encryption algorithm Enc; it takes the key k and the message m to be

encrypted and returns a ciphertext ct & AE Enc(k,m);

— decryption algorithm Dec; it takes the key k and the ciphertext ct and re-
turns m <— AE.Dec(k, ct), which is either some message, or the special
decryption error symbol L.

The standard requirement of correct decryption must hold: for any m and
any k & AE KeyGen it is true that AE.Dec(k, AE.Enc(k,m)) = m.

1.3 Key exchange scheme

In this paper by “key exchange scheme” (see also [12]) we mean the cryp-
tographic mechanism that allows two parties to derive secret key based on
two key pairs (ephemeral (esk, epk) and long-term (sk, pk)) in two steps:

— party A generates ephemeral key pair (esk, epk) and sends epk to the
party B which has a long-term key pair (sk, pk);

— party A and party B are now able to generate shared secret value
Combine(esk, pk) = Combine(sk, epk) = k.
An example of key exchange scheme (denoted as “key exchange algorithm”
VKO) is given in [12, Section 3.7|.
Definition 2. Key exchange scheme is the pair of algorithms KE =
(KeyPairGen, Combine):
— KeyPairGen is a private-public key pair generation algorithm; it takes
no input and returns a randomly chosen key pair (sk, pk);

— Combine is a shared secret value generation algorihtm, it takes some
private key sk and public key pk and generates shared secret k.

The standard requirement of correct shared secret generation must

hold: for any two key pairs (sk,pk) & ICE KeyPairGen and

(esk, epk) & IKCE KeyPairGen it holds that K&.Combine(sk,epk) =
K& .Combine(esk, pk).
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1.4 ECIES scheme

The object of study (ECIES) is an asymmetric (hybrid) authenticated
encryption scheme based on the key exchange scheme K& and AE(AD)-
scheme AE. The encryption process consists of two steps:

— generating ephemeral pair and session secret key k using K&;

— encrypting the message m under the key k using AE and sending
(epk, ct) to the recipient.

The pseudocode description of the scheme is given in Fig. 1.

ECIES.Enc(pk, m) ECIES.Dec(epk, sk, ct)

(esk, epk) & K& KeyPairGen() k < K&.Combine(sk,epk)
k < K& .Combine(esk, pk) return AE.Dec(k, ct)

ct < AE.Enc(k,m)

return (epk, ct)

Figure 1: Pseudocode of ECIES scheme

Remark 1. Note that a fresh pair of ephemeral keys (esk, epk) is generated
during each invocation of ECIES.Enc algorithm.

Remark 2. It is possible to use AEAD-schemes (see, e.g., [7, Section 5.2.1])
instead of AE-schemes (i.e. to have some additional data to be attached to
the ciphertext).

2 Security models

In this section we describe security models by means of Experiments, each
of which formalizes some intuitive notion of security (for AE-scheme, key
exchange scheme, ECIES scheme) in the “provable security” framework |7,
13|. We specify concrete oracles (interfaces) and determine success measure
(advantage) of the adversary (some probabilistic algorithm) in each of the
Experiments. Later we obtain explicit estimates of advantages in terms of
adversarial time complexity and query complexity (e.g., number of oreacle
queries, total (maximal) length of the queries).

Remark 3. By time complexity of the adversary we mean the sum of the
number of steps in some fixed model of computations and the code size of the
program description of the adversary (in order to avoid trivial attacks based
on lookup tables).
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2.1 Confidentiality model

Let us introduce the LOR-CCA model (Left-or-Right, Chosen Ciphertext
Attack) for the AE-scheme A€ in the multi-user setting. Let D € N be the
number of users in the model. The adversary A interacts with two oracles

O and Oyee:

enc
— (’)gnc takes as input a triple (i,mg, my) consisting of a message pair
(mg, m1) of equal length (|mg| = |mq|) and a number i € {1,..., D};
it encrypts the message m; using AE.Enc under the key k; and returns
the resulting ciphertext ct to A;

— Ogec takes as input a message (ciphertext) ¢t and a number i €
{1,...,D}; if ¢t was not returned as an answer to the Oy query of
the type (i, -,-) before, then Oge. decrypts ct using AE.Dec under the
key k; and returns the result to A.

The adversary’s goal is to predict the bit b fixed in the OF -oracle using
answers to its queries. If A guesses b correctly with high probability, then
it means that A is able to retrieve some useful information from adaptive

plaintext /ciphertext queries.

Definition 3. The advantage of the adversary A in the LOR-CCA model
with D parties (users) is the following quantity:

AdviZRON(A) = P[Expl@t @M (A) — 1] — P[Exp ¥ C940(A) — 1],
the pseudocode of Exp%gR'CCA'b, b € {0,1}, is given in Fig. 2.

Explig " M (A) Ol (i, mo, ma)

for 1 <i<Ddo ct & AE Enc(k;, mp)
ki & AE KeyGen() sentli] < sent[i] U {ct}

endfor return ct

sent <+ [] Odee (i, t)

y & OO if (ct € sentli])

return return L

fi
return AE.Dec(k;, ct)

Figure 2: Pseudocode of the LOR-CCA Experiment

Definition 4. Let InSec%@R‘CCA(t, Qe, Qa, Le, Ly, Mo, My; D) be the maxi-
mal advantage AdvieN C“A(A), where the mazimum is taken over the ad-
versaries A whose time complexity is at most t and with the following re-

strictions on oracle queries (1 <i < D):
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— the number of queries of the type (i,-,-) to the O, oracle ((i,-) to the

Odec 0r10cle) does not exceed Q.[i] (Qalt] resp.);

— the total length of the queries > |mg| = > |my| among queries of the
type (i,mg,m1) to the O oracle (3 |ct| among queries of the type

enc

(1, ct) to the Ogee oracle) does not exceed L.[i| (Lqglt] resp.);

— the maximal length of the query max |mg| = max |my| among queries
of the type (i, mg, m1) to the O° . oracle (max |ct| among queries of the

type (i, ct) to the Ogee oracle) does not exceed M.[i] (Myli] resp.).

Remark 4. For the case D = 1 we obtain the usual LOR-CCA model for the
confidentiality of authenticated encryption [0]. If additionally the adversary
does not have oracle access to the Ogec-oracle, we obtain the LOR-CPA-
model for the encryption scheme.

2.2 Integrity model

Let us introduce the INT-CTXT model (Integrity of Ciphertexts) for the
AE-scheme A€ in the multi-user setting. Let D € N be the number of users
in the model. The adversary A interacts with two oracles Ogpe and Oyerify:

— Oene takes as input a message m and a number ¢ € {1,...,D}; it
encrypts the message m using AE.Enc under the key k; and returns the
resulting ciphertext ct to A;

— Oyarity takes as input a message (ciphertext) ¢t and a number i €
{1,...,D}; it decrypts m < AE.Dec(k;, ct) and returns m to A; if ct
was not returned as an answer to the Qg query of the type (i, -) before
and m # L (correct decryption), then Oy sets flag win < true.

The adversary’s goal is to forge fresh ciphertext ct that is decrypted to the
correct plaintext (i.e. to set the flag win < true).

Definition 5. The advantage of the adversary A in the INT-CTXT model
with D parties (users) is the following quantity:

AdvIOT(A) = P[Exply T (A4) = 1],

the pseudocode of EXpE&T‘CTXT, b e {0,1}, is given in Fig. 3.
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Expld T (A)  Ocneli, m)
for1<i<Ddo ¢t & AE Enc(k;, m)

ki & AE KeyGen sentli] < sent[i] U {ct}
return ct

endfor
sent < [] Overity (1, €t)
win < false m <— AE Dec(k;, ct)
AOene:Overity if (ct & sent[i]) & (m # L)
return win win < 1

fi

return m

Figure 3: Pseudocode of the INT-CTXT Experiment

Definition 6. Let InSec%T'CTXT(t, Qec, Qu, Le, Ly, M, My; D) be the max-
imal advantage Adv%T‘CTXT(A), where the mazximum 1s taken over the ad-
versaries A whose time complexity is at most t and with the following re-

strictions on oracle queries (1 <i < D):

— the number of queries of the type (i,-) to the Oy oracle ((i,-) to the
Oyerity 0racle) does not exceed Q.[i] (Qyt] resp.);

— the total length of the queries > |m| among queries of the type (i,m)
to the Oene oracle (3 |ct| among queries of the type (i, ct) to the Oyerity
oracle) does not exceed Lc[i] (L,[i] resp.);

— the mazimal length of the query max |m| among queries of the type
(i,m) to the Ogye oracle (max|ct| among queries of the type (i,ct) to
the Oyerity oracle) does not exceed M,[i] (M,y[i] resp.);

Remark 5. For the case D = 1 we obtain the usual INT-CTXT model for
the integrity of authenticated encryption [0].

2.3 Diffie-Hellman assumptions

In the MODH model (multiple oracle Diffie-Hellman, see [4] for the single-
query case) for the key exchange scheme ICE an adversary A has an access

to two oracles Oﬁgen and Ocomb:

— oracle (’)ﬁgen generates either random keys of a given length (in case of

b = 0) or keys generated via key exchange scheme (in case of b = 1)
with some restrictions that exclude trivial attacks, see below;

— oracle Ocomp(epk) generates a key via KE.Combine function using the
ephemeral key epk.
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The goal of A is to guess which bit b is fixed within the (’)k on-oracle. The
inability of A to predict b correctly means that E-keys are indistinguishable
from random ones.

Definition 7. The advantage of the adversary A in the MODH is the fol-
lowing quantity:

AdviiPPT(A) = P[Expie P (A) — 1] — P[ExpdP0(A) — 1],

the pseudocode of Expye P b€ {0,1}, is given in Fig. 4.

O

EXpM P b(A) Olligeno
(sk,pk) & K& KeyPairGen() (esk, epk) & K& KeyPairGen|()
Keys <[] if Keyslepk] =
b & AChsen Ocomb (pk) k < KE.Combine(sk, epk)
return b’ if (b=0)
Ocomb (epk) k& {0, 1}
if Keys[epk] = f

return &.Combine(sk, epk) Keysleph] < k
else f

return Keys|epk] return (epk, Keys[epk])

fi

Figure 4: Pseudocode of the MODH Experiment

Definition 8. Let InSecMODH (t, dgen, Qeom) be the mazimal advantage
AdvYOPR(A), where the mazimum is taken over the adversaries A whose
time complexity is at most t, making at most qgen queries to Okgen, Qcom
queries to Oomp 0TaClES.

2.4 Models for ECIES scheme

In this section we introduce models for confidentiality and integrity for
the ECIES scheme. The models are essentially the same as for AE-schemes
with the addition of ephemeral key generation.

Definition 9. The advantage of the adversary A in the LOR-CCA model
for the ECIES scheme is defined as:

Advicrs “(A) = P[Expiaris ' (A) = 1] — P[Exprogs  (A) = 1],

the pseudocode of ExpElCt b e {0,1}, is given in Fig. 5.
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Expicis  (A) Ouec(epk, ct)

(sk, pk) & KE KeyPairGen|() if (epk,ct) € sent

sent < [] return |

B & AOkeOee () fi

return v’ k < K& .Combine(sk, epk)
Ob (mg,m;) return AE.Dec(k, ct)

(epk, esk) il K& KeyPairGen|()
k < KCE.Combine(sk, epk)

ot & AE Enc(k,my)

sent < sent U {(epk, ct)}
return (epk, ct)

Figure 5: Pseudocode of the LOR-CCA Experiment for ECIES

Definition 10. Let InSecIégf{E’gCA (¢, Ge, Qds ley L, fle, pra) be the mazimal ad-
vantage Adviaras “(A), where the mazimum is taken over the adversaries
A whose time complexity is at most t and with the following restrictions on

the oracle queries:

b

— the number of queries to the Oy,

exceed qe (qq Tesp.);

— the total length of the queries Y |mo| = > |my| to the O°,. oracle
(> |ct| to the Ogee oracle) does not exceed I, (lq resp.);

oracle (to the Ogee oracle) does not

— the maximal length of the query max |mg| = max |my| among queries
to the O, oracle (max|ct| among queries to the Ogee oracle) does not
exceed e (1g TESP.);

Definition 11. The advantage of the adversary A in the INT-CTXT model
for the ECIES scheme is the following quantity:

AQVES(4) = PIEXpRES™(4) 1]

the pseudocode of Expropa 1, b € {0,1}, is given in Fig. 6.
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Expiciis  (A) Overity (€pk, ct)

(sk,pk) ul K& KeyPairGen() k < K& .Combine(sk, epk)
sent + ] m <— AE.Dec(k,ct)

win < false t1 < (m# 1)
AQene:Overity (pk) to + (sent[epk] # 1)
return win ts < (ct & sent[epk])
Oenc(m) if t1&ta&ets

m <t
(epk, esk) & K& KeyPairGen|() win rue

k < K& .Combine(sk, epk)
return m

ct & AE Enc(k,m)
sent|epk] < sent[epk] U {ct}
return (epk, ct)

Figure 6: Pseudocode of the INT-CTXT Experiment for ECIES

Definition 12. Let InSeciiuns (£, Ges G, Lo, Ly, fhes fto) be the mazimal ad-
vantage Advims ' (A), where the mazimum is taken over the adversaries
A whose time complexity is at most t and with the following restrictions on

the oracle queries:

— the number of queries to the Oeye oracle (to the Oyeity 0racle) does not
exceed q. (q, resp.);

— the total length of the queries Y |mo| = > |mi| to the Qe oracle
(> |ct] to the Oyeiry oracle) does not exceed l. (1, resp.);

— the maximal length of the query max |my| = max |mq| among queries to
the Oene oracle (max|ct| among queries to the Oyeity oracle) does not

exceed e (1, TESD.);

3 Reducing multi-user setting to the single-user case

In this section we show that multi-user setting for LOR-CCA,
INT-CTXT models (and gge,-queries case for MODH model) can be reduced
to the single-user case for LOR-CCA, INT-CTXT (and one query-case for
MODH). The very basic form of hybrid argument is used for each of the
reductions. In essence, we show that for any adversary A in the D-user set-
ting we can construct a series of the adversaries By, ..., Bp in the single-user
model and bound the advantage of A in terms of B;-advantages.
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Proposition 1. The following inequality holds:

InSec 2 At Qe, Qu, Le, La, M, My; D) <
<D- InSecLOR CCA( t4+T,qe, qa,le, L, e, pra; 1),
where the following notation is used:
~ T =D+ Y2, (Qelil + Qali] + Leli] + Lali)),
— I, = maxi<ij<p La[i], py = maxi<j<p M,[i], ¢ = maxi<i<p Q,i], x €
{e,d}.
Proof. Let A"+t b, € {0,1}, be the adversary in the Explat“A-

experiment, such that on the queries of the type (4, -, -) the oracle Ogpe chooses
message my, to be encrypted. Then A’s advantage can be written as:

AdeORCCA(A):]P)[All...l_>1:| —]P[AOOO—>1] —
1...10...0 1...10...0
A+ PA s e 1 —PIA st D 1 4

4 (P[AOO..J _ 1] _ ]P’[.AOO“'O _ 1]) .

Each of the summands of the form
1...10...0 1...10...0

N e Y e
PlA = p-s S 1| —P|A st D-s+1 1

can be upper bounded by the value
InseCLOR CCA(tA + T7 Q6[5]7 Qd[5]7 Le [5]7 Ld[s]a Me [5]7 Md[s]? 1)7 <1)

T is the time needed to simulate LOR-CCA-experiment with D parties. In
order to show this we construct adversaries By, 1 < s < D, in the LOR-CCA
model with D = 1 user. By generates keys k;, 1 <i < D, i # s, responds to
the A-queries (see Table 1, decryption queries are processed similarly) and
returns the same bit b’ as A at the end of the Experiment.

Table 1: Encryption query simulations in hybrid experiments

(1am07m1)7"'7(3_17m0am1) (57m07m1) (S+17m07m1)a"'7(Dam07m1)
Simulated via choosing my Oracle Simulated via choosing my
and encrypting under k; queries and encrypting under k;
1<i<s—1 to Ob .(mg, m;) s+1<i<D
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By definition of the Experiments we have:

1...10...0 1...10...0
PB; =1 =PlA = o= —1|, PB;,—=0=PlA =+ D=1 511,

hence the bound (1). The time 7" can be upper bounded as follows (generating
D — 1 keys, query processing):

T <D+ Z (Qeli] + Qali] + Leli] + Lali]) .

Collecting all of the estimates and setting [, = maxj<;<p L.[i], p. =

maxi<;<p M,[i], ¢ = maxi<;<p Q.[i], * € {e,d}, we obtain the final result:

InSecLOR At Qe, Qa, Le, La, M, My; D) <
< D -InSectQ¥CCAt + T, qe, qa, Lo, La, e, pra; 1),

where T = D + Y171 (Qcli] + Quli] + Le[i] + Lali)). u
Proposition 2. The following inequality holds:

InseCINT CTXT(ta Qea Qv; Le; Lva Mea Mv; D)
< D -InSec e Tt + T, e, qu, Lo, Ly, e, fi; 1),

where the following notation is used:

=T =D+ 3 (Qcli) + Quli] + Leli] + Lufi]).
— I, = maxy<i<p Lg[i], pt. = maxi<i<p M,[i], g = maxi<j<p Q.[i], = €
{e,v}.

Proof. Let A be the adversary in the INT-CTXT model with D parties. Let

us construct the adversary B in the INT-CTXT model in the single-user set-

ting that uses A as a subroutine and achieves advantage - Adve T*T(A).
The adversary B performs the following actions:

— chooses s & {1,...,D};
— generates k; & KeyGen, 1 <i < D, 1 # s;

— processes A-queries of the form (7,-), 1 <4 < D, i # s as it is described
in the INT-CTXT-Experiment; queries of the form (s, -) are redirected
to the B’s oracles.
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The adversary B forges successfully if and only if A succesfully forges ct
for the s-th party. Since s was chosen independently uniformly at random,
and keys k;, 1 <1 < D, are I.I.D., we have that:

AdVINT CTXT(B) D Ad INT CTXT (A) .

Number of B-oracle queries does not exceed [, = maxy<;j<p L.[i], g, =
maxi<;<p M.[i], ¢ = maxi<;<p Q,[i], © € {e,v} respectively; time com-
plexity of B does not exceed

ta+ D + Z (Qe[z] + QUM + Le[i] + Lv[i]) )

hence the result. ]

Proposition 3. Assume that the distribution of ephemeral public keys epk
generated by KCE.KeyPairGen s uniformly random on EpkSet. Then the
following inequality holds:

MODH (

IHSGC L, Qgens QCom) <

2 Qgen Qcom

MODH
|EpkSet|’

< dgen * IIISGC t+ Qgen + Geom 17 CIcom) +
Proof. The idea is essentially the same as in Proposition 1, with the following
addition. The problem may arise if the key epk generated 1n81de (’)kgen collides
with one of the keys epk queried by A to Ocomp, oracle. Let us denote by Coll
the probability that the collision of this type happened during the MODH-
experiment. Then, we can bound the probability of such a collision as:

Qgen * ecom

P|Coll] < =———

| I< |EpkSet|
The reasoning is the following: if the number of queries to Ocom, does not
exceed eom, then the probability of collision when choosing epk at random
does not exceed | E;’;]gget‘, where EpkSet is a set of ephemeral keys (assuming

the uniform distribution of ephemeral keys).

Let us denote by MODH the modified model, where the Experiment

MODH halts whenever the collision happens. Then it holds that:

—~

|AdVESPH(A) — AdviPPH(A)| < P[Coll].

Denote by AMb2-bo b, € {0,1}, the adversary in the Expjye h-
experiment, such that on the ¢-th query the oracle Oygen behaves as if the bit
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b; was fixed in it. Then the advantage of A can be expressed as follows:

AdV%gODH(A) _ ]P)[All...l N 1] o IP)[AOO...O N 1i| _
:(P[Alllﬁl] _P[A110_>1])+
1...10...0 1...10...0
.+ ({PlA - pms 1| —P|A =1 Dot 5 1| 4L

4 (]P) |:AOO...1 BN 1] . ]P)[AOO...O — 1]) :
where D = qgen,. We now bound each of the summands of the form

1...10...0 1...10...0
PlA = o 1| -—P|A 1 Dt ]

In order to do this we construct adversaries By, 1 < s < D, in the MODH

model with gge, = 1 query to Oﬁgen oracle. B; initializes empty associative

array Keys and responds to the A-queries as follows:
1. A’s query epk to the Ocomp, oracle:
— if Keyslepk] = L: queries B’s oracle k < Ocomb(epk) and sets
Keyslepk] < k;
— returns Keysl|epk].

2. A’s i-th query to (’)ﬁgen, 1 < s:

— B generates (esk, epk) & ICE KeyPairGen;
— if Keys[epk] # L: the Experiment halts;
— sets Keys|epk] < KE.Combine(esk, pk);
— returns Keyslepk].
3. A’s s-th query to Oﬁgen: B, queries B’s oracle (epk,k) <+ Oﬁgen; if

Keyslepk] # L: the Experiment halts; otherwise, sets Keys|epk] < k
and returns the result to the A.

4. A’s i-th query to (’)ﬁgen, i > s
— B generates (esk, epk) & KCE KeyPairGen;

— if Keyslepk] # L: the Experiment halts;
— sets Keys[epk] <— {0, 1}¥¢" and returns Keys[epk] to the A.
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The adversary B returns the same bit ' as A at the end of the Experi-
1...160...0

SN~ >~
ment. B? simulates the Experiment A -1 b-s hence:

1...10...0 1...10...0
IP) A s D—s N 1 _]P) A s—1 D—s+1 — 1 S

e~

< AdviidPH(B,) < Advi?PH(B,) + P[Coll] <

< IHSGC%(SQDH@ + Qgen + Geom 17 QCom) +

QCOm

|EpkSet|
Collecting all of the estimates, we obtain the desired bound. ]

4 Security reduction for ECIES scheme

In this section we show that the security of ECIES scheme in LOR-CCA
and INT-CTXT models follows from the security of £&E in MODH model and
AE in LOR-CCA and INT-CTXT models respectively. The basic strategy of
the proof is the same as in [6]: we replace KE-keys with independent random
keys and then analyze ECIES scheme in the obtained model. Because of the
multiple queries to the Ogn-oracles, we obtain LOR-CCA and INT-CTXT
models with D = ¢, parties and MODH model, which can be reduced to the
standard single-user setting (see Section 3).

4.1 Security reduction for the LOR-CCA model

Theorem 1. Assume that the distribution of ephemeral public keys epk gen-
erated by KE KeyPairGen is uniformly random on EpkSet. Then the follow-
ing inequality holds:

II]SGC%:%{E%DCA (ta Qe, 4d, ley lda He, :ud) <

S 2 II’ISGC}\C/[&QDH (t + Th e, qd) +

LOR-CCA

de - 4d
+ Qe - IHSGCAE (t =+ T27 Ge, 4d, ley lda He, Lbd, 1) + °

| EpkSet|’
where Ty = qe + qa + le +1a, T2 = qa + la + Ge (ge + qa + le + la + 2).
Proof. Let A be the adversary for the ECIES scheme in the LOR-CCA
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model, then its advantage can be decomposed as follows:

AdvEARSA (A) =P[A" 1] —P[A° > 1] =
= (P[A' — 1] —P[A} — 1]) + (P[4} — 1] —P[A} — 1]) +
+ (P[AQ — 1] —P[A° - 1]),

where the following notation is used:

— A’ the adversary A interacting with the Experiment ExplﬁgﬁiscCA'b;

, . _ . . —~—LOR-CCA-b
— Ag: the adversary A interacting with the Experiment Expgcgg (see

the pseudocode at Fig. 7, LOR-CCA-experiment with random keys).

In this decomposition we do the two-step reduction: firstly, we replace KE-
keys with randomly generated; secondly, we analyze the scheme with g, ran-
domly chosen independent keys.

Ognc(m()a ml) Odec(epk, Ct)
(epk, esk) & K& KeyPairGen() if ((epk,ct) € sent)
if Keys[epk] = L return |
Keys|epk] i AE KeyGen() fi
a if Keys[epk] = L
k < Keys|epk] Keys[epk] < KE.Combine(epk, sk)
fi
$
ct < AE.Enc(k,mp) b Keysleph]

sent < sent U {(epk, ct)}

return AE.Dec(k, ct)
return (epk, ct)

— LOR-CCA-b
Figure 7: Pseudocode of the LOR-CCA Experiment with random keys (Expgops )

for ECIES

The main difference from Expporeg " consists in choosing Keys[epk]

according to the A€ KeyGen algorithm.
Let us estimate the value ¢ = (]P’ [Al — 1] — P[Aé — 1}) Define the
adversary B in the MODH model as follows.

1. When A makes an O}, -query of the form (mg, m1), B does the follow-
ing:

b

— queries (epk, k) & Olgen’

— processes my on the key k: ct & AE Enc(k,mq);
— stores the values sent < sent U {(epk, ct)} and Keyslepk| < k;
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— returns (epk, ct).
2. When A makes an Ogee-query of the form (epk, ct):

— if (epk, ct) € sent: returns L;
— if Keyslepk] = L, asks k <= Ocomp(epk) and stores Keys|[epk] < k;
— decrypt ct using k < Keyslepk]: m < AE Dec(k, ct), returns m.

Adversary B returns the same bit as A. Whenever the bit b = 1 is fixed in the
MODH model (i.e., B queries the (’)ﬁgen oracle), B simulates the Experiment
ExpElie @A for A, hence P[Bl — 1} = P[Al — 1}. Analogously, if the

bit b = 0 is fixed in the MODH model (i.e., B queries the (’)ﬁgen oracle), B
—~—LOR-CCA-1
simulates the Experiment ExXppopg (i.e. LOR-CCA with random keys)

for A, hence P[BO — 1} = IP’[.A% o 1}.

The same line of reasoning (replacing m; — myg) works for the term
(P[A — 1] —P[A° — 1]). Hence, [P[A* — 1] — P[A; — 1]|, b € {0,1},
can be upper bounded by InSec%éQDH (t+ e+ qa+ e+ la, Ge, qa)-

Now let us consider the last summand (IP’ [.Aé — 1] — P[Ag — 1}) We
will show that it can be upper bounded by the insecurity of AE in the
LOR-CCA model with D = g, parties.

In order to do that let us consider the adversary B in LOR-CCA model

acting as follows. It generates key pair (sk, pk) & ke KeyPairGen and gives
pk to A. Also it generates empty associative arrays Keys, GenKeys and
sets ¢ <— 1.

1. When A makes an O% . query of the form (mg, m;):

— B generates (esk, epk) & KCE KeyPairGen;

— if GenKeys[epk] # L, then the Experiment halts;

— if Keyslepk] = L, it sets Keys[epk]| < i and increments i <— i + 1;
b

— it queries its encryption oracle ct & O...(Keyslepk], mg, my);

— B returns the pair (epk, ct) to A.
2. When A makes an Oge. query of the form (epk, ct):
—if Keyslepk] # L1, B queries its own oracle m <
Ogec(Keyslepk], ct) and returns m;

— if epk was not the part of any query before, then B gener-
ates GenKeyslepk] <+ KE.Combine(epk, sk), processes ct using
GenKeys|epk] and returns the result to the A.
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The adversary B returns the same bit as A. The caveat here is that
the Experiment halts whenever A asks epk via Oge. before it was generated

in 0% -oracle query (see also the proof of Proposition 3). This collision is

undesirable, because B “does not know” which of the messages mgy or my it
should process (it depends on the value of the bit b in his own oracle). Let us
denote by Coll the event that the Experiment halts. We have the following
equality:
P[B' — 1] =P[Ag— 1N Coll], P[B’— 1] =P[A3 — 1N Coll].
Hence, it holds that

(PlAs — 1] —P[As = 1]) <
< InseCLOR cea (t + e + qa + ld7 Q67 Qda Lea Lda M67 Mda Qe) + P[COH]?
where Q. [i] = q., L.[i] = M, [i] = pe, © € {e,d}, 1 < i < g
Using the result from Prop081t10n 1, we have the following inequality:
InsecLOR ceA (t + Qe +qa + ld; Qea Qd; L€7 Ld7 M€7 Md; Qe) <

< ge * InsecLOR ceA ( + T, des 4d;s l€7 lda Hey Hd; 1) )

where T' = qq + lg + e (ge + qa + le + la + 2).
Probability P[Coll] can be upper bounded using the following reasoning.
If the number of queries to Oy does not exceed gy, then the probability

of collision when choosing epk at random does not exceed W where
EpkSet is a set of ephemeral keys (assuming the uniform distribution of
ephemeral keys), hence P[Coll] < | quk‘gleﬂ []

4.2 Security reduction for the INT-CTXT model

An analogous theorem with almost identical proof holds for INT-CTXT
model.

Theorem 2. Assume that the distribution of ephemeral public keys epk gen-
erated by KE.KeyPairGen is uniformly random on EpkSet. The following
inequality holds:

IHSGCE%%E%TXT (ty e, Qv lea lm He; ,uv) =

< InSecyOPH (t + T4, qo, qu) +
G O
| EpkSet|’

where Ty = e+ qu+le+ 1y, =D+ q+1ly+q- (1+qe+qo+ 1l +1,).

+ qunseCINT -CTXT (t + T27 Ge, v, le) lv; Hey Ly, 1) +
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Proof. Let A be the adversary for ECIES scheme in INT-CTXT model.
Decompose the advantage of A in the following way:

PlA — 1] =P[A — 1] — P[Ag — 1] + P[As — 1],

——INT-CTXT

where Ag — the adversary A interacting with the Experiment Exppcipg
(see the pseudocode at Fig. 8). In this decomposition we do the two-step

reduction: firstly, we replace K&E-keys with randomly generated; secondly, we
analyze the scheme with ¢, randomly chosen keys in the INT-CTXT model.

Oenc (m)

Overify (epka Ct)

(esk, epk) & K& KeyPairGen
if Keyslepk] = L

Keys[epk] & AE KeyGen
fi
k < Keys|epk]
ot & AE Enc(k,m)
sentlepk] < sentlepk] U {ct}
return (epk, ct)

if Keyslepk] = L
Keys|epk]| < KE.Combine(epk, sk)
fi
k <+ Keys|epk]
m «+ AE.Dec(k, ct)
t1  (m# 1)
to < (sent[epk] # 1)
ts < (ct & sentlepk])
if 61 &to&ts
win < true
fi

return m

Figure 8: Pseudocode of the INT-CTXT Experiment for ECIES with random keys

The main difference from Exp

INT-CTXT

ECIEs  consists in choosing Keys|epk]

according to the A€ KeyGen algorithm.
Now we estimate the value ¢ = (P[A — 1] — P[Ag — 1]). Let us define
the adversary B in the MODH model.

1. When A makes an Oy, -query of the form m, B does the following:

— queries (epk, k) S o

kgen )

— processes m on the key k: ct & AE Enc(k,m);

— stores the ciphertext sent[epk] < sent[epk] U {ct} and the key

Keyslepk] < k;
— returns (epk, ct).

2. When A makes an Oyeify-query of the form (epk, ct):

— if Keyslepk]
Keyslepk] < k;

L, queries k < Ocmp(epk) and stores
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— decrypts ct using k < Keyslepk]: m < AE.Dec(k, ct) and returns
m;

— if conditions t1, to and t3 are fulfilled, then sets win < true.

The adversary B returns the bit win. We have the following equality for the
success probability of B:

P[B' — 1] =P[A— 1], P[B"— 1] =P[As — 1].

This quantity can be upper bounded by InSecy o™ (t 4 qo + qa + Lo + lg, Ge, @a).

Now let us examine the value P[Ag — 1]: we will show that it can be upper
bounded by insecurity of AE in the INT-CTXT model. Let us construct
B in INT-CTXT model with D = ¢, parties as follows. The adversary B

generates (sk, pk) & KCE KeyPairGen and gives pk to the adversary A. It
also generates empty associative arrays Keys, GenKeys and sets ¢ < 1.

1. When A makes an Oy query of the form m:

— B generates (esk, epk) & KCE KeyPairGen;

— if GenKeyslepk] # L, then the Experiment halts;

— if Keyslepk] = L, B sets Keys|epk| < i and increments i+ = 1;
— B queries its encryption oracle ct <i Oenc(Keyslepk], m);

— the pair (epk, ct) returns to A.

2. When A makes an Oyeiry query of the form (epk, ct):

—if Keyslepk] # L, B queries its own oracle m <
Ogec(Keyslepk], ct) and returns m;

— if epk was not the part of any query before, then B gener-
ates GenKeyslepk] < K&.Combine(epk, sk), processes ct using
GenKeyslepk] and returns the result to the A.

The adversary B wins in ExpTgT'CTXT with D = q. parties if and only if

there are no collisions of epk, and A wins in Exppage —©, hence (using the

Proposition 2):

PlAs — 1] <
de * qu
| EpkSet|’

< QeInseCTgT_CTXT (t + Ta Ge, v, lea lv; Hey Hys 1) +

where T'= D + g, + 1y + ¢ - (1 + qe + qo + 1 + 1) O
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5 Concluding remarks

In the paper we study the security of ECIES scheme in the LOR-CCA
and INT-CTXT models for confidentiality and integrity respectively. We
show that the security of the scheme is based on the security of E scheme
in the MODH model and the security of AE-scheme A€ in the LOR-CCA
and INT-CTXT models.

Further directions of research may include the analysis of the (in)security
of specific instances of key exchange schemes in MODH model (e.g., VKO
scheme [12| with various idealizations, such as random oracle model [4],
generic group model [20, 21], etc), as well as the exact analysis for the AEAD-
schemes (see Remark 2).
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A Additional security models

In this Section we briefly discuss additional models needed for the evalu-
ation of one concrete instantiation of ECIES scheme given in Section B.

A.1 PRF-security of keyed functions

Let us consider a keyed function, i.e., a family of functions F' =
{F)}kekeys: Fr: Dom — Rng, indexed by some key k from the set of keys
Keys. We give a formal definition of PRF model.

Definition 13. The advantage of the adversary A in the PRF-model for the
function family F' is defined as:

AdvERF(A) = P[Exph(A) — 1] — P{Exp?ight(fl) ~ 1},

where EXprreft and EXp?ight are defined as follows:
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Expi(4)  Expp®'(A)

k& KeyGen  Asked < []

& A9 & A°
return b return b’
O(x) O(z)

return Fi(z) if Asked[z] = L

Asked|x] & Rng
fi

return Asked|z]

Definition 14. Let InSeci™(t,q,l1, ) be the mazimal advantage
AdvR(A), where the mazimum is taken over the adversaries A whose
time complexity is at most t and with the following restrictions on the oracle
queries:

— the number of queries to the O oracle does not exceed q;
— the total length of the queries > |m| to the O oracle does not exceed I;

— the mazimal length of the query max |m| to the O oracle does not exceed
(L.

Remark 6. If the function family is a block cipher, i.e., each Ej: {0,1}" —
{0,1}", then | = q, p = 1. It is usually assumed that for the modern secure
block cipher is holds that:

e

~ L
on’

i.€., the best possible attack in the PREF model is the birthday-based attack.

A.2 SUF-CMA model for deterministic MAC function

Brief description. The standard SUF-CMA model of forging MAC tag for
the message in deterministic MAC function setting (see |7, 15]) is usually
used to investigate the integrity property. In the model the adversary A is
given access to the MAC calculation oracle Oy, and MAC verification oracle
Oyerity- 1t is able to adaptively choose messages m and obtain MAC-tags T
for them (using Opac queries) under a fixed (unknown to the adversary) key
k.

The ultimate goal is to forge a tag 7 for a message m, such that the pair
(m, 7) was not outputted by Opac-oracle before.
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Remark 7. In case of deterministic MAC' function SUF-CMA model is
equivalent to EUF-CMA model. In the latter model A’s goal is to forge a tag
T for a message m that was not queried before, i.e. to obtain a pair (m,T)
such that T is a valid tag for m (under a key k), and m does not belong to
the set of input queries of Q.

Security model. Let M AC(k,m) be a function that computes MAC tag
under a key k for a message m.

Definition 15. The advantage of adversary A in the EUF-CMA model for
the deterministic MAC' function M AC s defined as:

AQVEITNA () = P[BxpfE (4) - 1],

EUF-CMA

where EXprac is defined as follows:
EXP%/[UAFéCMA (A)  Omac(m) Overify (m,7)
E & KeyGen Sent < Sent U{m} res <+ (1 = MAC(k,m))
Sent = () return M AC(k,m) if (m & Sent) & (res = true)
win < false win < true
Aomauoverify fi
return win return res

Definition 16. Let InSec®™ " ™MA (¢ 4. ¢y, 1, Ly, fie, jt0) be the mazimal ad-
vantage Advi 1M (A), where the mazimum is taken over the adversaries
A whose time complexity is at most t and with the following restrictions on

the oracle queries:

— the number of queries to the Owyac oracle (to the Oyeiry oracle) does not
exceed q. (qy TESP.);

— the total length of the queries Y |m| to the Oyac oracle (to the Oyerity
oracle) does not exceed l, (1, resp.);

— the mazimal length of the query max|m| among queries to the Opac
oracle (to the Oyeity oracle) does not exceed jie (fu, Tesp.).

Concrete estimates. For simplicity, we will omit some technical details that
does not influence the final estimate under reasonable assumptions (e.g., we
use the notation ¢ = O(t) and drop the InSec "' (+) term, which is negligible
compared to other terms for the “good” block cipher).
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For the estimation of EUF-CMA security of CMAC scheme one can use
the results from [15]: from the proof of Theorem 5.1 in [15] it follows that for
the deterministic MAC function (such as CMAC) it holds that:

IHSGCE%ACCMA (ta Ge; v, len lv; He, Mv) S

-CMA
< g, - InSecghiac ™ (1, qe, L les Ly, ftes 1) (2)
i.e., only one verification query ¢, = 1 is sufficient.

The results from [16] gives the following (implicit) estimate for CMAC
function (with one verification query):

InSecE F o™ (t, e, 1, Loy Ly, fhes 1) <

1
< InSecthiac (', qe + 1,1 + Ly, max(pe, p1,)) + otlen” (3)

where tlen is the length of the MAC tag.

Finally, there are three (incomparable) results on the insecurity of
CMAC scheme (based on a block cipher with the block length n) in the
PRF-model [17, 18, 19]:

412
InSecpac(t,q, 1, ) < on (4)
dql  8q(q — Dy’
[nSecg%FAc(t,%l:M) < on + ( 22n ) ’ (5)

41 + 16¢° + qu®
2" *
86]2u4+32q?’ﬂ2+2q2u3 3Q3M5+143Q3M6+11q4u3
+ + +
22n 23n
17¢* 15 + 54624¢* 11
+ :
24n
For concrete parameters the minimum among the three can be used.
Hence, for the insecurity of CMAC in the EUF-CMA model the following
inequality holds:

InSecg%FAO(t, q, 01 <

(6)

IHSGCEIJ{EA%MA (ta Qea Qva l€7 lv; M67 /’Lv) S

G AP Aql 8q(q — 1)t
S % + qy - 1IN0 (2_71’ on 22n )
41 +16¢> + qu®  S8¢Put + 32¢°1? + 2¢% 13
on + 22n +
3¢3° + 143210 + 11¢* e 17¢* b + 5462¢* 1®
+ +
23n 24n
where ¢ = q. + 1, I =l + 1, pp = max(pe, ), tlen = n.

). @
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B Example of concrete instantiation for ECIES scheme

Let us now describe one concrete example of ECIES scheme instantiation,
i.e., we specify concrete K& and AE schemes.

B.1 K€ scheme

The set of ephemeral keys is a cyclic subgroup H = (P) of the group of
points of elliptic curve minus zero point EpkSet = H — {0}. Let h be the
size of the subgroup: h < |H| — 1.

The algorithm K& .KeyPairGen works as follows:

— generate ephemeral secret key sk < {1,... h};
— generate ephemeral public key pk < sk - P.

ICE.Combine algorithm (as well as the concrete elliptic curve and the
group) can be specified as it is done in [12, Section 3.7] (VKO function with
UKM « 1,t + 512).

B.2 AE-scheme AE

Key generation algorithm AE.KeyGen generates two independent uni-

formly random keys kep. & {0,1}%5) ke & {0,1}%5. To process the mes-
sage m under the key k < kene||Kkmac, two steps are to be done:

— message m is encrypted using CTR mode of operation ¢ <
CTR!YVI[E](kene,m), where IV < 0", E is a block cipher to be used
in CTR mode, n is the block length;

— the tag 7 is computed using CMAC function 7 - CMAC (ke €);

The result of the encryption is the pair ¢t < (¢, 7). To decrypt the cipher-
text ct under the key k < kene||kmae one has to check the tag 7 first: if it is
invalid, then L is returned; otherwise, decrypt ¢ using CTR mode of oper-
ation. This process follows the widespread Encrypt-then-MAC approach to
the construction of AE-schemes [6, Section 4.3].

B.3 Scheme evaluation

In this section we give a brief overview of the estimates for our concrete
instantiation of ECIES scheme. Again, in order to simplify the estimates,
we omit some technical details that does not influence the final result under
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reasonable assumptions (e.g., we use the notation ¢ = O(t), t” = O(t) and
drop the InSech (+) term, which is negligible compared to other terms for
the “good” block cipher).

As it is shown in [6], for the “Encrypt-then-MAC” schemes it holds that:

InSece " (t, qe, qo, Lo, Ly, phes f1o; 1) <

S IHSGC%?\;;%MA (tly Ge, Qu, le; lvy He, :uv) . (8)

Insecle%R_CCA (ta e, 4d, l67 ld7 Hes Hds 1) <

S InseC.I;tEcl)'R-CPA (tlv e, l€7 IU@) +
+2- InSeC%I]J\EfCMA (tlla Ges Qds e, La, He; :ud) ) (9)

For the CTR mode the following estimate holds [14]:
InSec 2¥A (¢, g, le, pe) < 2-InSech™ (¢,1,). (10)

The insecurity of CMAC in SUF-CMA model was analyzed in Sec-
tion A.2. The insecurity of a block cipher £ in PRF model is briefly described
in Section A.1.

The problem of analyzing (in)security of VKO function in the MODH
model is more elaborate. In [12, Remark 5.2] it is claimed that due to the
fact that algebraic group and the hash fuction used in VKO are “unrelated”,
the complexity of CDH (Computational Diffie-Hellman) problem might be
roughly equivalent to the complexity of certain problems tailored for VKO
function. In [4] the problem is analyzed using various different idealizations
(such as modelling hash function as a random oracle, or to restrict attention
only to “generic” algorithms over group, see |20, 21| for more details). The

bound of the form O (q—;) for the ODH-RO-Generic-model (MODH-model

with one query to the (’)ﬁgen—oracle, hash function is treated as a random
oracle, the adversary has only an oracle access to the operations in elliptic
curve group) is obtained in [4]. The problem of analyzing (in)security of VKO
function in the ODH model (with various idealizations) is out of scope of this

paper and should be studied separately.
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Abstract

Using the provable security approach, we analyze CRISP — a standardized Rus-
sian cryptographic protocol that aims to ensure confidentiality, integrity of transmit-
ted messages, as well as protection against replay attacks. The protocol is considered
as a specific mode of authenticated encryption with associated data (AEAD). We
take into account that one key can be used by many protocol’s participants and
in different cipher suites. We impose requirements for the set of the cipher suites
used in the protocol and show that the existing ones meet them. Estimates of the
maximum allowable amount of data processed using a single key are also given.

Keywords: CRISP, provable security, AEAD

1 Introduction

CRISP (CRyptographic Industrial Security Protocol) [4] is a secure data
transfer protocol designed for use in industrial systems. The security proper-
ties that should be provided by the protocol are confidentiality and integrity
(or only integrity) of messages and protection against replay attacks.

Important features of the protocol include the following.

Non-Interactivity. Protocol participants do not establish a session, pre-
shared keys are used. Each message contains all (or almost all) the necessary
information for processing. Messages may be received out of order.

Multicasting and shared keys. One message from one sender can be in-
tended for many receivers. All users of the information system can share the
same secret key.

Dynamic selection of a cipher suite. For each message, the sender can
choose any cipher suite from the available ones. Some of them provide con-
fidentiality and integrity, while others provide only integrity.

In this paper, we analyze the cryptographic properties of the protocol by
using the provable security approach [8, 9]. We take into account the declared
security properties and the above-mentioned protocol features.
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Non-Interactivity and simplicity of CRISP encourage us to consider the
protocol as a specific encryption mode. The lack of authenticated key ex-
change (AKE) makes it completely irrelevant to use the Canetti-Krawczyk
security models [12, 13]. Formal verification tools, such as AVISPA [11], are
also useless here for the same reason. We also emphasize that the presented
security proofs (based on the approach of Rogaway and Bellare) gives us
not only qualitative, but also (more importantly) quantitative characteris-
tics, including the “imperfection” of the used encryption algorithms. On the
contrary, verification tools usually assume the unconditional ideality of all
primitives, and also give only a qualitative result.

The results are presented as follows. In the section 2, the necessary no-
tations and brief information about the provable security paradigm are pre-
sented. The third section describes the protocol.

The fourth section is devoted to the general analysis of the protocol’s
security. We begin with an informal discussion about the capabilities and
goals of the adversary. Next, we introduce requirements for the set of the used
cipher suites. We show that protocol can be considered as an authenticated
encryption with associated data (AEAD) algorithm and then prove that with
suitable cipher suites, the CRISP protocol is secure in the relevant threat
model.

Section 5 contains the results of the analysis of the existing cipher suites
used in CRISP. The known bounds for the cipher modes when used separately
or jointly (as AEAD modes) are presented.

In conclusion, estimates of the key capacity (i.e. permissible amount of
data processed with one key) and ways to increase them are given.

2 Notations and definitions

We use the following notations throughout the paper:

n — block size in bits; k — key size in bits; 7 < n — tag size in bits;
@ — bitwise XOR operation; || — concatenation of binary strings;

V* — the set of all binary strings of a finite length;

V™ — the set of all n-bit strings;

V=L — the set of binary strings of length no more than L bits;

(V™)< — the set of binary strings of length no more than [ - n bits, the
length of each string is a multiple of n;

| X | — bit length of binary string X;

Func(X,Y) — the set of all mappings from the set X to the set Y;

Perm(X) — the set of all permutations on the set X;
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X & X - uniform and random selection of element X from the set X.

Transformations (including ciphers, cipher modes and protocols) are de-
noted in Sans Serif: E, CTR, CRISP. If the transformation A uses the trans-
formation B from the set of all possible parametrizations, we denote it by
A[B]. The parameter [B] is omitted when it is clear based on the context.

The adversary is modeled by an interactive probabilistic algorithm that
has access to other algorithms (oracles). We denote by Advifg (A) a quanti-
tative characterization (advantage) of the capabilities of the adversary A in
realizing a certain threat, defined by the model T'M, for the cryptographic
scheme Alg. The resources of A are measured in terms of time and query com-
plexities. The time complexity t includes the description size of A in some
computation model. The query complexity ¢ is measured in the number of
adaptively chosen input/output pairs. We assume that A always uses exactly
q unique queries (with no redundant or repeating queries). The algorithm of
an oracle (or several oracles) is fixed in the definition of the threat model
TM. The result of computations of A after interacting with oracles Oy, Os,
... Op, w € N is some binary value x, which is denoted as A9102Ov = 7

The maximum of the advantage among all resource constrained adver-
saries is denoted by

AdV:Ang (t,q) = A(t/7q/)r:1;1/z§t<’ q/é%Advf\g (A).

Some threat models, which would be addressed later, imply different types
of resources, like the number of queries to different oracles, the length of these
queries, etc. The advantage for such models is defined in similar way.

The cryptoalgorithm Alg is informally called secure in the threat model
TM (T M-secure) if Adv%jg (t,q) < €, where ¢ is some small value determined
by the requirements for the strength of the cryptosystem and the resources
t and q are comparable to those available to the adversary in practice.

To demonstrate the practical significance of the obtained results, we some-
times substitute heuristic estimates based on assumptions into derived secu-
rity bounds. The resulting informal estimates are denoted by symbol “5 ”
meaning “less or equal if the assumptions are true”, a slight loss due to omit-
ting of insignificant addends may also occur.

Definitions of frequently used formal models are presented in Appendix
A. Other essential definitions are given in the text.
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3 Protocol description

3.1 Packet fields

The message (packet) in CRISP consists of the header, payload (Payload-
Data) and tag (ICV). The header consists of five fields: ExternalKeyIdFlag,
Version, CS, KeyId, SeqNum. The sizes of the fields are shown in the table
below, the total length of all seven fields does not exceed 2048 bytes.

Name Symbol | Length in bits
1 | ExternalKeyIdFlag | — 1
2 | Version — 15
31]CsS cs 8 Header H
4 | KeyId — from 8 to 1024
5 | SeqNum SN 48
6 | PayloadData Pand C variable Payload
7| ICV T variable Tag

Table 1: List of CRISP-packet fields

The ExternalKeyIdFlag and KeyId fields indicate the master key K
used to process the message. The length of the KeyId field is uniquely deter-
mined by the first byte of the field itself.

If the flag is zero (ExternalKeyIdFlag = 0), then the key is uniquely
determined by the field KeyId. Otherwise, external information is used.

The field Version is fixed and reserved for possible future modifications.

The field SegNum contains the sequence number SN of the message.

The field CS contains the identifier C'S of the cipher suite. The latter
includes:

— EncryptionAlg — the encryption/decryption algorithms Enc/Dec (can
be set to NULL, meaning that no encryption is applied);

— MACAlg — the message authentication code Mac, which computes the
7-bit (MACLength) tag T;

— DerivelIV — the algorithm Derlv for generating nonces;

— DeriveKey — the algorithm KDF for producing derived keys from the
master key, and the subalgorithm DerlvKDF that takes SN as input and
produces a bit string that is suitable for use as a KDF parameter, thus making
its output dependent on SN.

We also refer to the composition of Enc and Mac as AE (authenticated
encryption).

The field PayloadData contains plaintext P or ciphertext C', depending
on the chosen cipher suite. The tag 1" is computed for all data in fields 1-6
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and is contained in the field ICV. The tag length is also defined by the cipher
suite.

3.2 Common restrictions

The protocol assumes that the sender and the receiver(s) have the same
pre-shared master key K with the identifier K;p. Each sender has its own
unique identifier SourceIdentifier (we denote them by Syp). In the system
there is an injective correspondence of the form K;p — (K, Srp), different
Kip can correspond to the same K (multiple senders use the same mas-
ter key). The receiver determines K;p from the fields ExternalKeyIdFlag,
KeyId, and possibly by some external data.

3.3 Initialization of the sequence number

Before using the specific master key K, the sender sets the initial value
of SN € [0,2% — 1] in an unspecified way. The sequence number must be
increasing (for each message from one sender using one key), which includes
overflow protection. For each (K, S;p) the receiver initializes the lower SN
and the upper SN bounds of the window (binary vector) W of received
messages, SN = SN = 0. The j-th bit of W is set to one if j-th message was
received. The receiver stores only bits of W from SN-th to SN-th inclusive.
The window size is the predefined constant 1 < Size < 256, (SN — SN) <
Size.

3.4 Sender’s algorithm

The sender with some Syp selects the master key K (and corresponding
Kip), the plaintext P, and the C'S-th cipher suite.

1) The sequence number SN is determined by Kjp, the value of SN
increases by 1.

2) Derived keys Kj;ac and (if presented) Kpye are computed

(Kgne, Kanac) = KDF(K, prms),

where the specific content of prms is determined by the cipher suite and may
include C'S, S;p, DerlvKDF(SN), and other parameters.

3) The header H (fields 1-5) is generated, including SN and CS.

4) If the cipher suite provides encryption, then the ciphertext is computed
as C = Enc(Kgne, IV, P), IV = Derlv(SN), otherwise, C' = P is set.

5) The tag T'= Mac(K a0, H||C) is computed.

6) The message of the form H||C||T is sent.
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3.5 Receiver’s algorithm

The receiver parses the received message as H'||C'||T” (possibly modi-
fied or forged by an attacker) and processes it according to the following
algorithm.

1) If the protocol version or the cipher suite specified in H is not sup-
ported, then stop processing.

2) Kip is determined by the KeyId, ExternalKeyIdFlag fields and pos-
sibly by external data. Next, K, Syp, (SN, SN), and W are determined by
the value of Kjp. If the key K is not found, then stop processing.

3) The validity of the sequence number SN is checked:

—if SN < SN, then stop processing;

— if SN-th bit of W is equal to one, then stop processing.

4) Derived keys Kpyac and (if necessary) Kgye are computed
(KENCH KMAC) = KDF([(7 meS).

5) The tag T = Mac(Kpyac, H'||C") is computed. If the received and
computed tags are not equal (7" # T"), then stop processing.

6) The window of received messages is updated:

—if SN < SN, then set SN = SN and SN = min(SN — Size + 1,0);

— the SN-th bit of W is set to one.

7) If the cipher suite provides encryption, then the result is computed as
P’ =Dec(Kgne, IV, C"), IV = Derlv(SN), otherwise, P’ = C".

4 General security analysis

Mathematically rigorous proof of the security properties of any cryptoal-
gorithm is possible only in the formal model that includes the qualitative
and quantitative capabilities of the adversary, as well as his goals. The dis-
crepancy between the model and practice is a potential source of threats and
attacks (see the well-known example of the inconsistency between the model
[14] and the attack [15] on the SSL protocol).

The above considerations motivate: to carefully include in the model the
capabilities available in practice; to establish the weakest possible goal(s); to
stipulate the limitations of the formal model.

Obviously, the adversary knows everything except the keys. The attacker
can adaptively chosen plaintexts P and headers H, including the cipher suite
C'S, master key identifier K;p, sender identifier S;p, and the sequence num-
ber SN, but pairs (S;p, SN) are not repeated (i.e. each sender does not use
the same sequence number twice with the same key). The adversary also can
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drop, reorder, or modify any number of packets.

The adversary’s goals are the follows.

1) To get any information about the plaintext P from the ciphertext C'
(except the length).

2) To make a forgery (create a new valid packet that has not been formed
by any sender before).

3) To make a replay (some receiver recognizes the same packet as valid
at least twice).

Next, we list the capabilities of the adversary, which he may potentially
possess in reality, but which are not included in the formal models: changing
the protocol version (it is assumed that there is only one); compromising
protocol participants (i.e. leakage of the participants’ keys); side-channel at-
tacks; fault attacks. The security properties of the protocol when disclosing
some keys are shortly discussed at the end of the section.

The non-interactivity of the protocol, along with the aforementioned fea-
tures and the first two goals of the adversary, prompts us to consider CRISP
in the well-established N AFE model (Nonce-based Authenticated Encryption),
see, for example, [26]. This model is also similar to IND-CC A3 proposed
in [22]. We prove that even stateless version of the protocol ensures confi-
dentiality and integrity (with the caveat that the sender does not repeat the
same SN). Storing states that include windows of the received messages and
the sequence numbers provides simple protection against replays.

4.1 Requirements for the cipher suites

We define the cipher suite of the CRISP as the tuple of four algorithms
CS = (KDF, DerlvKDF, AE, Derlv),

where AE can be either a composition of Enc and Mac, or only one algorithm
Mac, or a dedicated authenticated encryption mode.

Here we briefly outline the requirements sufficient for the security proof.

Let the master key K be used in several cipher suites. All of them must
use the same KDF!. Different cipher suites can use keys of different lengths,
therefore, KDF must be P RF-secure with variable length of the output (VO-
PRF). The input of the KDF must include at least the sender ID Syp and the
number C'S of the cipher suite. Due to this, different users and different cipher
suites will have computationally independent keys. Some bits (we denote

LConcurrent usage of different KDFs (for example, CMAC-Magma and HMAC-Streebog) in different
cipher suites may not immediately lead to efficient attacks, but when trying to prove formally, some
poorly understood basic problems arise during the reduction.
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them as DerlvKDF(SNN)) of the sequence number SN can also be used as
the part of the input. We demand the absence of collisions among nonces,
for any SN # SN, DerlvKDF(SN) # DerlvKDF(SN’) or/and Derlv(SN) #
Derlv(SN’).

If the cipher suite is designed to ensure confidentiality and integrity, then
AE must be a secure deterministic AEAD scheme (dedicated or combined).
All this properties are also formalized in the N AFE model. For cipher suites,
from which only integrity is expected, we make the same requirements, but in
this case the length of the encrypted data is zero. For example, if AE = Mac,
then P RF'-security of Mac is sufficient. Nonce-based schemes, such as Carter-
Wegman [6] construction in GCM [10] and UMAC [7] are also suitable.

4.2 Protocol in the NAFE model

Stateless version of CRISP is considered in scenario “many senders and
one receiver have a single pre-shared key” within the following definitions.

Definition. The deterministic nonce-based authenticated encryption s
the pair of the algorithms

AEEK XN xAXxP — C x T,
AEVKXNXxAXxCxT—=PU{L},

where K, N, A, P, C, T are sets of keys, nonces, associated data, plain-
texts, ciphertexts, tags, respectively. For any (C,T) = AE(K,N,A,P),
P=AEYK,N, A C,T) is true.

Definition. The advantage of A in the model NAE for AE is

Advag”(A) = Pr (K & K - APERC)AEL (o) 1) —Pr (A$<w>,u~,w> =

The oracle $ receives the query (N, A, P) and returns a random binary string
of length | P|+ext(P) bits. The extension function ext(P) calculates the total
length of the tag and padding. The oracle L always returns error symbol “L”.
The queries from A to the left oracle (AE or $) does not contain the same
N. A does not resend to the right oracle (AE™' or L) the answers of the left,
that is, it does not query (N, A, C,T), where (C,T) is the answer of the left
oracle to the query (N, A, P). A makes q (resp. v) queries to the left (resp.
right) oracle of no more than | n-bit blocks each.

Everywhere else, N € N is uniquely determined by the associated data
A € A, hence, the set N is implicit. The algorithm AE can be defined on
some subset of A x P (with similar changes in AE™!), not on the whole
A xP.
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For CRISP we have:

— the set of all master keys K = V*:

~ T = V=Tmax (all possible values of the field ICV);

—~ P = C = V=7 (PayloadData);

— A C At x H x P (external data plus all possible header values plus
PayloadData field).

Here we consider external data A € Aext as an “imaginary” packet
field. The set H C V=E# contains all possible header values. The values of
Ly and Lp do not exceed the packet length (excluding the tag length), Tax
is the maximum length of the tag among all cipher suites.

The associated data A € A explicitly contains the entire header H €
H, and hence the sequence number SN, and the cipher suite number C'S.
KeyId and ExternalKeyIdFlag from H, and possibly empty external data
Acxt € Aext implicitly correspond to the pair (K, S;p). We assume that this
mapping is injective, hence, changing the external data leads to change of
the key or/and S;p 2. The length of the KeyId field can be different, but the
length used is uniquely determined by the first byte of the field. Therefore,
changing the length does not violate the injectivity of encoding. The pair
(Sip, SN) € N is considered as a nonce.

If the chosen cipher suite provides only integrity, then the input of CRISP
is ((Aext, H, P), ), the associated data A consists of the external data Ae,
the header H, and the payload P. Otherwise, if both confidentiality and
integrity are provided, then the input is ((Aext, H, D), P). This constraints
define the subset of A x P on which CRISP operates.

Theorem 1. The advantage of the adversary in the NAE model attack-
ing the CRISP that uses the cipher suites from the set CS = {CSy, ..., CS.},

CS; = (KDF, AE;, DerlvKDF, Derlv;), i = 1,...,¢, is bounded by

AdVJCV,{%SEP(t q,v) < Adv‘égF_PRF t' k) + ZAdVJAVéF (J)))

where kK < q + v, Zq(j) =q, Zu(j) —v, AEY) e {AE., ..., AE.}.

Provided that:

1) the input of KDF contains Syp, C'S, DerlvKDF(SN);

2) for any SN # SN': DerlvKDF(SN) # DerlvKDF(SN') or/and
Derlv;(SN) # Derlv;(SN"), i =1, ..., c

2The assumption is adequate to the practice. The opposite will require more complex definitions, but
does not generate any vulnerabilities. In addition, external data is presented in the packet only “virtually”.
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The idea of the proof is simple. Restrictions on the use of KDF make it
easy to “replace” it with an ideal primitive. Due to this, we get k independent
cryptosystems. It remains to apply the “hybrid argument” corresponding to
the sum in the estimate. The complete proof is presented in Appendix B.

Corollary. Let the cipher suites in queries to the left (resp. right) oracle
belong to the set CSg (resp. CSg ), and CSs N CSx are shared, then

Adverisp(t, ) < Advige ™ (1 5= ' 17 4 17) +

—I—ZAdVNAE ) + Z Adv‘]Avéft gl )+ Z Advgéf;t O,V(j)),
J=r'+1 J=k"+1

where for j =1, K, =K +1,. k", j=r"+1,... ", CSY) belongs to
CSs\CSz, CSs N CSx, CSz\CSg, correspOndmgly.

The security of CRISP against privacy attacks is determined by the weak-
est set of the sender (CSg). Forgery attacks can achieve the greatest efficiency
when a shared set from CSgs N CSy is used (by using ¢\ packets protected
with the same key), or when a “vulnerable” set supported only by the receiver
(CS%\CSs) is used. In the latter case, attempts to forge will essentially be
carried out “blindly”, this corresponds to zero in Advgéﬁ (t',0, D). A well-
known example of the mentioned “vulnerability” is the short tag length, and
the corresponding only possible attack is a simple guessing.

Recall that the results above describe a case where the participants have
only one shared key. The “many keys” scenario can be reduced in a typical
way to the analysis of many single-key independent systems using the “hybrid
argument”. Obtaining non-trivial results in such conditions is the subject of
further research. It seems that this is possible when the protocol is used only
to protect integrity, and the sender’s ID is included in the packet explicitly.

Also note that considering many receivers instead of one does not seem to
lead to meaningful changes in given proofs. Each receiver processes incoming
messages independently of the others. The package does not contain a field
with any receiver identifier, it is assumed that the receiver can be anyone
who has a master key. In practice, the number of forgery attempts v usually
increases linearly with the number of users. In other words, the case of “many
receivers’ does not lead to a new threat model, but to an increase in adversary
resources.

4.3 Replay protection

The security of the CRISP protocol to replay attacks is almost obvious.
Indeed, each receiver has the window W of received messages. If a message
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with a certain sequence number SN is accepted, then this fact is stored
in the window. The second time a message with the same number will be
rejected regardless of the content. Messages with numbers less than the lower
bound SN are also rejected without consideration. The formal proof of this
(including cumbersome definitions similar to those proposed in [23, 24, 25,
26]), is not so trivial and due to lack of space, we omit it here.

4.4 Security with leakage of keys

Thanks to the PRF-security of KDF, the CRISP protocol continues to
provide some security properties in conditions when some keys become known
to an attacker. Obviously, when the master key K is leaked, no security
properties are preserved.

If there is a leak of one encryption key Kgne, then the confidentiality of
¢’ messages is violated. The maximum value of ¢’ depends on the algorithm
DerlvKDF, that is, from the frequency of changing encryption keys.

If the adversary learns one authentication key K40, then each receiver
recognizes up to ¢ forged packets as authentic. Note that in any case, the
enemy cannot impose even two packages with the same SN, hence each
forgery increases the counter by at least one. Consequently, several forgeries
will lead to the key change.

If any number of derived keys is leaked, the adversary cannot efficiently
determine the value of any other derived key (and even more so the master
key). The opposite would mean that KDF is not PRF-secure.

5 Analysis of the existing cipher suites

The existing version of the CRISP specification contains four “paired”
cipher suites (see the table below).

’ csS \ Name \ Integrity \ Confidentiality \ Tag length (7 bit) ‘
1 | MAGMA-CTR-CMAC + + 32
2 | MAGMA-NULL-CMAC + — 32
3 | MAGMA-CTR-CMACS8 + + 64
4 | MAGMA-NULL-CMACS + - 64

All of them use the block cipher “Magma” [1] E: V¥ x V" — V" with a
key length of k = 256 bits and a block length of n = 64 bits.

According to GOST R 34.13-2015 [2], the counter mode CTR is used for
encryption and CMAC ensures the integrity of the messages. The nonce for
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the counter mode is the 32 least significant bits of the sequence number
IV = Derlv(SN) = Isb, s(SN), SN € V**.

The key derivation function KDF : V¥ x V=L x N — (V")=? is based on
several different calls of CMAC

I = KDF(K, X, d) =CMAC[E|(K, byte(1, 1)|| X ||byte(n - , 2))||
CMACIE|(K, byte(2, 1)|| X |[byte(n - , 2))|]

CMACIE] (K, byte(d, 1)| | X]|[byte(n - d, 2)),

byte(z, 7) is the representation of an integer x as a byte string of length j.
The derived keys are computed as

2-k
KMACHKENC =I,d=——=28, with CS € {1,3},
n

Kyac =T, d:§:4, with 056{2,4}.

The input data X for KDF contains, among other things:

— the number C'S of the cipher suite;

— the source identifier Syp;

— 35 most significant bits of the sequence number SN € V4
DerlvKDF(SN) = msbss(SN).

In KDF the input length of CMAC does not exceed 50 bytes (seven n-bit
blocks, lxpr = 7). Note that due to the dependency of KDF from 35 bits of
SN, no more than 24 /235 = 213 packets are processed with the same derived

key (or key pair).

5.1 Known bounds for the cipher modes

We list the known bounds in relevant threat models for the ciphers modes
used in cipher suites 1-4. Recall that ¢ is the number of protected messages
(queries to the oracle); [ is the maximum length of a single message in n-bit
blocks.

The security proof of CTR[E] in the IND-C'PN A model (see the defini-
tion in Appendix A) is essentially a consequence of the PRP-PRF Switching
Lemma [16] due to which [9]:

AY,
Adve R TNt ¢, 1) < AdvERP (g - 1) + (gn+3 t' =t+ O(ql).
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For CMAC a number of estimates in the PRF model are known [17, 18,
19, 20|, we quote the last of them.

Theorem (|20, Theorem 3.1]). The advantage of the adversary in the
PRF model attacking the cryptoalgorithm CMAC is bounded by?

16-¢*+q-1*+4-q-1
2n

Advlcjl\ljligC[E] (ta q, l) S AdV]EDRP(tla q- l + 1) + + 6(Q7 l)a

where ' =t + O(q-1), q¢- (1 +1) <2771

PRF-security of CMAC is sufficient for VO-PRF-security of CMAC-
based KDF(K, X, d). In other words, KDF is indistinguishable from random
function when the input and the output lengths are not constant. Let the
adversary queries to KDF be (Xi,d1),....(X,, dy), and (X, d;) # (X;,d;),
1 <1<y <q. Itis easy to see that under such conditions all inputs to the
underlying CMAC|E] are different, hence

Adv‘égﬁfacjmqa}(ta q) < AdV}CDI\];IzEC[E] (t',q-d,lgpr=T).

5.2 AEAD-security of composition

It is well known that the algorithms of cipher suites 1-4 produce secure
authenticated encryption modes.

Lemma 1. The advantage of the adversary in the N AE model attacking
the cryptoalgorithm

CTRCMAC: K xAxP—->CxT,
CTR-CMAC : (V¥ x VF) x V=i x ysin 5 y<in s VT s bounded by
v
27’
' =t+0O((q+v)-1l). The query from the adversary to the left oracle is
(A,P) and A= H.

Lemma 2. The advantage of the adversary in the NAE model attacking
the cryptoalgorithm

Adveiremac(ts 4, v) < Adviiace (t', ¢+ v, 1) + Advrgg A 0, 0) +

NULL-CMAC: K x A x P — C x T,
NULL-CMAC : V* x V=" 5 ) — 0 x V7, is bounded by

AdvgiTcuac(t, ¢, v) < AdVéDI\IKqE](t’a q+v,l)+ 2177 t'=t+0((g+v)- 1)
The query from the adversary to the left oracle is (A,0), A = H||P.

3The value of €(q,1) has a bulky form and from a practical point of view is approximately zero. So, for
compactness, we omit it.
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Thus, both AEAD-modes satisfy the requirements of theorem 1.
The proof of the first lemma is presented in Appendix B. The proof of
the second is a direct consequence of the first for the case P = C = ().

5.3 Estimates of key capacity

Further, by “key capacity” we mean the permissible amount of data pro-
cessed under a single key until it should be rotated. Here we discuss ap-
proaches to its calculation.

In [3], the concepts of “the maximum allowable probability of a single
forgery” (mmac) and “the maximum allowable probability of successful appli-
cation of cryptanalysis” (7o) are defined. The NAE model includes both
integrity attacks (forgeries) and privacy attacks (for example, “reading with-
out key”), hence, for any used Alg the inequality must hold true

AdV]AV(;E(t, q,V) < T = min(Tepc, Tmac)-

For illustrative purposes, we choose min(meye, Tmac) = 2710,

For adversary, we assume, though greatly exaggerating one’s real capabil-
ities, that his computational resources are equal to t ~ t' ~ 2!?® operations.

Recall that & is the number of derived keys, ¢ (resp. ¢’ = 2!3) is the num-
ber of packets protected with one master (resp. derived) key. For simplicity,
we also assume that due to some technical protection, the corresponding
number of forgery attempts v (resp. v') is much less than ¢ (resp. ¢'). The
maximum packet length is | < 2458 = 28 blocks. KDF uses d € {4, 8} calls
of CMAC per one derived key.

The security of all cipher suites reduces to PR P-security of the “Magma”.
Even in the light of existing attacks [29, 30, 31|, with the declared ¢ the
distinguishing advantage can be considered equal to zero for most purposes

Advﬁfgia ~ 0 (see details in Appendix C).

Thus, summing up the above and simplifying the estimates to the most
significant terms, we get:

16 - (k- d)?
expr < Advimac(t k- d =28, lxpr=T7) < (2/1 S _ 212,
c _ AdVIND—CPNA(t/ QRSP E I 28) < (¢ l)2 9—23
CTR — CTR 4 ~ ) U — ~ on+1 - ’
16 - /2
ecnac = Advipac(t',d + v/ ~ 2% 1 = 2°) < Qiq) — g3

For the first and the third CS, ecg =~ ecrr + comac = corgr. For the other
two (CS € {2,4}), ECS = ECMAC-
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It is not difficult to see that for each cipher suite ecg < m, the same is
true for e x pr when the number of derived keys £ < 22!. In other words, if, as
usual, we consider each derived key separately, then “the protocol is secure”
with the above restriction on k.

On the other hand, if we consider the whole protocol and all the keys,
then the restriction is now imposed on the sum

Advegde(t. q,v) < AdvSe PR k) +R-AdvES T (E, V) = exprtreecs,

where the second term acquires the greatest importance. So, for the first
cipher suite, from (expr + K - e0g) < 7 follows k < 2!3. The latter is a very
strict limitation for practice. In addition, if we replace the derived keys with
truly random ones, then (k- e0g) < 7 and the estimate does not change. In
other words, KDF and derived keys do not make CRISP worse.

We emphasize that the above is not an “artifact of provable security”. A
similar result can be obtained from a constructive point of view, in the sense
of: “the probability of a successful attack on any one from k cryptosystems is
approximately s times greater than the similar probability for one pre-chosen
cryptosystem”. The choice of the first (each key separately) or second (all keys
in the entire system) approaches should be made based on the requirements
for a specific information system.

It should be noted that there are many ways to increase the key capacity.

Perhaps the most effective is the use of a cipher with a relatively large
block size, namely “Kuznyechik” [1], with n = 128, the value of & is greater
than the “unreachable” 2°4.

The greatest contribution to the final estimate is made by eorg, which de-
grades quadratically with the growth of the number of blocks. Consequently,
some improvements can be achieved by using: the internal re-keying as re-
alized in CTR-ACPKM [5]; truncating of the block cipher output to s < n
bits (as provided by the standard |2]); double application of CTR.

V. Kiryukhin 124



On security aspects of CRISP

6 Conclusion

Using the provable security approach [8, 9] to the analysis of the cryp-
toalgorithms, we formally proved that the CRISP protocol [4] provides confi-
dentiality, integrity and protection against replays.

CRISP was considered as the algorithm of the authenticated encryption
with associated data (AEAD) in the relevant threat model.

We presented the list of sufficient requirements for the cipher suites used
in CRISP. The main ones are:

1) the cipher suites used with the same master key must have the same
PRF-secure key derivation function;

2) the encryption algorithm and the message authentication code algo-
rithm, applied consequently, must form a secure deterministic AEAD-scheme.

The existing cipher suites [4] satisfy all the specified requirements.

The obtained estimates allowed us to form motivated recommendations
on the key capacity.
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A Definitions of the formal models

Definition. The advantage of A in the model PRP (PRP-CPA — in-

distinguishability from a random permutation under chosen plaintext attack)
for the keyed cryptoalgorithm E: K x X — X is

AdvERP(A) = Pr (K & K; A0 1)~ Pr (M & Perm(X); A0 = 1)),

where K, X are spaces of the keys and blocks respectively.

Definition. The advantage of A in the model PRF (PRF-CMA —
indistinguishability from a random function under chosen message attack)
for the keyed cryptoalgorithm F : K x X — Y is

AdVER(A) = Pr (K & KA 1) =Pr (R & Fune(X, Y); A% = 1)),

where K, X, Y are spaces of the keys, messages, and outputs respectively.

Definition. The advantage of A in the model VO-PRF (variable output
— indistinguishability from a random function with variable output length)
for the keyed cryptoalgorithm F: K x V* x N — V* is

Advf @R (A) = Pr (K E K. A o 1) _
—Pr (R & Func(V* x N, V*) : ARG = 1) :

The query from A to the oracle is (X, L) € V* x N, where X is data and L
is the output length in bits.

Definition. The advantage of A in the distinguishing two cryptosystems
S and S (with the same interfaces) is

AdVEEP(A) = Pr (A4S0 = 1) = Pr (A5 = 1),

Definition. The advantage of A in the model IND-CPN A (indistin-
guishability under chosen plaintext and nonce attack, also denoted as priv)
for the encryption mode EncMode : V¥ x V¢ x V=L 5 V=l ig

AdVENTGENA(A) = Pr (K & v AEneModelieer) o 1) — py (A5 1),

EncMode(K, -, -) is the encryption oracle, that receives the query (N, P) €
V* x V=F and returns the ciphertext C' € V=L, where |C| = |P| + ext(P).
The oracle $(-, -) receives the query (N, P) € V*x V=F and returns a random
binary string of length | P|+ ext(P) bits. The adversary A cannot repeat the
value N, each value of N € V* is unique. The adversary A makes ¢ queries
of no more than [ n-bit blocks each, [-n < L. The extension function ext(P)
computes the length of the required padding.
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B Proofs

Theorem 1. The advantage of the adversary in the NAFE model attack-
ing the CRISP that uses the cipher suites from the set CS = {CSq, ..., CS.},

CS; = (KDF, AE;, DerlvKDF, Derlv;), i = 1,...,¢, is bounded by

AV (1 0,) < AQVIGEPT (1 6) + 30 AAE(, o9, 1)

j=1
K

where k < q + v, Zq(j) =q, Zu(j) —v, AEY) e {AE,,...,AE.}.
j=1

J=1

Provided that:

1) the input of KDF contains Sip, C'S, DerlvKDF(SN);

2) for any SN # SN': DerlvKDF(SN) # DerlvKDF(SN') or/and
Derlv;(SN) # Derlv;(SN"), i =1, ..., c.

Proof.

Recall that here we consider the protocol with a single pre-shared master
key K. Many senders (each with a unique identifier S;p) use K.

The adversary, according to the N AE model, has access to the pair of or-
acles. The left “encryption” oracle emulates all senders, the right “verification”
oracle corresponds to one receiver. The adversary chooses a specific sender by
manipulating associated data A, including unprotected “imaginary” external
data Aex, and fields KeyId and ExternalKeyIdFlag in the header H. Ac-
cording to the assumptions described earlier, an arbitrary change in external
data or/and these fields entails a change in (K, Syp). Due to the uniqueness
of K, this means that the S;p must be changed.

According to the requirements of the theorem, all cipher suites use the
same KDF. Consider the CRISP-I protocol, in which a random function R €
Func(V* x N, V*) is used instead of KDF. Let’s construct algorithm B so
that the inequality holds

AdVéZF\{[IlS)RCRISP-I (A) < Adwviir ™ (B).

Each query from A to either of its two oracles may require the computation of
derived keys. Algorithm B emulates one of two protocols (CRISP or CRISP-I)
for A. Hence, B makes up to k < (g + v) queries to the oracle (KDF or R).
One response from the oracle is the derived key KU for the cipher mode
AE(j)7 7 =1,...,k. So, B has all derived keys and, therefore, can perfectly
simulate the protocol. The result of B is equal to the result of A.

V. Kiryukhin 128



On security aspects of CRISP

In fact, CRISP-I contains k subsystems (i.e. some AEY) with the key KO
independent of each other. By virtue of condition 1, the following subsystems
have independent keys:

— with different cipher suites (C'S is the part of KDF input);

— with the same cipher suites, but with the different senders (Sp is also
the part of KDF input);

— with the same cipher suites and the same S;p, but with different
DerlvKDF(SN).

Recall that the pair (S;p, SN) is considered as nonce in CRISP and
CRISP-1 — the sender does not repeat its own sequence numbers. Along with
this, different SN can correspond to the same IV = Derlv;(SN) for some
t =1, ..., c. Due to condition 2, within any of the k subsystems, the IV values
are also not repeated.

The adversary chooses one subsystem for interaction by specifying asso-
ciated data A (this includes S;p, C'S, SN) in the query.

In the j-th system, the adversary can make ¢V) (resp. vU)) queries to
the “encryption” (resp. “verification”) oracle. The maximum of qY) depends
on the number of bits in SN that do not affect DerlvKDF(SN). All forgery
attempts can be carried out using a single (S;p, C'S, SN), hence, ) < v.
The total numbers of queries are 77 qY) = ¢ and > i i) =,

Thanks to the independence of the keys in CRISP-I, we can use the so-
called “hybrid argument”. Let we have the sequence of the protocols?

CRISP-1)_ .., CRISP-1"),

where CRISP-1") = CRISP-I and CRISP-1") is the “ideal” (all & pairs of oracles
are ($,1)). In CRISP-1Y), 0 < j < k, all pairs of oracles with indexes 1, ..., j,
are replaced by the “ideal” ($, L) ones, all other pairs are “real” (j+1, ..., k).

If A can effectively distinguish CRISP-IY= and CRISP-1Y), then there
is BY) that can effectively attack AEY) in the NAE model. Before starting
interactions, BY) generates keys KU for subsystems with indexes j’ > j.
After that, for any query from A, BY) determines the index 5’ of the oracle
pairs by the associated data in the query. If j* < j, then BY) simulates “ideal”
oracle ($ or L). If j' = 4, then BY) makes the corresponding query to its own
oracle and returns the response to A. In other cases (j' > j), BY) simulates
“real” oracle by using a self-generated key KU). If BU) interacts with the
“real” (resp. “ideal”) oracles, then CRISP-1Y=Y (resp. CRISP-IY)) is perfectly
simulated for A. The result of BY is equal to the result of A.

4Speaking more formally, we can enumerate all possible K.y triples (Srp,C'S, DerlvKDF(SN)) and
consider all corresponding subsystems. In general, kK. > K, but the adversary does not make any queries
to (Kmax — K) systems, and hence, using K.y instead of xk does not affect the result.
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The advantage of A is bounded by
AdvIND - (A) < AdvVAE(B)),

CRISP-1U~Y CRISP-1U AEW)
B; makes ¢Y) and vU) queries.
By the triangle inequality we obtain
IND NAE (3
AdV i 1 crisp.i (A) < Z Adviei (

and due to the arbitrariness of the algorithm A the original statement of the
theorem is true.

]

Lemma 1. The advantage of the adversary in the NAE model attacking
the cryptoalgorithm

CTRCMAC: K xAXxP—-CxT,
CTR-CMAC : (V¥ x VF) x V=In  ysbn 5 y<in s VT s bounded by

Advetriemac(t, 4, v) < Adviiiace (ts g+ v, l)+AdVé]¥£[ ]CPNA(t q,1) +§a

' =t+0O((q+v)-1l). The query from the adversary to the left oracle is
(A,P) and A= H.

Proof.

CTR-CMAC is a pair of the algorithms denoted here by

(AE[CTR, CMAC], AE"![CTR, CMAC)).

Recall that the nonce IV is determined by the associated data A and is
equal to the 32 least significant bits of the sequence number SN.
By definition, the advantage of the adversary A is

AAvEAE ac(A) = Pr((Keno, Kyrac) & VF x Vv,

AAE((KENC,KMAC),','),AE_l((KEN@KMAC),',',') = 1)_
— Pr(A)H0) =),

where the oracle $ returns a random binary string of length |P| 4 7 in the
response to the query (A, P), and the oracle L always returns symbol “_1”
Firstly, CMAC is replaced by a random function R : V=I'"" — V7. Let
A be able to effectively distinguish the original cryptoalgorithm from the
modified one, then there is By that can distinguish CMAC from a random
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function. The algorithm B; generates Kpyc & vk and stores it. The query
(A, P) from A to the left oracle is processed by B; as follows: read IV
from associated data A; compute C = CTR(Kgne, IV, P); receive the tag
by the query to the oracle T = O(A||C), O € {CMAC,R}; return (C,T)
to A. The query (A,C,T) from A to the oracle AE™" is processed by B;
as follows: receive the tag T = O(A||C); compare T = T if equality is
not satisfied, return character "L"; otherwise, read IV from A and return
P =CTR(Kgne, IV, C).

B, perfectly simulates for A the cryptoalgorithm AE[CTR, CMAC] or
AE[CTR,R] (and, of course, the corresponding AE™!). The result of B; is
equal to the result of A, hence

Pr((Kpne, Kuac) & VF x Vv

APEICTREMAC (K pve Karac).) AE ™ [CTR.CMACK(K e Knac): ) = 1)—

— Pr(Kpye & VF R & Func(VE, V),
APEICTRRI(Kpne, ), AET [CTRRI(Kpney) 1) < Advgﬁfqg](&)-
The number of queries from By is equal to the number of queries from A and
is ¢ + v. The number of queries from By is equal to q + v.

Secondly, the oracle AE™! is replaced by L. The advantage of
the adversary in this case is bounded by the probability of mak-
ing a forgery in v attempts. Let AE™' receive the query (A,C,T) ¢
{(A1,C1,1h), ..., (A, Cp, Ty} IEA||C ¢ {A1]|Chy .oy Ay||Cy ), then the guess-
ing probability is

Pr(R(A||C)=T)=2"".
If A||C = A;||C;,i=1,...,q, then T # T;, and hence Pr(R(A||C) =T) = 0.
Therefore, the probability of at least one correct guess in v attempts is at
most

Pr(AAE[CTR,R](KENC,~7~),AE_1[CTR,R](KENC""") =1)—
— Pr(AAE[CTRaR](KENC77)7J-(a7) = 1) < 1
S5
Thirdly, the oracle AE[CTR, R] is replaced by $. If replacement can be ef-
fectively detected, then there is the algorithm By effectively attacking CT'R

in the /N D-C' PN A model. The query (A, P) from A to the left oracle is pro-
cessed by Bs as follows: read IV from associated data A; get C' = O(IV, P)

from the oracle O € {CTR, $}; generate T & V7 return the response (C, T).
Due to the fact that all queries (A, P) are different, the random generation

V. Kiryukhin 131



On security aspects of CRISP

T&yr corresponds perfectly to the behavior of a random function R. The
response to the query from A to L is trivially simulated. The result of By is
equal to the result of A, and therefore we obtain,

Pr(AAE[CTRaR](KENC,-,-),L(~,~,-) — 1)—Pr(A$("')’L(""') . 1) < Advé]-}[é)[g]CPNA(BQ)-

Algorithm By makes no more than g queries. We get the stated inequality as
the sum of the advantages using the triangle inequality. [

C Heuristic estimates of
basic problem complexity

The security of the cipher suites used in the CRISP protocol is reduced to
the single basic problem, namely, the indistinguishability of “Magma” from a
random permutation.

Although it is practically impossible to give the exact upper bound for
the advantage of the adversary in the PRP model for “Magma”, the need
to provide practical recommendations motivates us to estimate the value of
Advﬁfg]:na(A) heuristically. The plausible approach is to narrow down the
set of all possible algorithms A with resources (¢, q) to the set of currently
known methods of constructive cryptanalysis. Methods that require more
than 2% operations for precomputations (for filling the initial memory of the
algorithm A) are excluded from the consideration.

The block cipher "Magma'" is structurally identical to the GOST 28147-
89 algorithm and, unlike its predecessor, has a fixed set of s-boxes, said to
provide resistance against the differential [27] and linear [28] methods of the
cryptanalysis (see also the design rationale of the 2-GOST cipher [32]).

In [31] a simple distinguisher using “symmetric fixed points” was proposed.
For a random permutation 1 € Perm (V") the probability of the equality
N(z||z) = z||z to hold true for arbitrary € V™2 is about 27", and for
“Magma” it is twice as much. Hence, by checking ¢ < 22 “symmetric points”
the distinguishing advantage is about ~ ¢ - (227" —27") x~ ¢ -27".

The distinguisher can be built using a key recovery algorithm. If the cor-
rect key was found, then the distinguisher’s response is “1” (interaction with
the cipher), otherwise, the result is “0” (interaction with a random permu-
tation ). For ¢ > % = 26% = 4, the probability of a false answer after
interacting with I is almost zero. So, in this case we can consider the distin-
guishing advantage and the probability of key recovery to be equal.

The success probability of the simple key guessing is about ¢ - 27%.
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Two special methods of key recovery are described in [29, 30|. Both meth-
ods are arranged in a similar way. Consistently and independently of each
other, ¢ known plaintext—ciphertext pairs are considered. For each pair with
a probability of 277, a “rare event” will occur. The probability of at least one
event among ¢ pairs is upper bounded by ¢-27P. For each pair, assuming that
the event has occured, 2¢ operations are performed and the same number of
possible keys are constructed, each of which is checked on other pairs. If the
event really happened, then the true key necessarily belongs to the set of
tested ones.

The total number of keys constructed is ¢-2¢. The adversary can perform ¢
computational operations (we assume that one operation is enough to encrypt
a block), the proportion of tested keys does not exceed q% The probability
of recovering the true key can then be estimated as

q ot
W q.20 opte

However, the probability of success cannot be greater than the probability of
a rare event (q - 277). Therefore, we obtain the upper bound as

. q t
min op' opre | -

Isobe [29] uses the so-called “reflection property” to mount an attack.
The probability of “rare event” is 277 = 272 = 2732, For each pair plaintext-
ciphertext, 2¢ = 292 keys are constructed.

In the attack [30] proposed by Dinur, Dunkelman, Shamir, the “fixed

point” is used, 277 = 27" = 2764 2¢ — 2128
Thus, the general from of the heuristic estimation is

t t t
PRP < 1 . q 2 . q 3 . —32 g
AdViagma(t, @) S s 0ax (2256 , min (232, 2224> , min (264, 2102 + min (2 561 )

Simplify for t < 2192 and arbitrary ¢ < 23

t q
PRP
AdViagma (8, 9) = S5 + 61
Therefore, the distinguishing advantage can be considered equal to zero for
most purposes.

Similarly, other methods of cryptanalysis of the “Magma” cipher can be
taken into account in the heuristic estimates.
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Abstract

The main result of the paper is the formalization of the authentication property
as an exact model in the provable security framework and security proof for the
RFID authentication protocol developed in TC 26.

Keywords: authentication, provable security, RFID

1 Introduction

Radio Frequency Identification (RFID) systems have become popular
for their powerful capability as wireless identification. Security and privacy
threats also evolve with the progress of RFID technology (|1, 2, 3]). At the
same time, the standardization process is far from complete: specific au-
thentication protocols that differ from those standardized worldwide (e.g., in
ISO [4, 5]) arise in practice; most of RFID tags simply lack any of the cryp-
tographic mechanisms. Hence, many RFID systems do not satisfy all the
modern security requirements, such as Tag and/or Reader provably secure
(see |6, 7]) authentication; privacy of the parties; confidentiality and integrity
of additional transmitted data.

The scientific research in the field of RFID authentication security is in-
adequately represented in the Russian-language specialized literature, and
there are no standardized solutions based on Russian cryptographic algo-
rithms; hence, the development of such protocols is an extremely urgent task.
At the moment, the working group TC 26 is developing standards of RFID
authentication protocol. The balance between technical characteristics and
security is always critical in such low-resource systems as RFID (see [8]); thus,
it seems appropriate to develop several cryptographic solutions for different
price segments and applications.
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In the modern literature the authentication property is usually defined in
the context of pre-shared key derivation, i.e. as the property of AKE-protocol
(authenticated key exchange). Adversarial models for AKE-protocols are well
studied and take into account various practical attacks (see e.g. |9, 10, 11]).
The protocol considered in this article does not imply key agreement (only
authentication one or both parties). The result of the AKE-protocol run is
a fresh session key (in general, without any guarantee that the other party
has generated the same key), so the models developed for such protocols
are inapplicable in case of studying authentication. The closest to the defi-
nition of authentication property considered in this article is the definition
from [12|. The difference lies in the exact formalization in terms of oracle
indistinguishability. The approach adopted in this paper is convenient for
combining with other security properties (formulated in terms of indistin-
guishability, e.g. for confidentiality or privacy) and also has a more general
interpretation of partnered (paired) sessions.

In this paper we identify security requirements and technical features
of RFID tags (Section 3), describe the “light” authentication protocol (that
provides a minimal set of security properties), intended for cheap low-resource
tags (Section 4), propose the adversarial model for authentication protocols
with optional additional data transfer (Section 5) and give the sketch of the
analysis of protocol security in the proposed model (Section 6).

2 Notation

Encryption (decryption) under the key k is denoted as Ej (E,_ ! resp.);

CBCIY (z) (5B\C£V(a:)) is the encryption of the plaintext x using CBC
mode [13] with the initialization vector IV and the key k; the IV is added
to the beginning of the resulting ciphertext (in CBC ecach application of a
block cipher Ej(-) is replaced by the inverse permutation E, '(-)); M ACk(z)

is a message authentication code for x under the key k. By r S M we
denote a uniformly random element r sampled from a finite set M. Consts
is a set of predefined 4-bit constants, which specify authentication and data
protection modes, as well as the role of the participant (Tag, Reader). String
concatenation is denoted as ||; z <— y means “assing value y to z”.
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3 Cryptographic and technical requirements for RFID
system

3.1 General description

The RFID system consists of one dedicated Reader and several other par-
ties (Tags). We assume that the system works in the presence of an active
adversary, which can intercept and modify all messages passing between hon-
est parties. In this paper we consider a class of protocols based on symmetric
cryptography (see also Section 3.2), in which parties authenticate using the
pre-shared secret key(s) (see the standards |4, 5]). The mechanism of its gen-
eration and distribution to the Tag’s protected memory is beyond the scope
of this work and should be studied separately. From now on we assume that
the triple of uniformly random independent keys (k, k¢, k™) is distributed
between each Tag and the Reader. Keys k° and k™ are used to protect ad-
ditional data (in practice it is usually convenient to transfer securely some
additional data (payments, identifiers) in conjunction with the authentica-
tion procedure (as it is implemented in [4])); key k is the pre-shared key
intended for authentication purpose.

3.2 Technical requirements

Features of RFID systems impose some restrictions on the implementa-
tion of cryptographic mechanisms. The following technical key requirements
were listed in [8].

1. It is advisable to implement cryptographic protection mechanisms on
RFID tags that operate in the near field; this condition imposes physical
restrictions on the reading range and makes the possibility of relay-
attacks less critical.

2. It should be possible to implement simplest RFID protocols on passive
tags without autonomous power sources (more complex mechanisms can
be implemented on active tags).

3. Tags shall have a protected WORM (write once, read many) memory
to store shared secret keys.

4. The implementation should have a relatively small gate area; in partic-
ular, symmetric-cryptography based protocols are preferable.

Remark 1. As a consequence of the last item, we propose protocols that do
not use Elzl operation on the Tag side.
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3.3 Cryptographic requirements
The following security requirements are addressed in the paper.

1. Authentication: upon successful completion of the protocol, the veri-
fier must be sure that the interaction took place with a legitimate prover
(a participant with a shared secret key). Also, the verifier must know
exactly which party was authenticated (e.g., unique ID of the party).

2. Confidentiality: in a data processing mode that ensures confidentiality
an adversary does not receive any information about the protected data
(except for its length).

3. Integrity: in a data processing mode that ensures integrity an adversary
cannot correctly modify (replace, forge) the data.

Note that there exist a number of additional relevant security properties
(see [8]), which are not addressed in this paper due to the implementation
constraints.

1. User privacy: in the protocol under consideration the authentication
requires the negotiation of the shared secret key to be used, which is
achieved by the tag broadcasting its D into the channel in an insecure
manner. It allows adversary to trace Tags (construction and analysis of
protocols that ensure user privacy are described in e.g. [14, 15, 16]).

2. Relay attack: a variation of the “man-in-the-middle” attack: an ad-
versary intercepts all the responses of one of the participants and sends
them unchanged on its own behalf; the protocol under consideration
does not allow to prevent this class of attacks (see survey [17]).

3. System availability violation (DoS): this problem cannot be solved
by cryptographic means only (see [3] for an overview of possible solu-
tions).

4 Protocol description

In this section we describe the RFID authentication protocol (based on
64-bit block cipher, e.g., “Magma” [18]|) that provides Tag Authentication
(TAM-mode) with optional Reader Authentication (MAM-mode) and op-
tional secure additional data transmission (specified by ProtMode param-
eter). Due to the space constraints, the description of IAM-mode (Reader-
only authentication) is omitted (see [19] for more details). The parameter
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ProtMode (see Table 1) specifies the data protection mode (integrity pro-
tection and optional encryption of the additional data).

Table 1: Supported data protection modes

Prot Mode Protect(Resp, Data) Protect(Resp, Data)
00 Resp
|
10 Resp || Data || Mf{C'km(Resp | Data)
IV & {0,115 IV & {0,11%
1V
11 Resp || CBC}Y (Data) || Resp || CBC\. (Data) ||
v
MACn(Resp || CBCLY (Data)) | MACym(Resp | CBC. (Data))

Table 2: Constant specification for TAM and MAM modes

TAM | MAM, | MAM,
ProtMode Tag | Reader
ProtMode =00 | 0x0 0x6 0x9
no add. data
ProtMode =10 | 0x1 0x7 Oxa
data integrity
ProtMode =11 | 0x2 0x8 0Oxb
auth. encryption

We assume that each Tag and the Reader have a triple of independent
uniformly random shared secret keys (k, k¢, k™). In general, more than one
tuple of keys can be shared between the Tag and the Reader, but without
loss of generality we can consider only the case of one pre-shared key tuple
on each Tag. The protocol runs as follows (see Figure 1).

1. The Tag broadcasts its identifier I.D.

2. The Reader initiates the authentication procedure. It sends an authen-

tication request to the Tag, which contains a Rlen-bit random num-
ber R (challenge) and authentication parameters params, which in-
cludes authentication type (TAM, TAM, MAM), data protection mode
ProtMode, the size of the additional data (if any) and other technical
parameters (see [19]).
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3. The Tag chooses an appropriate constant C; € Consts (see Table 2),
concatenates it with the challenge R, encrypts C; || R under the key
k obtaining the result T'Resp. In case of MAM-mode the Tag also
generates a second random challenge r of a bit length Rlen and sets
Resp < TResp || r, otherwise Resp < T Resp. Tag sends Resp to
the Reader (with an optional additional data in the format specified in
Table 1).

4. The Reader first checks the MAC tag (if any) under the key k™ specific
for the Tag with identifier I D. Then it parses Resp and decrypts T'Resp
under the key k, verifies C; and R. If all values are correct, then the
Tag authentication is successful, and the additional data (if any) can
be accepted (and decrypted under key k¢, if needed). Note. The pro-
tocol ends at this stage if there is no Reader authentication step. The
following steps of the protocol are performed only if the Reader has to
be authenticated (i.e., optional).

5. The Reader chooses an appropriate constant Cy € Consts (see Table 2),
concatenates it with the challenge 7, encrypts Cs || r under the key k
obtaining the result I Resp and sends it to the Tag (with an optional
additional data in the format specified in Table 1).

6. The Tag first checks the MAC value (if any), then it calculates the
value IResp’ = Ei(Csy || r) and compares it with [ Resp (note that
it is not needed to implement decryption procedure at the Tag side,
see Remark 1). If all values are correct, then the Reader authentication
is successful, and the additional data (if any) can be accepted (and

decrypted in EB\C’—mode, if needed).
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Tag Reader

R {0, 1}

pararns J'I'

Resp +— E (Cy||R)|| [r]

Ser ; Proti rl‘l.llfr Ep, “ufrJI

Venfy Sec
[ Resp + Ep(Cz||r)]

[.\'r e & .I“r'rJ_.h ct(f Resp, Data')

Verify Sec’|

Figure 1: Authentication protocol, optional steps marked as |[.. ]

Constant value used in protocol (i.e., C; and Cy) are unique for authen-
tication types (TAM, MAM), data protection modes ProtMode (plain, in-
tegrity, AE-mode) and holders (Tag, Reader). The length of random chal-
lenges Rlen = 60 bits for 64-bit block cipher (i.e. concatenating randomness
with the 4-bit constant gives 64 bits in total).

5 Adversarial model

5.1 Formal definition of authentication protocol

Definition 1. An authentication protocol with optional data transfer is a
triple of probabilistic algorithms Il = (Init Reader, InitTag, Auth) with the
following properties:

1. InitReader() is the Reader initialization algorithm (unique partici-
pant); it takes no input and returns Reader initial state.

2. InitTag(ID, Reader) is a Tag initialization algorithm; it takes as input
a unique Tag ID and current state of the Reader and returns initial
state of the Tag staterp (which contains secret keys kyp) and updated
state of the Reader.

3. Auth(stateq, m) is an authentication algorithm; it takes as input partic-
ipant’s statey and a message m to be processed and returns an updated
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state state'y and response m'.

For the protocol in question we have the following: InitReader() gen-
erates empty database for the Reader, InitTag generates triple k;jp =
(k, k¢, k™) (pre-shared keys between the Tag I D and the Reader). Keys are
not changed during the protocol and recorded in the Tag state and Reader
database.

We assume that the type of authentication (unilateral or mutual) and the
additional data to be transmitted is stored in the state of the participant.

5.2 Adversarial model for authentication protocol

In this section we describe an Experiment which formalizes the notion of
secure RFID-system in the “provable security” framework [6, 7, 9, 10], i.e.
we have to specify concrete oracles (interfaces) and determine the success
measure (advantage) of an adversary (some probabilistic algorithm). Then
we give an explicit estimate of advantage in terms of adversarial running time
and number of queries to different oracles.

The Experiment maintains a set of consistent dictionaries (tables):

1. The table of Tags Tags|[ID] consisting of records with the following
fields:
— Tag state Tags[I D].state;
— current session number T'ags[I D].current _session.

This table fills in and changes whenever the adversary makes queries to
the CreateTag, Send or StartTagSession oracles.

2. The table of sessions Sessions|r] consisting of records with the following
fields:

— session holder Sessions|r|.holder (i.e. either some Tag I D or the
Reader);

— expected partner in the session Sessions|w|.partner;

— result of the session run Sessions|r].result (i.e. in progress, accept,
error code);

— session identifier Sessions|r|.sid, which is used to formalize the
notion of partnered sessions (see Definition 3 below).

The Experiment also maintains Reader data structure in accordance with
the protocol (i.e., updates the state Reader.state[n]| in all sessions 7 and
Reader database of keys Reader.database).
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Definition 2. The advantage of the adversary A in the AUTH™ -model for
authentication protocol Il = (InitReader, InitTag, Auth) is defined as:

Adv™ (A) = P [ Exp ™ (4) - 1] = P[Expf™ 0(4) — 1],

where EXpAUTH+_b, b e {0,1} is of the following form:

EXpﬁUTH+—b ( A)

w0

Tags < []

Sessions <« []

Reader «+ InitReader()

b/ ﬁ AO,SetMessageb,Testb()

return v’

By O we denote a set of oracles CreateTag, StartReaderSession, Start-
TagSession, Send, Result. All of the oracles are defined in the following pseu-
docode.
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CreateTag(ID)

SetMessage®(m, My, M)

Tags[ID].state & I1.InitTag(ID, Reader.params)

Tags[ID].current_session =0
Reader.database[I D] = Tags[ID].state

return success

Start ReaderSession(mode)

™+ +

Sessions|r].holder = Reader
Sessions|rn].partner = L
Sessions|rn].result = in-progress
Sessions|rn].sid = L
Reader.state[n].mode = mode

Reader.state[r].message = ¢

[T
Reader.state[r].params = Reader.params

return

StartTagSession(ID)

T+ +
Sessions|m|.holder = ID

[]
[]
[]
(]

Sessions|rl].sid = L

Sessions|n|.partner = Reader

Sessions|r|.result = in-progress
Tags[ID].current _session = m
Tags[ID].state.mode = ¢
Tags|ID].state.message = €
Tags|ID].state.params = €

return

Result(r)

return Sessions|r].result

holder = Sessions|r].holder

if (holder = Reader)
state = Reader.state[r]

else
state = Tags[holder].state

fi

if (Mo # M;)AND(state.mode # AE)
return |

fi

state.message = M,

return success

Send(m, m)

holder = Sessions|r].holder
if holder = Reader
state <— (Reader.state[r|, Reader.database)
else
if m # Tagslholder].current session
return L
fi
state < Tags[holder].state
fi

(state,m’) & IT. Auth(state, m)
UpdateSession(Sessions(n], m, state, m’)

return m’
Test"(r)
if (b =0) then

return 0

else
t1 < Correctness(m)
to + NOT(Match(m, Sessions))
return (t1&t2)

fi

Definition 3. The session identifier sid consists of the following fields:

— authentication type AUTH _TY PE € {TAM, MAM};

— data protection type ProtMode € {PLAIN, MAC, AE};
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— random challenges R or r || R (depending on the authentication type:
R for TAM and r || R for MAM );

— Protect(Resp, Data)  and P@t([]%esp, Data)  (in  case of
ProtMode € {MAC, AE});

Definition 4. The predicate Match(w, Sessions) is true if and only if there
exists ™ such that following set of rules is fullfiled:

— Sessions|r|.holder = Sessions|n’|.partner, Sessions|r|.partner =
Sessions|n'|.holder;

— if Sessions|n].sid AUTH_TY PE # MAM, then Sessions|r|.sid =
Sessions|n'].sid;

—if Sessions|r].sid. AUTH _TY PE = MAM,
Sessions|r].sid.ProtMode # PLAIN and Sessions|r].holder = 1D,
then Sessions|m|.sid = Sessions|n'].sid;

—if Sessions|r].sid. AUTH _TY PE = MAM,
Sessions(rn].sid.ProtMode # PLAIN and Sessions|[r].holder =
Reader, then only the equality of the fields AUTH TY PFE,
ProtMode, R, r and Protect(Resp, Data) in Sessions|m|.sid and
Sessions|n'].sid is checked;

—if Sessions|n).sid AUTH_TY PE = MAM,
Sessions|m|.sid. ProtMode = PLAIN and Sessions|r|.holder = 1D,
then only the equality of the fields AUTH TY PE, ProtMode, r in
Sessions(r|.sid and Sessions|[n’].sid is checked;

—if Sessions|n].sid AUTH_TY PE = MAM,
Sessions|r].sid.ProtMode = PLAIN and Sessions|r].holder =
Reader, then only the equality of the fields AUTH TY PFE,
ProtMode, R in Sessions|r].sid and Sessions|n’'|.sid is checked;

Remark 2. Match predicate binds two sessions (from the Tag and the
Reader “points of view”) in one object. It formalizes the following logic: if the
authentication finished successfully, then the legitimate partner was “alive”,
i.e. responded properly to the holder’s challenge (or the collision of chal-
lenges happened). Moreover, in case of additional data transfer, Tag’s MAC
value binds r, R and Data, Reader’s MAC value binds r and Data’, hence,
Data and Data’ are implicitly binded, i.e. if the Reader authentication is
correct on the Tag’s side, then it is guaranteed that Data’ is an answer not
only to the Tag’s challenge r, but also to the Data message.
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Remark 3. The type AUTH TY PE = MAM s a special case due to the
following facts.

— The adversary is always possible to abort the last message delivery; in
this case the session on the Reader side is already finished, whereas
on the Tag side it 1s incomplete; we do not consider this situation as
security violation.

— The value r s loosely connected to the first messages of MAM-type ses-
sion (in case of no MAC calculation, i.e. ProtMode = PLAIN ); for
instance, one can bind it to the particular session via more elaborate cal-
culation of T Resp (e.g. with the help of OMAC/HMAC functions); but
this countermeasure complicated the logic and computations of the pro-
tocol giving not so much extra security (in any case the session with the
wrong randomness will be rejected by the holder). Hence, in case of no
additional data we also do not consider replacement of Tag’s random-
ness r from the Reader “point of view”, as well as Reader’s randomness
R from the Tag “point of view” as a security violation (i.e., MAM-type
session without additional data 1s equivalent to two independent authen-
tication sessions: TAM and IAM).

Definition 5. The predicate Correctness(m) filters out trivial attacks in

the model and is defined as follows: Sessions[n].result = accept and
if Sessions|n|.sid. AUTH TYPE = TAM, then Sessions|r].holder =
Reader.

As we can see from Definitions 3 and 4, the following situations will be
considered in the AUTH"-model as a security violation:

— undetectable replacement of authentication type AUTH TY PFE;
— undetectable replacement of data protection mode ProtM ode;

— replacement of the random challenge r or R undetectable for the chal-
lenger (i.e. r for Tag, R for Reader, see also Remark 2);

— undetectable modification of transmitted data Data, if any (see also
Remark 2).

The function UpdateSession acts as follows:
— updates std according to the received protocol messages;

— updates result in case of error or successful completion of the protocol;

A. Chichaeva, S. Davydov, E. Griboedova, and K. Tsaregorodtsev 145



On the security of one RFID authentication protocol

— updates the expected partner in the session;

Definition 6. By MAC-session (AE-session) we denote a session m with a
ProtMode = MAC (ProtMode = AE respectively).

Definition 7. Let Adva"™ (t,d, P, Q,R,0, M,N,®, ¥, o, M, EI\D) be the

. + . . .
mazimal advantage Adviy™ (A), over all adversaries A whose running time

does not exceed t and with the following restriction on oracle queries:

— number of CreateTag queries does not exceed d;

— number of sessions ™ for which holder or partner is I D; does not exceed

bi = P[Z],

— number of AE-sessions with holder ID; (@th holder Reader and part-
ner ID;) does not exceed q; = Qli] (q; = Qli] resp.);

— number of MAC-sessions between 1D; and Reader (i.e. where ID; is a
holder or a partner) does not exceed r; = Ri];

— number of queries Test’(r), where ID; is either a holder or a partner
does not exceed 0; = Oli];

— maximal block length of the data in AFE-sessions with holder ID; (with
holder Reader and partner ID;) does not exceed p; = M[i| (11; = M|i]
resp. );

— maximal block length of the data in MAC-sessions with holder or partner
ID; does not exceed v; = Ni|;

— total block length of the data in AFE-sessions with holdeCIDiA(with holder
Reader and partner 1D;) does not exceed ¢; = ®i] (¢; = Pi] resp.);

— total block length of the data in MAC-sessions with holder or partner
ID; does not exceed 1p; = V[i].
5.3 The relevance of the model

The adversarial model precisely describes the adversary capabilities to
interact with the system and strictly defines what a successful attack is. In
the model under consideration the adversary has the following opportunities:

— create legitimate tags using C'reateT’ag queries;

— start sessions of chosen type wusing StartReaderSession or
StartTagSession queries;
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— set additional data to be authenticated and/or encrypted using
SetMessage® query; the bit b controls which of the data messages
(Mo, My) will be processed; in case of AE-sessions it is possible that
My # M (this oracle formalizes the inability of adversary to break the
confidentiality of the transmitted data);

— check the result of the session using Result query;

— send messages to protocol participants using Send query; messages are
transmitted within some fixed session 7 to the session holder (the Reader
is able to participate in parallel sessions, but for Tags all sessions are
strictly sequential, and the adversary is able to send message only in the
current session for the Tag);

— test sessions using Test® query.

Last oracle formalizes three possible security issues: the property of secure
participant authentication, data integrity within the session, integrity at the
session level. If the adversary is able to authenticate without the help of Tag
(or Reader), or to forge MAC-value, then it is possible to construct a session
7 for which there would be no matched session #’. When such session 7 is
constructed, it can be tested using Test’(m) query. The answer will help the
adversary to guess the value b correctly.

Remark 4. There are some differences from classical RFID security models
(i.e., [14, 16]): a number of oracles were not included in the discussed model.

1. Oracles Draw®, Free: RFID protocol in question does not give any
guarantee on the Tag privacy (the 1D is transmitted in the cleartext).

2. Oracle Corrupt LT K : forward secrecy and forward privacy is not guar-
anteed (the adversary can trivially break the confidentiality of old mes-
sages using corrupted long-term key).

3. Oracle CorruptState: it gives the opportunity to break the confidential-
ity of the protocol — the adversary simply writes message M, to the
memory, and then check the inner state of the Tag.

We emphasize a few technical points implicitly assumed in the model:

— it is expected that I D queries for the C'reatel'ag oracle are unique; if
the same ID is used twice, then CreateT'ag returns an error _L;
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— it is assumed that Send oracle accepts only previously started sessions
7, otherwise it throws an error; also the session m must be unfinished
(otherwise the error is thrown, or empty message is returned);

— it is assumed that Test® accepts only previously started sessions;

These requirements do not narrow down the set of adversaries under consider-
ation. Any “useless” query can be eli<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>